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Preface

This is the third in a series of workshops exploring issues at the intersection of Computer Security and
Artificial Intelligence. This is a fertile area for research, and has been attracting an increasing amount of
interest in both communities. Previous workshops on Intelligent Security have been held at ICAPS 2009,
and AAAT 2010. In addition, and more from the Security community than from the AI community, there
is a series of workshops, now on their third iteration, being held in conjunction with the ACM Conference
on Computer and Communications Security (CCS), and so organized primarily from the Computer Security
community. Clearly, this is an active area of research in both communities.

The aim of these workshops is to encourage ongoing dialogue and collaboration, both between the AI and
Security communities, and among researchers on both sides, working on similar problems. Al and security is a
large and growing area, both for research and for applications. Our increasingly networked world continues to
provide new opportunities for security breaches that have severe consequences at the personal level (identity
theft, and resulting financial losses), for businesses (theft of intellectual property, or business plans, or costly
responses to the theft of customer data), and for governments. Computing and the internet have become
crucial parts of the infrastructure of almost every significant commercial or governmental enterprise. Turning
off the computers or disconnecting from the network has become tantamount to turning off the power.

The current workshop includes research papers describing the application to computer security of a wide
range of techniques in Artificial Intelligence. We have also included a brief description of a live demonstration
of the vulnerabilities of current smart-phones and PDAs, which we hope will be of interest to workshop
attendees.
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Abstract

Because of the growing reliance that corporations and
government agencies place on their computer networks, the
significance of defending these systems from attack cannot be
underestimated. Computer security and forensics are crucial in
protecting systems from attack or from unauthorized access that
might have undesirable consequences, and can help to ensure that
a network infrastructure will remain integrated and survive. The
use of high quality techniques within a system will provide a
better protected system, and will offer clues that might help in
any criminal investigation. Techniques such as artificial neural
networks, fuzzy logic, and evolutionary computing can be used to
help deal with issues associated with computer security and
forensics. This paper concentrates on the use of neural networks,
fuzzy logic, and evolutionary computation in computer security
and forensics. It also examines the hybrids of these three
techniques, and considers how they can be applied to computer
security and forensics.

Keywords computer security, forensics, neural networks, fuzzy
logic, and evolutionary computation.

Introduction

In the years since it was established, Artificial Intelligence
(Al) has provided a rich topic of debate for writers and
researchers who have produced a large number of articles,
books and studies on the subject. While Al is similar to
many other systems, it uses unique methods and is
remarkable for providing intelligent systems that simulate
the nature of life, human beings, etc., in order to achieve
improved simulations. Computational Intelligence (CI)
includes techniques such as neural networks, fuzzy logic,
and evolutionary computation. It also includes other

Copyright © 2011, Association for the Advancement of Artificial
Intelligence (www.aaai.org). All rights reserved.

methods that use swarm intelligence, artificial immune
systems, etc. However, with the ever-increasing use of
computer networks, computer security has become an
important issue in modern systems [Ryan et al, 1997]. A
single infringement of a network system can cause much
damage to an organisation. For this reason, computer
security has become vital for protecting systems from
attack and from its undesirable outcomes. Lippmann et al
(2000) lists four main types of attack which can be harmful
to the system:

Denial-of-service (DoS) attack: This type makes the
network unable to operate because users are not allowed to
access a resource. It does this by making the network full
or busy.

Remote to local (R2L) attack: This is an attack in which an
attacker who has no access to a resource removes a file or
modifies data by acquiring access to the resource.

User to root (U2R) attack: Here, the assaulter begins by
hacking the system as a normal user and later tries to
obtain root privileges.

Scanning or Probing: In this type, the attacker attempts to
find any weakness or susceptibility to attack by scanning a
particular resource. Data mining is a common form of this
technique.

Eavesdropping, Data Modification, ldentity Spoofing,
Password-based  attacks, Man-in-the-Middle  attack,
Comprised-key Attack, Sniffer attacks, and Application
Layer attacks are also common types of attacks that harm
network systems. However, computer and intrusion
forensics have been rapidly growing in recent years
because of the presence of computers and computer
networks everywhere [Mohay et al, 2003]. Computer and
intrusion forensics represent an important approach in
helping criminal investigations, not only to track crimes
that have occurred and recover what has been stolen or



corrupted, but also to bring those criminals to justice. The
use of high quality techniques within a system should help
to protect a system, and should be able to offer some
direction in any criminal investigation. Techniques such as
Artificial Neural Networks (ANNSs), Fuzzy Logic (FL), and
Evolutionary Computing (EC) have been shown to have
considerable ability in dealing with issues associated with
computer security and forensics.

The paper is organized as follows: Section Il states the
problem and contribution. Section 3 draws a comparative
study in the use of Artificial Neural Networks, Fuzzy
Logic, and Evolutionary Computation in computer security
and forensics. Section 4 will start with a brief overview of
what hybrid computational intelligence is. It will then
examine the hybrids of ANN, FL and EC and how they can
be used to help computer security and forensics. Section 5
will provide the results of this paper.

Statement of problem and contribution

There are several publications which have studied the
use of ANN, FL, and CE in computer security and
forensics, but the problem is that these publications have
examined them separately. That is, there is no previous
publication which has examined the use of the three
paradigms and drawn a comparison between them.

The contribution of this paper is to provide and highlight
a comparative study of the use of ANN, FL, and CE in
computer security and forensics. It also examines the
hybrids of these three techniques and how they can be
applied to computer security and forensics.

Comparative Study
Artificial Neural Networks

A neural network is an enormous parallel distributed
processor composed of uncomplicated processing units,
which has an inborn tendency to retain knowledge gained
through experience and to be ready for use [Haykin, 2008].
ANNSs, also known simply as neural networks, are
constructed on the model of biological neural networks and
are similar to it, but different terms are used, as shown in
Table 1. ANNs work in ways similar to that of the human
brain, and the purpose of following the brain in this way is
to attempt to replicate its ability to learn.

Neural networks have recently been applied to computer
security and are seen as an improvement over expert
systems. It is differ from expert systems that use a set of
security rules acquired from the knowledge of human
experience by its learning ability [Bonifacio et al, 1998].
ANNSs have been applied in anomaly detection systems as
a substitute for statistical analysis [Ryan et al, 1998]. They
can also be used in misused detection in which its learning

ability enables it to detect dangerous attacks, in cases
where many attackers strike the network at the same time.

Biological Artificial
Soma Neuron
Dendrite Input
Axon Output
Synapse Weight

Table 1: Correspondences between biological and artificial neural
networks

Neural networks are capable of solving problems related
to patterns, using several techniques such as clustering,
classification and generalising; they are also able to predict
events in the future on the basis of history [Mena, 2003].
These abilities may be useful for forensics, where they can
be used to collect evidence after a crime has been
committed. However, ANNs have four algorithms which
can be helpful for forensics [8]; first, Classification which
is a helpful algorithm for investigators by which to
determine illegal activities that have been conducted within
the system. Next, Clustering may have benefits for analysts
who wish to group similar attacks on a particular system or
systems. Grouping crimes in this way makes it easier to
deal with a new attack which is similar to earlier ones,
because these have been investigated and analysed. The
third algorithm is generalising which can be used to
identify data that have not been seen in the system. As a
result, a new type of attack can be identified by the neural
generalising algorithm, and this ability can help in the
investigation of crimes. Finally, there are forecasting
algorithms which can be useful for investigators by
providing a list of suspicious people.

Fuzzy Logic

The theory of classical sets depends on the basic idea of
a set in which any element is either a member of this set or
not [Chen and Pham, 2001]. In most cases of daily life,
such precision is inappropriate. By contrast, the
fundamental concept of fuzzy sets is that an element has a
certain degree of membership of a given fuzzy set, as
shown in figure 1. Therefore, the result is not absolutely
true or false, but can be true or false to some degree
[Negnevitsky, 2005].

One of the most important capabilities that a network
system needs to have in its security system is a fast
response, and fuzzy logic has this ability when applied to a
security system [Gomez and Dasgupta, 2002]. Fuzzy
inference is the process of making decisions using fuzzy
sets and it has four fundamental steps, namely,
fuzzification, knowledge base, decision making and
defuzzification [Chen and Pham, 2001].
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Fig 1: Some ways to represent the fuzzy set of mild temperatures

There are four steps in fuzzy inference [Negnevitsky,
2005]: first, fuzzification is used to take the inputs, to
decide the degree of these inputs and determine which
fuzzy set they should belong to. Next, knowledge base is
used to take the inputs which have been fuzzed, and to
apply a set of fuzzy rules to them. Decision making is then
used to unify the output from the second step into a single
set. Finally, defuzzification is used to remove the fuzziness
and transform the output to numerical values so that it can
be easily understood by computers and other machines.
Figure 2 shows the mechanism of fuzzy inference.

—Input-P  Fuzzification
—|-} Knowledge base

L Decision Making

—L DeFuzzification

I
Output
v

Fig 2: The mechanism of fuzzy inference

Moreover, fuzzy systems have a number of aspects
which make them suitable for intrusion detection
[Dickerson et al, 2006]. First, they have the ability to
combine inputs taken from different sources. Secondly,
some encroachments cannot be clearly determined; thus,
fuzzy systems are best able to deal with these intrusions.
Thirdly, fuzzy systems have the ability to recognise a
degree of membership, and this can make alarms sound
differently, depending on the attack (low-medium-high).
Thus, if the attack is very dangerous, the alarm will sound
high, etc. In addition, fuzzy rule-based detection systems
provide a perfect method to capture the imprecise tendency
of occurrences in the computer network system [Yao et al,
2006]. Indeed, fuzzy logic is perfect if the differences

between normal and irregular classes are not specified,
because the use of fuzzy spaces enables an object to be a
member of different classes at the same time [Gomez and
Dasgupta, 2002].

Further, fuzzy logic tools have the ability to help by
giving a useful report on how a computer has been utilized
[Meyers, 2005]. Furthermore, fuzzy logic is a good tool for
forensics investigators when they are uncertain about the
file type or the text string they are seeking [Shinder, 2002].
Fuzzy logic, which allows linguistic variables to be
presented in mathematical formulas, can help in making
the evidence provided by witnesses more significant
[Verma, 1997]. Using a fuzzy engine will solve the
problem of misspelled words, or even of the use of the
wrong word, by relying on the selection of the degree of
fuzziness [Johansson, 2003]. Filter | is a fuzzy logic filter
that is used to analyse data in files, which can be very
useful for forensics [Wai, 2002]. However, it is very
difficult to avoid integrity leakage while conducting a
forensic investigation, but it can be achieved by using the
concept of fuzzy measures, which differ from traditional
data analysis by having great robustness and scalability
[Pan et al, 2008].

Evolutionary Computation

Two main approaches to EC have been identified by
[Fogel, 2006]: theoretical and empirical. The theoretical
approach is used to search through algorithms to seek the
mathematical truth about them, while the empirical
approach is used to examine evolutionary algorithms by
statistical means. Alternatively, by creating a population of
individuals, appraising their fitness, producing a new
population via genetic procedures and repeating this
process several times, all EC methods imitate the natural
evolutionary processes of selection, mutation and
reproduction [Negnevitsky, 2005]. There are three main
methods of evolutionary computation: genetic algorithms
(GAs), evolutionary strategies (GSs) and genetic
programming (GB) [Mitchell, 1998]. Genetic algorithms
provide an efficient way to solve problems associated with
computer security, especially in detecting intrusions and
malicious attacks [Sinclai et al, 1999]. Also, GP has the
ability to learn new events in the network and to use
computer programs to detect malicious attacks; these
properties make it more powerful in the area of computer
security and intrusion detection [Crosbie and Spafford,
1995].

Evolutionary computation algorithms have been used
efficiently within a forensics system to gather network
forensics data and to track novel attacks [Merkle, 2008].
One of the most useful approaches here is to use the
capability of genetic algorithms to create a set of optimised
rules that recognise unauthorised processes and perform
function-based process verification [Bradford and Hu,



2005]. However, a problem has arisen in computer
forensics concerning how to determine the type of a file
fragment. This problem can be solved by using a genetic
algorithm, because it can provide a better classification
solution than traditional techniques [Calhoun and Coles,
2008]. Furthermore, genetic algorithms can also be used in
other areas of forensics and can save time for investigators.

Hybrids Model of CI techniques

In previous sections, the three types of computational
Intelligence, their weaknesses, strengths and abilities have
been discussed. This section will consider the combination
of these three types for use in computer security and
forensics.

A neuro-fuzzy system (NFS) or fuzzy neural network
(FNN) is a combination of fuzzy logic and an artificial
neural network that has the advantages of both. As shown
in Figure 3, an NFS is a multilayered system which can be
described as follows [10]. In layer 1, external crisp input
data are transmitted to the next layer by each neuron. Layer
2 is called the fuzzification layer, which receives the crisp
inputs and determines which fuzzy sets they belong to.
Layer 3, which is called the fuzzy rule layer, receives
inputs from the fuzzification layer and applies them to a
fuzzy rule neuron. Layer 4, the output membership layer,
receives inputs from analogous fuzzy rule neurons and
combines them with an output membership neuron by
applying the fuzzy operation union. Finally, in the
defuzzification layer the outputs are defuzzified in order to
make them understandable by the computer.

Layer 1 Layer 2 Layer 3 Layer 4 Layer 5
Input | Output fuzzificati
Inputs membership Fuzzyrules membership Defuzzification
functions functions
Outputs

Fig 3: The structure of a neuro-fuzzy system

An NFS is an appropriate approach to security systems,
combining the learning ability of ANNs with the human-
like ability of FL in order to determine whether activity in
the system is normal [Maghooli and Moghadam, 2006].
However, neuro-fuzzy agents can be used in network
intrusion detection systems (NIDSs) in order to determine
known and unknown behaviours by making use of fuzzy
and neural networks [Abouzakhar and Manson, 2006], as

shown in figure 5. When the agent’s system logic is
known, if-then fuzzy rules are used (figure 4a), whereas
when the incoming and outgoing network traffics are
unknown, a neural network is used (figure 4b). In
computer forensics, NFS can be trained differently and
tailored to be appropriate for the required response time.
They can also be used with a quick search through large
databases for fingerprint images [Quek et al, 2001]. They
also can be used to help investigators in emotion
recognition and speaker verification [Yarmey, 1995].

If-then fuzzy
{a) — | —_—
rules
Unknown Unknown
ANN
(k) — ™ ———*
Arriving Departing
traffic traffic

Fig 4 a: Known, if-then fuzzy rules b: Unknown, neural network

Agents based

NIDS

Network
resources &

. services
Incoming

data Outgoing

Data

Fig 5: The structure of neuro-fuzzy agents in a NIDS

There are two problems associated with ANNs when
used by themselves: these can be solved by combining
them with EC. First, they cannot provide optimal solutions;
i.e. they are unable to provide a desired solution to a given
problem. Secondly, optimal ANN topology cannot be
systematically identified: “The ‘right’ network architecture
for a particular problem is often chosen by means of
heuristics, and designing a neural network topology is still
more art than engineering” [Negnevitsky, 2005, p.285]. As
shown in Figure 6, the mechanism for combining an ANN
and a GA can be achieved in several steps. First, the
problem domain is represented as chromosomes. Secondly,
within small intervals, a set of initial weights is randomly
selected; this can be represented as a set of gene
chromosomes in which each gene matches a weighted link
in the network. Thirdly, a fitness function is defined to
appraise the performance of the chromosome. The fitness
function must evaluate the performance of the neural
network. The evaluation of chromosomes is achieved by
allocating each weight included in the chromosome to a
corresponding link in the network. Next, the genetic
operators (crossover and mutation) are selected. The



crossover operator generates a single child with genetic
material taken from the two parents by taking the
chromosomes of two parents. The genes in the child’s
chromosomes are represented by the analogous parent’s
genes. On the other hand, a gene in the chromosome is
randomly selected by the mutation operator and a small
value is added to every weight in this gene. Finally, the
population size is defined; here, the number of weights, the
mutation and crossover probabilities and the generation
numbers are defined. Several neurons and their
interconnections then evaluate the success of the
application [Negnevitsky, 2005].

MNeural Network

2™ generation Crossover
T Training l
1" generation Mutation

Fig 6: The mechanism of EAANSs

The combination of GA/ANN is appropriate for
computer security. In particular, this approach is fitting for
intrusion detection because it is robust, parallel and non-
linear, making it suitable for real-time applications with
high precision requirements [Wang et al, 2001]. In
addition, this technique can search automatically, and has a
robust adaptation and great flexibility. Such an
evolutionary neural network (ENN) can be used in an IDS.
In computer forensics, ENN can be used to recognise
unconstrained fingerprints and also to avoid the trapping of
neural networks in a local minimum [Reddy and Reddy,
2004].

Fuzzy systems can also be combined with evolutionary
algorithms to produce fuzzy evolutionary systems (FESS).
In addition, both computer research and practical
applications have shown that fuzzy evolutionary
algorithms have the ability to search for optimal solutions
more rapidly and efficiently than standard GAs [Xu and
Vukovich, 1994]. Indeed, many evolutionary algorithms
can be combined with fuzzy systems to provide excellent
IDSs [Haghighat et al, 2007]. These evolutionary
algorithms can be used separately, or can be combined
with each other to achieve the same purpose with higher
performance. However, the use of fuzzy genetics in IDSs
can be explained in two steps [Fries, 2008]: the first is to
use a genetic algorithm to create a subset of optimal
communication features; the second step is to use the
genetic algorithm to optimise a set of rules which are then
used to distinguish abnormal from normal communication

behaviours. In forensics, a genetic-fuzzy system can be
used to identify types of attack, which is very important in
recovering from such attacks. This can be achieved by
incorporating the identification of attack types within the
system.

Fuzzy systems lack the learning ability of neural
networks and the optimal solutions of evolutionary
computation, but do have the advantage of providing
knowledge in linguistic form [Castellano et al, 2007]. As a
result, the combination of evolutionary, neural and fuzzy
systems crossbreeds the learning abilities of neural
networks with the reasoning mechanism of fuzzy systems
and the ability to search for optimal solutions of
evolutionary computing. Such networks can be used to
construct an efficient intrusion detection system, and each
of its components plays a role in making the system more
successful [Toosi and Kahani, 2007]. First, features are
extracted from the audit data by a number of neuro-fuzzy
classifiers in order to group activities in the network. Each
input to the system is assigned a degree of membership
which determines the dataset to which it belongs.
Secondly, a fuzzy inference system is used to decide
whether an activity is normal or not. The outputs of the
neuro-fuzzy classifiers are mapped to the final output space
in order to recognize them. Finally, the structure of the
fuzzy sets is optimized by means of genetic algorithms,
which are used in order to achieve the best result.

Evolutionary fuzzy neural systems can be applied to
help investigators find evidence when a crime has
occurred. However, the identification of glass is a
significant task in forensic science, where good evidence
has a fundamental role in investigations. The abilities of a
neuro-fuzzy-genetic system make it an appropriate
approach for the identification of glass types. The first step
is to construct the neuro-fuzzy classifier that assigns each
input to an associated fuzzy set. Next, an initial rule base
for the neuro-fuzzy classifier is generated. The final stage
is to apply genetic algorithms in order to provide optimal
solutions and improve the result. Such a system has the
ability to identify the type of glass more accurately than by
using just a neuro-fuzzy classifier system [Gorzalczany,
and Gradzki, 2000].

The result

In the comparative study of ANN, FL, and EC, and their
concepts, abilities, advantages, drawbacks, etc., this paper
has produced a result that indicates which technique can be
applied to which field of security and forensics. They have
been shown to be most efficacious in dealing with issues
associated with computer security and forensics because
they have the following advantages: first, they are
sufficiently intelligent (like humans) to deal with sudden



changes in circumstances. Secondly, they have
considerable ability to deal with complex problems when
they appear in network systems. Thirdly, they are flexible
systems which can acquire the need of specialized
applications. Fourthly, they can learn and adjust to
changing environments. Last, but not least, they can be
hybridised to provide better performance.

ANN takes its idea from the biological neural networks
in the human brain, and has the great ability of learning
and adjusting itself to new circumstances. In computer
security, ANN has shown significant ability in detecting
novel attacks and learning them through training. ANN has
three particular abilities that make it an appropriate
approach for computer forensics, viz, classification,
clustering, and generalising. These help investigators by
identifying a group of crimes that are similar to each other,
distinguishing between legal and illegal behaviour in the
system, and recognising attacks that have not been detected
in the system.

Fuzzy logic is a human-like reasoning approach that
resembles the ambiguity of human daily life. It has the
ability to describe core aspects that may not be apparent:
i.e. it can provide precise outcomes by its ability to assess
degrees of membership and linguistic variables. However,
security in itself is imprecise, and therefore a fuzzy system
is a proper approach to computer security. There are a great
many advantages to using fuzzy systems in security, such
as defining attacks by applying a set of fuzzy rules, and
exploiting the speed of its response. Many cases in
forensics, such as unclear file types, bad handwriting, etc.,
are uncertain, but fuzzy systems have shown considerable
ability in dealing with these kinds of ambiguous cases.

Evolutionary computation derives its concept from the
evolution of nature, which takes the advantages gained
from one generation and passes them on to the next. It can
also choose the best or optimal solution to a problem that
has appeared in a system because genetic algorithms and
programming are used, and these can be adjusted to restart
from a particular point when a problem arises. EC
algorithms can also be used to search and gather network
forensics from a large amount of network data, and can
provide valuable reports on malicious behaviour in such
networks. Taking into account computer security and
forensics, Table 2 shows the abilities of each EC type and
the degree to which they can be applied. For instance,
Fuzzy logic is the best type of EC for constructing security
rules because it has the if-then fuzzy rules that can specify
the normal and abnormal activities of a system. On the
other hand, EC and ANN, has less ability to create security
rules.

Security | Ambiguous| Optimal

Learning |Classification| Clustering [Generalising| rules | Situations | solution

Type
‘Abitity Recovery

ANN W W WY X v X

R X W W v W W v X

EC X J W J X J WY | WY

Table 2: Shows how ANN, FL, and EC can be applicable to
abilities and this table is stated as: V\V strongly applicable, \V
applicable, \ can be applicable, and X not applicable.

In order to obtain improved performance, hybrid
computational intelligence has come to light, as shown in
table 3. There are four hybrid CI techniques that have been
scrutinised in this paper: Neuro-Fuzzy Systems (NFS),
Evolutionary Neural Systems (ENS), Fuzzy Evolutionary
Systems (FES) and Evolutionary Neural Fuzzy Systems
(ENFS). An NFS is a hybrid of ANN and FL, which has
the ability of learning within a neural network, and has the
human-like reasoning and thinking design of fuzzy
systems. In security, this system uses FL to detect known
attacks, and, if certain behaviour is unknown, then ANN is
invoked. It can be trained and tailored to be appropriate to
the required response time, making it useful for forensic
investigation. On the other hand, ENS provides a system
that is capable of learning, adjusting, and providing
optimal solutions. It also provides an automatic search and
has robust adaptation and great flexibility, making it
applicable to computer security. In addition to these
abilities, this system can provide forensic investigation
evidence extremely quickly. Alternatively, FES has the
ability to search for optimal solutions more quickly and
more efficiently than traditional techniques. It can combine
various EC algorithms with FL to achieve a high quality
security system. It can also be quickly used to identify the
type of attack when a forensic investigation has been
initiated. Finally, ENF systems have all the abilities of
ANN, FL, and EC in computer security and forensics. It
provides a system that has the capability of learning,
adjusting to and searching for optimal solutions, and has
human-like reasoning and thinking.

Depending on the outcome of this paper, it is apparent
that each one of the three types of EC has its own power.
However, when choosing the best type to be used to
enhance computer security and forensics, one can decide
depending on the security polices within the organisation;
i.e. one cannot decide which is the best because they all
have shown excellent ability when they are used in
computer security. For example, when a fast response is
extremely important within an organization, a fuzzy logic
is the best EC type to be used.




System/ Type Computer Security Computer Forensics
Extract information from Can be differently tramned and
multiple sources tailored to be appropriate for the
required response time
Use fuzzy rules to detect known | Can be used with a quick search
Neuro-fuzzy attacks through large databases for
systems ' fingerprint images
Use neural network for unknown | Used to help investigators in
attacks emotion recognition
ANFIS can be used to train and Used efficiently in speaker
during traming can be used to verification
classify patterns
Can automatically search for Can be used to recognise
Evolutionary patterns unconstrained fingerprints
Neural Detect novel attacks because of | Avoiding the trapping of neural
Systems ability to adapt networks in a local mmimum
Flexible system Can be used for face recognition
Can provide a better classifier in Provide evidence as fast as
a short time possible
Can combine more than EC Can identify the type of attack
algorithms with FL to achieve a very rapidly
Fuzzy higher performance
Evolutionary Can be used to detect Used for fingerprint recognition
Systems changeable attacks
Can be retrained to detect novel | Can be used to identify speakers
attacks
Evolutionary Have all the above abilities Has all the above abilities of
Neural Fuzzy of ANN. FL, and EC in ANN, FL. and EC in
Systems computer security computer forensics

Table 3: overview of hybrid CI systems in computer security
and forensics.

Conclusion and Future Research

It is evident that computer security is a critical issue
within organizations, government agencies, etc. It helps to
maintain the integrity, secrecy and availability of the
network system. However, computer forensics have shown
their significant ability to make network infrastructures
more integrated and capable of surviving attack.
Techniques such as artificial neural networks, fuzzy logic,
and evolutionary computing can be used to help deal with
issues associated with computer security and forensics.
This paper has shown the use of these three techniques in
computer security and forensics, their applications,
abilities, advantages, drawbacks, etc. We also discovered
that the hybrids of the three techniques provide better
solutions to the deficiencies than when only one type of Cl
is used.

Depending on the particular circumstances, fuzzy logic
has shown considerable ability in both computer security
and forensics. Several questions arise in this research
proposal, but one is of particular significance: Is it
possible to extend and improve fuzzy logic to meet the
changing requirements of computer security and forensics?
The most encouraging area for future research would be to
investigate how to improve the performance of fuzzy logic
to meet the requirements of computer security and
forensics. Several studies and articles have shown that the

future of fuzzy logic is not determined, i.e. there are no
boundaries for searching in this area. Therefore, our future
research will focus deeply on how to use fuzzy logic in
computer security and forensics.
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Abstract

In this paper we consider efficiently matching logical con-
straint compositions (called patterns) to noisy observations or
to ones which are not well described by existing patterns. The
major advantage of our approach to tolerant pattern matching
is to exploit existing domain knowledge from an ontological
knowledge base represented in description logic in order to
handle imprecision in the data and to overcome the problem
of an insufficient number of patterns. The matching is defined
in a probabilistic framework to ensure that post-processing
with probabilistic models is feasible.

Additionally, we propose an efficient complete (and option-
ally approximate) algorithm for this kind of pattern match-
ing. The presented algorithm reduces the number of inference
calls to a description logic reasoner. We analyze its worst-
case complexity and compare it to a simple algorithm and to
a theoretical optimal algorithm.

Introduction

Conventional pattern matching methods determine if a given
pattern is fully satisfied or not. In real-world domains these
pattern matching approaches suffer heavily from uncertainty
in the environment in form of typical noise or imprecision in
the data. This leads to the natural conclusion that matching
patterns must become a matter of degree (Dubois and Prade
1993). Early work on this topic has been done in the con-
text of fuzzy pattern matching in (Cayrol, Farreny, and Prade
1980) and, more recently, in the context of neuro-fuzzy sys-
tems, i.e., a combination of fuzzy logic and artificial neural
networks (Oentaryo and Pasquier 2009).

Our application area is tolerant pattern matching for im-
proved network security within security information and
event management (SIEM) systems. SIEM systems are
monitoring systems, which collect events from several sen-
sors distributed in a computer network. These sensors are
known as intrusion detection systems, which analyze, e.g.,
firewall logs, network streams or system health status to de-
tect illegal intruders. The typical huge amount of events col-
lected by a SIEM system is hard to accomplish by users.
Therefore, correlation techniques based on pattern matching
are typically used to reduce these huge amount of events to

*This work was supported by the German Federal Ministry of
Education and Research (BMBF) under the grant 01IS08022A.
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the most relevant ones. However, these patterns must be cre-
ated or adapted regarding the conditions of the network. Due
to constantly varying attacks and varying network configu-
rations these patterns must deal with these changing condi-
tions. Nowadays, SIEM systems are essential in most huge
business computer networks. Therefore, the following ap-
proach can be seen as part of the Algorithmic Intelligence
initiative of creating intelligent algorithms for real world
problems.

In this paper an alternative to fuzzy pattern matching is
proposed. A semantically well-defined and intuitive method
is presented to calculate the degree of matching from pat-
terns and data using a probabilistic composition of the pat-
terns’ partially matching constraints. Furthermore, an ef-
ficient complete (and optionally approximate) algorithm is
presented to calculate the degree of matching. The pro-
posed method differs to fuzzy pattern matching in the way
of how the degree of matching is calculated. We use onto-
logical knowledge from description logic (and the inference
of subsumption) without the need of specifying a charac-
teristic function as usual in fuzzy pattern matching. This de-
creases the design efforts of appropriate fuzzy patterns, since
the proposed method automatically derives the “fuzzyness”
from an ontology by still supporting most of the expressivity
of description logic.

To our knowledge the most similar approach was pro-
posed by (He et al. 2004) which also uses a similarity mea-
surement in an ontology to handle noise in the matchmak-
ing process. However, in contrast, our approach does not
need the specification of similarity weights. Additionally,
this approach also describes how to handle disjunctions and
negations of conditions (or constraints).

Another approach to use logical background-knowledge
has been proposed by (Morin et al. 2009). However, they
used first order logic without any abstractions or approxi-
mate matching techniques. Instead, this paper is focused
on using description logic (and ontologies) to model secu-
rity background-knowledge (e.g. (Undercoffer, Joshi, and
Pinkston 2003), (Li and Tian 2010)).

The paper is structured as follows. First, a brief overview
of description logic in the context of constraint satisfaction
is given and the tolerant matching problem and the abstrac-
tion principle is introduced. Then, we turn to the divide-
and-conquer algorithm for tolerant matching and analyze its



correctness and complexity. The paper closes with experi-
ments and some concluding remarks.

Tolerant Pattern Matching in Description
Logic

The proposed tolerant pattern matching approach is based on
constraint satisfaction in description logic. Therefore, a brief
introduction of Ontologies in DL is given in the following.

Ontologies and Description Logic

An ontological knowledge representation in description
logic addresses the investigation “that knowledge should be
represented by characterizing classes of objects and the re-
lationships between them” (Baader and Nutt 2007, p. XV).
While convenient databases focus on data persistancy, de-
scription logic focuses on modeling generic descriptions,
building a formal framework for validation and categoriza-
tion of data. Description logic is, therefore, applied to model
knowledge rather than making data persistent. In other
words, it is a formal language which is designed to rep-
resent knowledge in a more expressive way than proposi-
tional logic by still being decidable (in contrast to first order
logic)!.

Ontologies in description logics consist of concepts, roles
and individuals. Concepts represent classes of objects.
Roles are binary relations between concepts. Individuals
represent instances of classes (Gomez-Perez, Fernandez-
Lopez, and Corcho 2004, p. 17). The semantic is defined
by the interpretation (an interpretation can be regarded as
the corresponding domain) of the set of all concept names,
the set of all role names and the set of all names of the indi-
viduals (cf. (Baader, Horrocks, and Sattler 2008, p. 140)).
A concept C' is subsumed by a concept D if for all interpre-
tations Z we have CZ C DZ.

Tolerant pattern matching

In this work tolerant pattern matching is realized by succes-
sively generalizing the pattern and determining a remaining
degree of satisfaction.

Definition 1 (Entity, Constraint, Satisfaction). An entity F
is either (a) an individual, (b) a concept, or (c) a variable.
A constraint v € T is defined as v = eRe’ of a left hand
side entity e, a right hand side entity ¢ and a relation R
between these entities. It is assumed that either e or ¢’ is
an individual (fixed by an observation), or a variable. A
constraint -y is satisfied if there exists an interpretation such
that relation R holds for e and €'

Definition 2 (Partially Matching Pattern, Degree of Match-
ing). A pattern p consists of a set of constraints and logical
compositions among them. A partially matching pattern p —
given the data x — is a real valued function with range [0, 1].
The value of such a function is called degree of matching or

'An overview over several knowledge representations can be
found in (Kubat, Bratko, and Michalski 1996).
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matching degree.?

1, if the pattern fully matches
p(x) =4 «a€]0,1] if the pattern matches to degree o
0, otherwise

Each constraint in a pattern can be expressed as a query
triple in description logic (DL). This allows an easy trans-
formation of patterns into a query language like SPARQL,
which can be interpreted by DL reasoners.

Example 1 Let y; be a constraint saying that an observa-
tion with the attribute value of product is the same as
the individual apple and 7, be a constraint saying that
the attribute value of product must be the same as the
individual pear. Furthermore, the pattern p is specified
as v1 V 2. Considering a query “Is pattern p satisfied
for product = banana?”’ the pattern is transformed to
SPARQL as

{ns:banana owl:sameAs ns:apple} UNION ({
ns:banana owl:sameAs ns:pear}

which is obviously not satisfied since a banana is not the
same as an apple or a pear.

However, the pattern from the example describes fruits
and if no other pattern is satisfied this may give us a good
hint of the kind of data presented. This can be easily
achieved by using subsumption, i.e. each pear, banana and
apple may be subsumed by a concept called "fruit”. E.g. 71,
72 or both could be abstracted to the condition that the ba-
nana must be a fruit instead of being an apple or pear. Each
of these abstractions of the pattern will be satisfied. How-
ever, the smallest abstraction is desired to maintain as most
semantic of the original pattern, i.e., either y; or equivalently
72 should be abstracted but not both.

Next, a relation >, (adapted from (Defourneaux and
Peltier 1997)) describes that a constraint is an abstraction
of another constraint. We say y; is more general or equal
than ~y, (noted vy, >4 2) if for all interpretations 7E of 2
there exists an interpretation 77 of y; such that 74 C ~Z.

In the following we use superscripts to enumerate differ-
ent levels of specialization. A zero denotes the most ab-
stracted case, while a larger number indicates an increas-
ing specialization, e.g., p¥ is the direct abstraction of p'.
Fig. 1 shows an example of a pattern p! with three con-
straints v1, 4,4 and their direct abstractions 4,75, 49.

To abstract a pattern it is first neccessary to propagate all
negations to the leaves (i.e., the constraint triples) by apply-
ing De Morgan’s rules. The construction of this negational
normal form can be done before abstracting a pattern or be
applied to all patterns in advance (even to the most specific
ones). Moreover, each constraint must be abstracted by the
following rules:

e A negated constraint is abstracted to a tautology, since the
current model of such a constraint includes all individuals
except of the negated one, e.g. ~J in the example has
changed to a tautology. In other words, all individuals

2As we will see later, the degree of matching is determined by
a fusion function F'.
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Figure 1: Example of a pattern with constraints and their
abstractions.

are valid results except of the negated one. Abstracting
this (to extend the set of valid results) must include the
negated individual and, therefore, is an tautology.

o I[f the entity of the abstracted constraint is a concept or an
individual this is replaced by a more general concept due
to the defintion of >,.

e The relation of the abstracted constraint might have to be
replaced to ensure that the set of interpretations of the
constraint increases, e.g., the identity relation must be ex-
changed to an appropriate (transitive) subclass relation.

Measuring Abstraction

In the following, a measure #(7,~v*) for constraints 77 and
4*) is assumed to quantify the similarity of an abstracted
constraint v from the original level j to an abstracted level
k. A simple example of such a measure is 0(77,7*) =
1/(|j — k| +1). We write 4+ for the original constraint
on the most specific level L, and §(~%) for 6(7%,7*). In-
dependent of a concrete measurement, such a measurement
is assumed to be 1, if the constraint is not abstracted, and
decreases, if the constraint is getting more abstract; by still
being greater than or equal to 0.

This measurement can also be regarded as a similarity
function, which says how exactly 77 describes v*, or how
similar they are. The properties of a similarity function are
assumed to hold for the computation of the degree of match-
ing of a pattern.

Definition 3 (Similarity, extended from (Fanizzi and
d’Amato 2006) and (Batagelj and Bren 1995)). A similar-
ity measure 6 is a real-valued function into [0, 1] defined by
the following properties:

o VI v 0(77,4%) > 0 (positive definiteness)

o V7 R 0(7 AY) = 0(vF,47) (symmetry)

o V39,4 0(v7,7%) < O(+7, ) (identity)

o Vj < k:0(y, vt < (47, 4%) (monotonicity)

Such similarity function values of the constraints are
combined to a matching degree of the pattern by applying
some fusion operator F(0y,...,0,) similar to fuzzy pat-
tern matching (cf. (Cadenas, Garrido, and Hernndez 2005)).
This is necessary to consider the semantics of the logical op-
erators while abstracting the pattern. Due to the absence of
a continuous membership function, a different fusion oper-
ator (as the proposed multiplication, minimum, average or
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fuzzy integral for fuzzy pattern matching) is used. There-
fore, a probabilistic fusion approach is suggested by using
a Bayesian interpretation of the tree of logical operators in
each pattern as follows.3

Definition 4 (Fusion Function). The fusion function F' of
pattern p is recursively defined with respect to some similar-
ity function 6 of constraints v composed by logical opera-
tors.

F(4) - F(7)

F(viAvﬁ) = |
1—(1=F(})- (1= F(+))

F(viv+y) =

N 1—F(yY), fori= 1
F(=) = { B-F(yY), otherwise
F(y') = 0(v"),

where [ is penalty factor to additionally penalize the ab-
straction of negations, since these may have a greater im-
pact on the result.

The factor 5 may depend on the used similarity function
and the depth of the ontology.

The fusion function’s conjunction/disjunction can be re-
garded as deterministic AND/OR node. Therefore, the con-
ditional probability table is fully specified. By the assump-
tion of independent constraints the result can efficiently be
calculated.

As an example the pattern p* from Fig. 1 is represented as
F(p')=F(y) (1= (1= (1=F(%)) 1-F(y))

The negation is differently interpreted than in a corre-
sponding Bayesian conditional probability table to ensure
that an increasing abstraction leads to a decreasing fusion
function. This different interpretation results from the nega-
tion of an abstraction being a specialization. However, due
to our interpretation of abstraction that the set of solutions
(models) of a constraint always increases (which is the com-
plement of negation/specialization) we have to use the com-
plement of the Bayesian interpretation for the negation as
well. This leads to the monotonicity of F' with respect to 6,
which is very useful for finding the most specific abstraction
as we will see later.

With these properties a partial order of patterns with re-
spect to the generality of their containing constraints is de-
fined. From this basis it is necessary to find the best match-
ing pattern, i.e., the pattern with the biggest F'. This prob-
lem can be postulated for a pattern p containing d constraints
~*1 ..., ~" to find a combination of z1, . .., x4 which sat-
isfies the pattern and maximizes F'. The solution of interest
is in the Pareto front of maximum x due to the monotonicity
of F' with respect to # and the monotoncity of 6 itself (cf.
Def. 3). If the level of specialization increases, F' increases
as well, or — in other words — if any constraint of the pat-
tern is abstracted, F' decreases. The next section presents an
efficient algorithm to find this Pareto front that includes the
most specific solution.

3These equations naturally result from a Bayesian network (ex-
cept of the negation) with conditional probability tables equal to
the truth table of the corresponding logical operators.



Example 2 For the case of network security, in the exam-
ple from Fig. 2 v; might be a constraint indicating that a
port-scan event has been received by the SIEM, =5 that this
event’s source IP is extracted from the internal network and
v3 that the event’s source IP belongs to the administrators
PC. Regarding the logical compositions, therefore, this pat-
tern matches on a port-scan from a host of the internal net-
work, which is not an administrator PC. Or in other words
this pattern should ensure that no PC of the internal network
should perform port-scans except of the administrators PC.
This pattern is not intuitive due to the multiple negations,
however, it is a good example to show the influence of the
fusion function. Now considering a ping event instead of
a port-scan event, which relates to a very similar situation,
since this is also a reconnaissance event from a possible in-
truder and, therefore, may be structurally very close in the
ontology, e.g., ping and port-scan might be summarized by
the concept reconnaissance event. The described pattern is
not fulfilled, since this pattern was only designed to match
port-scans. However, with tolerant pattern matching the pat-
tern can be abstracted with respect to 7y; in order to include
the ping event, e.g., #(v1) = 0.5. Therefore, the pattern
is assumed to match by 0.5, since all other constraints are
satisfied. Now considering that the pinging PC is the ad-
ministrator’s PC, this constraint must be abstracted too, e.g.,
O(v3) = 0.1 (due to § = 0.2). This results in an over-
all rating of just 0.05, indicating that the pattern is far from
being satisfied. If one of these constraints must further be
abstracted, the degree of matching decreases.

This measurement is of course highly dependent to the
used similarity function and to an appropriate ontology.
There are several alternatives of similarity functions in on-
tologies, but, unfortunately, tackling this issue appropriately
is out of scope of this paper. The reader is encouraged to
make further experiments with the fusion function to get an
impression of the intuitive measurement of logically com-
posed constraints in a Bayesian way.

Divide-and-Conquer Algorithm

In this section a divide and conquer algorithm is proposed to
efficiently search for most specific satisfied patterns, which
correspond to the Pareto front of the constraint abstractions.
Each level of abstraction of a constraint is represented as
one dimension of the search space. The search space X =
{0,...,n — 1}% is divided into satisfied elements (satisfied
constraint combinations) Xt C X and unsatisfied elements
X~ CXwithXTNnX™ =0.

Example 3 Fig. 2 gives an example how the algorithm
works for the two dimensional case (i.e. for y; and 72). At
first the middle of the search space is determined, i.e. point
(4,4). Around this point the search space is divided into (in
the two dimensional case) four equal sized areas each in-
cluding the middle and the corresponding border elements.
Two of these areas are marked with a gray background the
others as area A and area B. The minus sign at (4,4) indi-
cates that the pattern with v{ and 3 is unsatisfied, the circle
indicates an inference call to test this satisfaction. There-
fore all more specific pattern combinations are omitted in
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Figure 2: Example of the Pareto algorithm.

the further recursion, i. e. area A. This method is continued
for the gray areas but at first for area B. Area B is divided
into four equal sized areas around the middle (2,2). This
is a satisfied match therefore we know that each more ab-
stract pattern than 2, 42 is also satisfied, marked as area
C which can be omitted in the following. The recursion is
continued for the new middle (3, 3). At this point an unsatis-
fied area can be determined which also affects the currently
not investigated gray areas due to we know that from (3, 3)
to (8, 8) every solution must be unsatisfied because they are
more or equal specific. These temporary results are stored
in a list and checked before investigating the gray areas in
subsequent recursion steps to omit inference calls for these
points.*

Please note that the algorithm may be limited in the search
space to give approximate results. By increasing the search
depth the solution is more and more appropriately approxi-
mated.

Algorithm 1 shows the full implementation of the ap-
proach. This algorithm is initialized with an empty set of so-
lutions (representing the most specific satisfied patterns) S™
and S™ (representing the most abstract unsatisfied patterns).
The individual search spaces are specified by a most specific
bound (msb) and a most abstract bound (mab), where msb
and mab are coordinates of the search space. Initially, for
all ¢ we have msb; = 0 and mab; = n (to ensure com-
pleteness mab is located outside of the actual search space).
For reasons of simplicity, each constraint is assumed to have
an equal amount of specializations/abstractions, however the
algorithm is also capable of differing amounts.

In Algorithm 1 we find Eval, the call to the reasoner.
The other method that enumerates the sublattice structure
is called Hypercubenodes(msb, mab) (without msb, mab

*An example of the two dimensional case can be watched
at http://www.informatik.uni-bremen.de/
~celfers/programs/FSAT.html



themselves), formally defined as
242
|J msb @ bin(i) + mab & bin(i),
i=1
where bin(i) denotes the binary representation of a num-

ber i, bin(i) denotes its (first) complement, and ® the
component-wise multiplication of two vectors.

Algorithm 1 Pareto

Input: Most specific bound msb € X = {xy, -, z4}?
Most abstract bound mab € X = {x1,- -+ ,z4}¢
1: m < | (mab + msb)/2]
2: // CHECK IF RESULT IS ALREADY KNOWN
3: if 3x € ST with (m >, x) then
4 s=1
5: else
6: if 3x € S” with (m <, x) then
7: s=0
8: else
9: s = Eval(m)
10: if s = 1 then
11: St ={xeStu{m}|w eSTu{m}: :x >,
x}
12: else
13: ST ={xeS u{m} | WweS U{m}:x <,
X
14: end if
15:  endif
16: end if

17: // TERMINATION
18: if mab = m then
19: return

20: end if

21: if s = 1 then

22: // EXPLORATION IN MORE SPECIFIC DIRECTION
23:  Pareto(msb, m)

24: else

25: // EXPLORATION IN MORE ABSTRACT DIRECTION
26:  Pareto(m, mab)

27: end if

28: // EXPLORATION IN REMAINING DIRECTIONS

29: for each h € Hypercubenodes(msb, mab) do

30. fori=1toddo

31: msb, = max{h;, m,}

32: mab’ = min{h;, m; }

33:  end for

34:  Pareto(msb’ ,mab’)

35: end for

The following definitions express the previous considera-
tions transfered to the d dimensional search space X which
can be interpreted as a coordinate system:

Definition 5 (Domination). Let
>,={(x,x) € X* | Vi (x; <x)}.

We say thatx € X~ dominatesx’ € X ifx’ <, xandx € X"
dominates x’ € X ifx’ >, x.
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All more specific patterns than an unsatisfied one are still
unsatisfied and all more general patterns than a satisfied one
are still satisfied. In other words, we have

xeX X eX (X < x) = x €X™
and
vxe Xt x' eX.(x >, x) = x €X',
The algorithm computes the Pareto frontier:

Definition 6 (Pareto Frontier). The Pareto frontier is the set
of extreme points E = EY UE™ with ET NE~ = () contain-
ing each element of X+ with no element in X+ being more
general

Et ={xeX"|weX"(x>,x)} (1)
and each element of X~ with no element in X~ being more
specific

E-={xeX |WeX (<,x} )

No element in E is dominated by another element in this
set, i.e., the compactest representation of the set of satisfied

/ unsatisfied solutions.
Next, we show that Algorithm 1 computes E7.

Theorem 1 (Correctness and Completeness of Algorithm 1).
The algorithm determines the whole set of satisfied con-
straints, i.e., ET = ST,

Proof. (Correctness) To show the correctness of the algo-
rithm we ensure that each element of the expected result set
E™ is in the solution set ST of the algorithm and, vice versa,
ie,et cET = et €¢STands™ € ST = st cET.

Lemmal. (st € ST = st cET)

If the search is exhaustive (this is shown later) Line 11
implies that st € ST = st € E™, since it computes ST as
{xe (Stu{m}) |V € (STU{m}) :x' >, x}, which is
the same as the expected result E™ with ST U {m} C X*.

Lemma?2. (et c Et = et € S™)

We investigate four conditions under which an element is
inserted into (and kept in) the solution set of the algorithm
St in Line 11. These conditions, directly derived from the
algorithm, are as follows

1. Line 10 implies that each element from S must be con-
tained in X which is exactly the same condition as in
definition of E™.

2. The following assumption, derived from Lines 3 and 5,
must hold for e to be inserted into S™

/ + (,+ /

- eST. (et > %)
This condition is not fulfilled if an equivalent solution e™
is already in the set 8* or if et dominates another ele-
ment from 8. In both cases e™ is not inserted into the
result set ST

3. The next statement, derived from Line 6 and 8, is

-’ ES_.(eJr <y x'). 3)
This condition is always fulfilled, since we consider the
case that et € X' and from eqn. we know that this

implies that x' € X which cannot be the case since x' €
STCX .



4. Line 11 is does not drop solutions because for allm € X
we have eqn. 1.

Analogically, the proof can be made for E™. O

Proof. (Completeness)
From Line 22 to 39 we obtain that the recursion is omitted
for

e {xeX|msb <,x <, m}ifm e X" and for
e xeX|m<,x<, mab}ifme X",

This does not affect the set of solutions due to the definition
of domination and the definition of E that there should not
be any value in the result set that is dominated by another
element. Note that m has already been checked by the algo-
rithm at this point.

The remaining space under investigation is getting smaller
in each recursion path until m is getting equal to mab (the
termination criteria from Line 18). This is only the case if
each edge of the space under investigation is smaller or equal
one. This can be derived from Line 1 of the algorithm. At
some time in the recursion the space of possible solutions is
divided into a set of spaces with edges of the length one or
less by still covering the whole space of possible solutions
as previously shown. Further if any point of such a smallest
area is a possible solution (these are the corners), this point
is under investigation in another space due to the recursive
call with overlapping borders (cf. Lines 24, 27 and 35) ex-
cept of the borders of the whole search space at the specific
borders due to there is no mab of any area including these
specific border elements, e.g., there is no mab for the one
element area (8, 8) in the example from Fig. 2. For this bor-
der case the algorithm is called with a lifted msb to ensure
that the unlifted specific bound is included in some smallest
(one element) area as mab visualized as a light gray border
in Fig. 2. Therefore, each element of the search space which
is a possible solution is investigated as a mab in some recur-
sive path.

O

After computing the pareto front, the fusion function F' is
used on the remaining set of candidates to identify the most
specific matching pattern abstraction.

Complexity Considerations

The worst-case running time is dominated by the number of
calls to the reasoner. So we distinguish between the number
of recursive calls T'(n) and the number of inference calls
C(n) (for the sake of simplicity, we assume ny = ... =
ng and n = 2F). Of course, a trivial algorlthm testlng all
possible elements in S induces C'(n) = T'(n) = O(n?). We
will see that the algorithm Pareto is considerably faster.

With 1g n we refer to the dual logarithm log, n, while Inn
refers to the natural logarithm log, n
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Recursive Calls

Let us first consider the 2D case. The number of calls of
the divide-and-conquer algorithm in a 0/1 (n x n) matrix is
bounded by

k
T(k) =3 3" = (3" —1) /2
=0
Assuming n = 2¥ we have
T(n) = (3lgn — 1) /2 = (n1g3 _ 1) /2 = O(n1.5849)

Let us now consider the 3D case. The number of calls of the
divide-and-conquer algorithm in a 0/1 (n x n x n) (hyper-)
cube is bounded by

T(n) = (71gn _ (n2.8073)

1)/2=(n""-1)/2=0
We also see that for larger dimensions d the complexities

O(nlg@d’l)) rise. In the limit for large d the exponent to n
converges to d.

Inference Calls

Again, we first consider the 2D case. We observe that
the structure of the recursion corresponds to find a binary
search to the SAT/UNSAT boundary. The recursion depth is
bounded by lgn. Therefore, the worst-case number of calls
to the reasoner of the divide-and-conquer algorithm in a 0/1
(n x n) matrix is defined by

C(n) =2C(n/2) + O(Ign).

The O(lgn) term is due to the binary search. In the worst
case the boundary between SAT and UNSAT cells is in the
middle, where one quarter of SAT and one quarter of UN-
SAT elements are omitted.

Using the Akra-Bazzi theorem (Akra and Bazzi 1998) (a
generalization to the well-known master theorem), the above
recursion can be shown to reduce to C'(n) = O(n) as fol-
lows.

The Akra-Bazzi theorem (for & = 0) states that for re-
curence equation T'(n) = g(n) + aT'(n/b) with a = bP we
have the following closed form

T(n)=0 <np : (1 - /lng(u)/upH du>) :

Here, g(n)
and

=lgn=Ilnn/ln2anda=>b=2sothatp =1

T(n) =0 <n—|— n- /1 " In(u) /u2du>
—Om+n-[~Inu/u") = O(n).

Let us now consider the 3D case. The number of calls to
the reasoner in the divide-and-conquer algorithm in a 0/1
(n x n x n) (hyper-) cube is bounded by

C(n) =6C(n/2) 4+ O(lgn).

Again the O(lgn) term is due to the binary search. In the
worst case the boundary between SAT and UNSAT cells is in



the middle, where one eigth of SAT and one eigth of UNSAT
elements are neglected.

The recursion yield non-linear time complexity. Here,
g(n) =lgnand a = 6, b = 2 so that p = 2.5849 and

o (s (14 [yt )

— O(n*%%.(1+0.38681n 1+ 0.1496—
(0.3868Inn + 0.1496 /n>%%)))
— O(’I’L2'5849)_

In the general case for d dimensions we have g(n) = lgn
and a = 2% — 2, b = 2 so that p = 1g(2¢ — 2) and

0 (- (1+ [ mw/uwst au))

= O(m” - (1+plnl+1—(plan+1/(p?n?))))
= O(n?) =nls"-2),

We see that for larger dimensions d the complexities

O(nlg@d*z)) rise. In the limit for large d the exponent to
n converges to d.

T(n)

T(n)

Evaluation

We have evaluated the efficiency of the algorithm with re-
spect to the number of inference calls.

In Fig. 3 two tolerant matching algorithms and the result
of a perfect guessing algorithm (a lower bound) are visual-
ized. It is assumed that the lower bound algorithm checks
exactly the Pareto border of satisfied and unsatisfied ele-
ments. Therefore, the best possible algorithm needs at least
IST| + |S™| inference calls.

The proposed divide-and-conquer algorithm Pareto with
pruning the recursive calls as in Algorithm 1 — but without
using the lists ST and S~ — is called Pareto-0. This is the
first efficient algorithm one might think of. The proposed
algorithm is visualized as Pareto and the lower bound as
LOWERBOUND for the two dimensional case in Fig. 3
(no log-scale) and for the four dimensional case in Fig. 4
(log-scale).
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8 Pareto - Pareto-0 vV LOWERBOUND

Figure 3: DL Reasoner calls in the two dimensional case.
The x-axis represents the amount of possible abstractions
and the y-axis the amount of reasoner calls.
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Figure 4: DL Reasoner calls in the four dimensional case
with logarithmic scaling. The x-axis represents the amount
of possible abstractions and the y-axis the amount of rea-
soner calls.

Both figures show that the inference calls of Pareto is
near to the optimal lower bound LOWERBOUND and con-
siderably better than the typical divide-and-conquer algo-
rithm Pareto-0 in both 2D and 4D. These results are rea-
sonable for the proposed pattern matching algorithm due to
the depth of an ontology being typically smaller than 30 and
the patterns having typically a small amount of constraints.
Furthermore, not all constraints share variables, so that some
of the constraints can be checked independently to the full
pattern by using a simple binary search.

It can be seen that the amount of pareto results, which
is around the half of the LOWERBOUND value, is very
small. For this set the degree of matching must be com-
puted with respect to the fusion function to find the most
optimal solution out of the set of Pareto-optimal solutions.
This search can be done without to call the DL reasoner,
since we already know that these solutions are satisfied.

Conclusion and Outlook

In this paper we have shown how to use ontological back-
ground knowledge in the form of description logic to over-
come the problem of noisy and imprecise data in the method
of pattern matching (of logical terms). The proposed toler-
ant pattern matching can even address erroneous or missing
patterns by successively abstracting them.

This kind of pattern matching suffers from the necessity to
call a description logic reasoner several times, which might
be - depending on the size and structure of the knowledge
base - very time consuming. Therefore, this paper consid-
ered an efficient algorithm to reduce the amount of these in-
ference calls. It has been shown that the presented algorithm
is correct and complete. Moreover, it can be parameterized
to have the ability to infere approximate results, yielding a
number of inference calls near to an optimal lower bound.

By maintaining temporary result lists in form of a dictio-
nary to prune the search, the algorithm has been shown to
outperform a divide-and-conquer algorithm.
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Abstract with the nexthink dataset, namely network service identifi-
) ) ) cation and user affiliation identification. Both problems ar
Networked computing environments are subject to con- modeled with hypergraph where the goal is a partition of

figuration errors, unauthorized users, undesired activi-
ties and attacks by malicious software. These can be
detected by monitoring network traffic, but network ad-
ministrators are overwhelmed by the amount of data that
needs to be inspected. In this paper, we describe how
clustering can be used for this application to reduce the
amount of data that has to be inspected. Rather than a
system that attempts to directly detect malicious soft-

vertices.

S

o

Nexthink Engine(s)

Nexthink Portal | | Nexthink

Nexthink Collectors

our work

ware and user, we propose a data-mining component to Q P CS— F— p—
group the open ports and users in the network and let s <:{ it rouped e H Nexthink }
a human system administrator analyze the results. With Adminiurator ) I

empirical study, we show that the behaviors of softwares
and users are very different. They should be clustered by

the appropriate clustering algorithm accordingly. Figure 1: Nexthink tool architecture.

. With Nexthink Finder the administrator can select the part
Introduction of records of particular interest (by smart filters) and gen-
Networked computing environments are subject to configu- erate a connection graph for inspection. In the current ver-
ration errors, undesired activities and attacks by maligio  sion, connections are grouped by the port number range (e.g.
software. These can be detected by monitoring network 1-1000, 1001-2000, etc.), which is obviously not a good
traffic, but network administrators are overwhelmed by the grouping strategy because in each port number range there
amount of data that needs to be inspected. Filtering tech- could be ports of different functionalities. Our work aims
niques are widely used by administrators to pick out the to provide a better grouping strategy of the ports based on
unusual traffic (Chandola, Banerjee, and Kumar 2009). But network service, i.e. a set of ports that serves for the same
this approach requires the pre-defined filters, so it migetmi ~ functionality. In the network service identification prebi,
s some unknown anomalies. To deal with this problem, more clusters of special interest are usually small (e.g. madjyar
intelligent techniques need to be adopted. Our work aims to SO the clustering approach that is able to isolate smalk clus
develop a clustering strategy based on hypergraph model for ters is more preferable than the approach that generates goo
the administrator so that the network traffic can be effitjent ~ average performance.
inspected with a concise list. The similar idea is applied to identify the affiliation of a
The real-time enterprise desktop monitoring software de- user. Users from the same department tend to use the same
veloped by Nexthink (http://www.nexthink.com) continu-  set of applications to access similar destinations sineg th
ously monitors network traffic and application activities do similar works. The affiliation information can be direct-
(processes) on all desktops in an enterprise network (Fig- ly obtained from the profile of the user, but there might exist
ure 1). Unlike traditional system logs, the monitoring soft  latent “affiliations” that reflect some unknown work profiles
ware called Nexthink Collector is installed on the cliermesi Thus an unsupervised learning result of user groups is par-
rather than the server side. This feature allows complete ticularly interesting from the perspective of network man-
record of TCP/UDP connections, which includes not only agement. The identified user groups can be used for gener-
the common 5-tuple (source IP, destination IP, source port, ating concise connection graph in Nexthink Finder, as well
destination port, and protocol) but also the informatiothef as profiling work flows and improving security rules.
application that initialized the connection (e.g. appima The above two problems in fact have different natures.
name, application version, the user who is using the applica Although they take the same type of evidence which con-
tion, etc.). In this work, we empirically study two problems  sists of the connections from application to destinatibe, t
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structures of the induced hypergraph model are very differ-
ent. The structure of hypergraph that involves software be-
haviors is less randomized than that of a hypergraph which
involves human behaviors. Depending on the structure of the
hypergraph, we should choose the appropriate clustering al
gorithm accordingly. A measure callégperedge affinitis
proposed in the paper for studying the structure of the hy-
pergraph.

Our previous work has isolated malware in the network
traffic (Pu et al. 2010), while in this paper we compare a
broader range of state-of-the-art algorithms with the iappl
tions of clustering network traffic, including a new taskttha
identifies the affiliation of users. We also study the strate-
gy of choosing suitable clustering algorithm with hyperedg
affinity before any partition result is produced.

Related work

There are several published works that address similar prob
lems in the context of networks. Karagiannis et al. de-
veloped an approach called BLINC to classify network
flows according to the traffic patterns at three different lev
els (Karagiannis, Papagiannaki, and Faloutsos 2005). This
work is similar to our work in the sense that it tries to
associate hosts with applications rather than solely clas-
sify applications. But in our work the information about
applications is in a finer granularity and more complete.
Bayer et al. developed a scalable clustering algorithm for
grouping malware execution traces by computing the ap-
proximated nearest neighbors with a technique called lo-
cality sensitive hashing (Bayer et al. 2009). Perdisci et al
tested different clustering algorithms (single-linkaggeréar-
chical clustering, complete-linkage hierarchical clusig,

and x-means) on the malware signature generation problem

(Perdisci, Lee, and Feamster 2010). The single-linkage hie
archical clustering algorithm produces the best result.

Problem Statement

From the Nexthink records, five types of entities are con-
sidered:connectionghat represent TCP/UDP sessionp:
plicationsthat denote processes of the same executable file-
name;destinationsare servers of an unique IP address that
open some ports to the applicatiopsytsare combination-

s of port type (TCP or UDP) and port numbers; arsrs

the end the whole dataset is transformed into subsets of port
s. These subsets are callset evidencdt can be observed
that the ports are not always used for the registered purpose
as shown in IANA (Internet Assigned Numbers Authority),
but we find that the functionality of one port is quite stable
within the enterprise network. So it is reasonable to assume
that one port only belongs to one service.

The above process of extracting set evidence from raw
data assumes the correlation between the service and a col-
lection of distinguishable application-destination pail-
though this assumption is quite tenable in our dataset, it
could be circumvented by malware that mimics the behavior
of normal software such that malicious ports are identified
as the same service as normal ports. But in order to hide it-
self, the malware has to know the ports of other services.
Thus we can offset the impact of this adversarial behavior
by excluding the well known ports to make it harder to hide
in a known service. As a transport layer approach, the as-
sumption is also vulnerable to the attacks that directly use
well known static ports. But this may cause port conflicts
and easy-identifiable anomaly.

The evidence used for user affiliation identification is sim-
ilar to that of the network service problem. Two or more
users are likely to be in the same affiliation if they use the
same application to access the same destination. Since net-
work users usually spend a lot of time on destinations out-
side the enterprise network, all the IP addresses (not only
local IP addresses) are included as destinations in the set
evidence. We also reduce the number of destinations by re-
placing the IP addresses with its corresponding net-names
and/or domain names. This procedure usually reduces the
raw IP addresses to less than 10% destinations.

Hypergraph model

Every port and every user in the processed data can be ex-
pressed as a feature vector whose length equals the number
of set evidence. The entry in the feature vector is set to 1
if the port or user is contained in the set evidence. By com-
puting the distances between the feature vectors of ports or
users, one can apply any distance-based clustering dgorit
(e.g. k-means) to the processed data. In this work, however,
we use the hypergraph model to represent the co-occurrence
relationship among the ports/users.

A hypergraph® = {V, £} consists of a finitevertex set

who are using the applications to access destinations. The V and a finitehyperedge sef. Each hyperedge € £ is a

source IP address and source port information in the origi-

nal records are omitted because we treat the same applica-

tion on different client machines equally. Thematwork
serviceis defined as a cluster that consists of one or more
ports. The goal of the network service identification prob-
lem is to extract network services in the dataset and identif
the machines/applications which provide/use those sesvic
The only evidence we extract from the original records s-
tates that if more than one connection is associated with the
same application-destination pair, the services of théspor
of the connections are likely to be the same. This simple ev-
idence generating rule helps to merge similar ports into one

subset ofY, i.e.e C V. Each hyperedgeis associated with

a positive real-valued weight(e). Let W denote the set of
weights. We call{ = {V,&, W} aweighted hypergraph

A hyperedgee is incidentwith a vertexv if v € e. The
weighted degree of a vertex i&g(v) = >, . .cc w(e).

The degree of a hyperedgedsg(e) = |e|. For the network
service problem, the set of all ports is taken as the vertex se
and each piece of set evidence is translated to a hyperedge.
For the user affiliation problem, the set of all users is taken
as the vertex set, and each piece of set evidence forms a hy-
peredge. In this paper, the weights of all hyperedges are set
to 1 for simplicity.

cluster and actually defines a group of subsets where each From a weighted hypergrapk, we can build a simple

subset can be named by the application-destination pair. In
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graphH = {V, £} with edge sef where an edge is added



betweenv;,v; € V if v; andv; belong to the same hy-
peredge in€. Each edgee = (v;,v;) € € has weight
w(e) = Zvuweew(e)/deg(e) . This simple grapt# is
called theinduced graptof #.

A k-way partition 7™ consists ofk clusters where each ne e e
clustert € V, U,ert = V, andVty,ty € T, t1 # to, @) (b) (©

t1 Nte = (. For clustett, lett< denote the compliment of
The volume oft is Vol(t) = 3_ ., deg(v). A hyperedge: Figure 2: Different definitions of hypergraph cut.

is said to be incident with a clusteif e N ¢ # (.

Extracting Clusters with Hypergraph Min-Cut On the other hand, from that fact thate7 B(t) =

Unsupervised learning on simple araphs or hvoeraraphs {e[D(e) > 1}, itis reasonable to directly count the number
is a \F/)vell-studied topi% with mgnygapglications)./pVa?iOIfs of pieces of the cut hyperedge as the cost of the cut. Because

techniques can be used to form the partition according to the 261 Nyperedge must be incident with at least one cluster, it
cluster(?ng fitness measures, e.g. grgph cut (Schaeffe?),ZOO? only adds a constant (the sum of hyperedge weights) to the

hypergraph cut (Karypis and Kumar 1999), graph mod- total cost if we count the hyperedge piecegft) instead
ularity (Brandes et al. 2007), kernel-defined measure of B(t). For clustert, we define another cluster cut volume
(Kulis et al. 2009) , etc. The idea of cut-based approaches VOZ,O(_a,t) = 2ceo() w(e), which leads to the following
is to search for the partition that minimizes the cost of definition of hypergraph cut,
(hyper)edges on the partition boundary. There are various _

definitions of the cost of (hyper)graph cut, which lead HCo(H, T) =} Volo(dt). (3)
to different min-cut approaches. We first introduce two _ _ _
existing definitions of hypergraph cut and then propose a HCy counts the weighted pieces of cut hyperedges instead
hierarchical clustering algorithm based on a non-pairwise of the weighted sum of cut edges in the induced graph. It can
hypergraph cut. The hypergraph modularity is used to be shown thatiCy = ... w(e)|D(e)|. This means we

teT

determine the optimal number of clusters. make the same penalty regardless the distribution of eextic
across the partition boundary. As shown in Figure 2 (a), we
Hypergraph cut want to divide the hypergraph with 3 hyperedgesinto 2 parts.
Let D(e) = {tlent # 0,t € T} denote the incident clusters ~ TheN HCs cutby the partition in Figure 2 (b) is 0.46 and by
of e. For each clustet, let A(t) = {elent # 0,V # the partition in Figure 2 (c) is 0.27. This pairwise counting

t,e Nt = 0} denote the set of hyperedges that are only approach would prefer an uneven partition of the hyperedge
incident witht, C(t) = {elent # 0} denote the set of rather than an even partition. It also means that largeenisist

hyperedges that are incident withand B(t) = C/(t) \ A(t) will dominate the partition while the small clusters have s-
denote the set of hyperedges that are not only incident with Maller influence on the cut. With the non-pairwise €Lty
t but also with some other cluster. we can avoid this problem and keep the cuts in both Figure

By (Karypis and Kumar 1999; Xiao 2010), tthecut of a 2 (b) and (c) the same value. Thecut has the same cost
hypergraph is the weighted sum of hyperedges that have to @ H Co if k = 2, but we will show in the experiments that

be removed to produdedisconnected parts, i.e. k-cutis not appropriate for clustering tasks whien 2.
For N HC5 and HC), the following property would help
ECut(H,T) = Z w(e). (1) to group vertices in the preprocessing stage.
e€U B(1) Proposition 1. For any F € &, K = (.epe) \

By (Zhou, Huang, and Scholkopf 2007), the cut volume (U.ce\ r €), there exists a minimutil Cy partition 7 such
oftis Vola(0t) = 3 c pry wle)lent|lent®|/deg(e) where that3t € 7 and K C t. (Proof omitted.)

we use subscript 2 becauBel,(9t) actually computes the The vertices ik can be seen as “flat areas” in the hyper-
pairwise connections of all vertices in the cut. Ti@mal- graph. The partition can only be placed on the boundary of
ized hypergraph cu then defined as “flat areas”, so we can assign the verticedsirto the same
cluster in the preprocessing stage. But the number of wsrtic
NHC(H,T) =) Vola(01)/Vol(1), @ in K dependsponpthe choicge Ef.g
teT

where the normalize¥ ol(t) introduces a penalty on ex- Hypergraph modularity

tremely small clusters and encourages more balancedrcluste If no prior knowledge or constraint about the number of
sizes. One can easily show that the normalized hypergraph clusters is given, minimizing the hypergraph cut would pro-
cut equals to the normalized simple graph cut on the induced duce a trivial solution with a single cluster. To tackle this
graph# from the original hypergrapH. Our previous work problem, a more sophisticated clustering fithess measure

has shown the connection betwe®tH C> cut and the ob- called modularity is proposed to consider both non-cut and
jective of Markov logic in a network service identification  cut edges in a single real-value number. Modularity is de-
problem (Pu et al. 2010). fined as the actual edge weights in the cluster minus the
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expected edge weights in the cluster as if the edges are
randomly placed between vertices with an expected prob- 10
ability (Newman and Girvan 2004; Brandes et al. 2007). In-
spired by the simple graph modularity, for a weighted hy-
pergraph = {V,&, W} and partition7 we extend it to
hypergraph modularitpased on the distribution of hyper-
edge weights

network service

# vertices
o N R o ©

9 0 0.2 0.4 0.6 0.8 1
> ug((e))'\ b ‘ ‘ ‘ po—
A t ecC ¢ user affiliation
QH,T) = E : w(A(t)) | e€C®) @) ol [ user affation | |

teT

# vertices

wherew(A(t)) = > c 4y wle) andw(&) = 3- o w(e).
If all the hyperedges i& contain exact two vertices, we get 0 O et ° !
the modularity definition for a simple graph.

One can show that hypergraph modularity has similar
bounds as modularity for simple graph, which is from -1 to
1. It suggests a good cluster structur€ifH, 7) is close to
1 and totally non-cluster structure if it is close+d.

Figure 3: The hyperedge affinity distribution of two hyper-
graphs.

|V| — 1 times, so the worst case complexity of the algorithm

Algorithm is O(|€||[V|log |V|), and the space complexity3(|V).
The combinatorial problems of finding the partition that
minimizes NHCy, HC,, and maximizes (hyper)graph Hyperedge Affinity

modularity are proven to be NP-hard (Shi and Malik 2002;
Brandes et al. 2006). In this work we use a simple agglom-
erative hierarchical clustering algorithm that minimiziee
hypergraph cut$> mentioned in previous sectio®(could

be NHC, or HC)), and determines the optimal number of
clusters with hypergraph modularity. The algorithm works
as following,

The purpose of hypergraph modularity is to estimate the de-
gree of existence of cluster structure in a hypergraph, but
it requires a partition to compute the result. Can we make
similar estimation without knowing any partition? The idea
is to examine the degree of overlapping between the hyper-
edges that are incident with a chosen vertex. If these hy-
peredges cover the same set of vertices, it suggests a strong
i _ i cluster structure. The hyperedge affinity of a hypergraph
Algorithm 1 : 7 = AgglomerativeClustering(#) is a mappingl : H — R!V where each dimensiaf) corre-
1: Build an initial partition7 in which each cluster con-  sponds to a vertex
tains exact one vertex. Group the must-link vertices ac-
cording to Proposition 1. 4 — 23 e esccm) le1 Nesl )
2: Choosefy,t2 € 7 and merge them to get a new parti- L luc)||c)|(Cw)| - 1)
- ’ X ST
mJ;aZurzL&(?(gza%hi|r;?;_(zv;z_r)nin;?%clg%eignrggl)zirjess whereC'(v) is the set of hyperedges that are incident with
mized. ’ ’ ’ v. The denominator is just a normalizer that takes the largest
3: Set the output taT if Q(,7”) is larger than that of possible value of the numerator. It is easy to verify that

. . . o d; < 1. If most vertices have largg, it is likely to make a
3z¥ilr\37r?|vflis iterations. Léf = 7' and repeat step 2 good partition for the hypergraph. |
i The histograms of (#) for network service and user af-
filiation are shown in Figure 3. For the hypergraph of net-
Usually the above algorithm gives some partition with work service, although there exists vertices of low hyper-
|7 > 1 because the modularity reaches a local maximum. edge affinity, some vertices have very high Those ver-

In step 2 not all the entries @A P(7, 7)) need to be recom- tices of highd; could form several “cores” of the clusters,
puted after merging clustets and¢, because the clusters  which allows good partitions. For the hypergraph of user af-
other tharty, t2 remain the same. filiation, more vertices stay in the small hyperedge affinity
The complexity of the algorithm is following: in step 1  range. It indicates that the behavior of users is more dis-
each vertex is chosen in turns as the seed of findinig persive than the behavior of softwares. In the histogram of

Lemma 1. One can first sort the vertices by the adjacency network service there are several peaks generated by some
matrix to make the process faster, so the complexity of step fixed routines in the software, while the histogram of user
1isO(|V|log|V]). In step 2 one has to update the improve- affiliation is smoother.

ment of P for the newly combined cluster, which takes time We have studied the hyperedge affinity with other dataset-
|€]. Then each newly computed improvement s inserted in- s. Usually vertices ofl; > 0.9 indicate very strong co-

to a sorted list for choosing the next best combination, twhic  occurrence relations and these relations are normallyrgene
takes timdog(|V|). Finally step 2 could be repeated at most  ated by non-human mechanism (e.g. software). On the other
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hand, a concentration of vertices in the interdal< 0.2 computation is similar to a random walk on hyperedges
suggests that the hypergraph does not carry cluster struc-with teleportation, and helps to identify other important
ture. The experimental results in the next section show that hyperedges which is not directly incident within the
certain algorithms have better performances on hypergraph original hypergraph due to noises. The “improved” features
generated by non-human mechanism, and vice versa. Thefilled by the importance scores are then processed by
hyperedge affinity can be used to choose a suitable cluster- another distance-based clustering approach. We call this
ing algorithm. approach hyperedge centrality (HCe).
In the experiments, if the algorithm requires the number

Experimental Results of desired clusters as input, we set it to the number of clus-
. ters in ground-truth.
Hypergraph clustering approaches
Besides Algorithm 1 based oWHC> and HCj, we al- Network service identification

so use several other popular clustering algorithms. First k  Two classes of datasets are used for network service identi-
means is taken as the baseline in the experiments which fication, i.e., synthetic data and real data collected by-Nex
directly obtains a feature vector of lengti| for each  think. The process of generating a synthetic dataset simu-
vertex where the entry is 1 if the vertex is included in |ates the software and service behaviors in a real network.
the hyperedge, otherwise 0. If all the feature vectors are Each port s first associated with a service. The ratio of max-
written in a row, it forms a matrixd_of size €] x |V imum service size over minimum service size is denoted by
which is called the incident matrix. The single-linkage al- , which indicates the degree of unbalance among services
gorithm is reported to be the best clustering approach for (clusters). Samples of application-destination pairsgitie
network traffic or other signatures generated by softwares same service are uniformly drawn from all possible pairs,
(Bayer etal. 2009; Perdisci, Lee, and Feamster 2010). We and a service is assigned to each pair. Then some connec-
use the cosine distance for computing the pairwise distance tions are generated by associating ports in the correspgndi
in the single-linkage algorithm. The third algorithm calle  services to application-destination pairs. To test théoper
hMETIS is developed by Electronic Design Automationre-  mance of the algorithm under noise, the ports of a fraction
searchers  (http://glaros.dtc.umn.edu/gkhome/viewti#lne 3 of connections are chosen from a random service, which
In hAMETIS a multi-level clustering algorithm is implement-  prings incorrect hyperedges into the dataset. In each syn-
ed to minimize the:-cut. thetic dataset, there are 8000 connections, 80 applicgtion
The same feature vectors are also processed by the al-40 destinations, and 180 ports which form 40 services.
gorithm that adopts the spectral clustering (SC) approach  The dataset collected by Nexthink contains records from
described in (Zhou, Huang, and Scholkopf 2007). This ap- Jjuly 2008 to September 2008 in a real enterprise network.
proach is operated on the induced simple graph of the 0- There are 13774 connections, 320 applications, 840 desti-
riginal hypergraph. The hypergraph Laplacian is computed nations, and 474 ports. All connections are recorded in Win-
from the normalized Laplacian of the induced graph. Allthe  dows systems. The connections with destinations outséle th
vertices are then mapped into points it @imension Eu- enterprise network are omitted, because we are only con-
clidian space by the eigenvectors of the hypergraph Lapla- cerned about the services inside the local network. For the
cian. Fork > 2 a distance-based Clustering algorithm has to real data, we find many ports are not used as the registered
be applied to read the cluster information from the mapped functionality in IANA, so it is hard to label all the ports.
points. The algorithms are first tested on the synthetic data. We
We also take the non-negative matrix factoriza- use the micro and macro average F-score to evaluate the re-
tion (NMF) approach as an extension of k-means sults. Another two internal validation indices are alsogtelo
(Ding, He, and Simon 2005). The idea is to decompose ed to assess the goodness of the clustering results. The first

the incident matrix/ into two non-negative matriTceH/ index Dunn indexis designed to identify dense and well-
andG of low rank such that the differenge — W* G | separated clusters and defined as the ratio between the min-
is minimized. IfW andG havek rows, the rows ofV are imal intra-cluster distance to maximal inter-cluster aligte

the k cluster centroids and columns 6f are the cluster  (Brun et al. 2007). A partition is better if it has larger Dun-
indicators for the vertices. We simply choose the index of n index. The second indeRavies-Bouldin indexs mea-
maximum entry of each column if¥ as the cluster number  sured by the average distance of points in a cluster to the
of the corresponding vertex. center of the cluster and the distance between cluster cen-
Finally the theory of centrality and PageRank ters (Davies and Bouldin 1979). A smaller value of Davies-
(Bonacich and Lloyd 2001) is extended to fill in the Bouldin index indicates a better cluster structure.
zero entries of the feature vectors such that the distance Figure 4 shows the average performance on datasets of
between vertices in the same cluster becomes smaller. For different degrees of noise and different degrees of unbal-
each vertexs, we assign a non-negative importance score anced cluster sizes. We could confirm the fact that the single
sy(e) for every hyperedge:. The score of hyperedges linkage algorithm gives the best result in all cases. Since
that are directly incident withy is set to 1 as in the fea-  single-linkage finds the nearest neighbor clusters in each
ture vector.s,(e) of other hyperedges is determined by step and combines them into a new cluster, the result on-
sv(€) = 2. en(e wler)sv(e1), whereN(e) denotes the |y depends on the local distances between a vertex and its
set of hyperedges that share at least one vertexawitiis neighbors. A vertex of high hyperedge affinity value indi-
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Figure 4: Performance of different algorithms on synthdtitasets. The parameters of the dataset®arer = 2, 8 = 0, D2:
a=2,=0.05D3:a=2,=0.1,D4a=5,8=0, D5 «a= 10,8 = 0. For each dataset the performance is averaged
on 50 trails. The maximal and minimal values are also showtharfigure.

cates that its neighbors are very close. Thus single-liakag TCP2967, UDP2967, UDP38293

algorithm could easily identify the clusters from the local kmeans ’1‘(‘)’5;3”;*1‘3 o008 1010808

connectivity. If we known that the dataset is generated by TCP2967, UDP1281, UDP2967, ...

non-human mechanism (e.g. from hyperedge affinity analy- SP | rtvscan.exe, savroam.exe

sis), single-linkage would be the first choice. ;g;’zg; 1851;]1()1'2'35'33537'2'8'
One can observe that tiéCy-based algorithm produces hMETIS | outlook.exe, rtvscan.exe, savroam.exe

good average results (better than thaiafl C»-based algo- 10.0.0.8, 10.10.3.21, 10.100.0.5, ..

rithm) when the data is noiseless, but it becomes not so good TCP2967, TCP8O8O, UDP8080

when the data is noisy. Essentially thHe,-based algorith- R Ehvodend oy

m is similar to the centroid linkage algorithm, so the result TCP2967, UDP2967, UDP38293

varies due to the change of centroids in the presence of nois- single | rtvscan.exe, savroam.exe

es. The performance of hyperedge centrality approach also T 553

decreases a lot with noisy data, because the connectivity be NHC2 | rtvscan.exe, savroam.exe

tween hyperedges used for computing importance scores is 10.0.0.8,10.100.0.5, 10.104.0, ..

not refiable anymore: o | 7 LS, e o
k-means, spectral clustering, and non-negative matrix fac 10.0.0.8, 10.100.0.5, 10.104.0., ...

torization produce relatively good results in all casese Th hee | TCP2967

latter two methods can be seen as modifications of k-means. rtvscan.exs, 10.0.08, 10.100.0.5, 10.104.08, ..

What is interesting is that the performance of these three
methods becomes better when the data is noisy. This fol- Table 2: Example of network service detected from Nex-
lows the fact that when the data manifold is fractured, some think dataset by different algorithms.
points might be near to the centroid of their true cluster.

The results of hMETIS are not as good as other cut-
based algorithms even when the data is noiseless main-s usually show better F-scores on big clusters and worse
ly due to thek-cut criterion. One can imagine that with  F-scores on small clusters. In the network service identifi-
the k-cut criterion big hyperedges are always first removed cation problem, the services of special interest are usuall
such that more disconnected clusters can be produced. Butsmall clusters (rare behaviors, malware, etc.), so thdesing

with HCy or NHC(C5, removing big hyperedge would in-  linkage andH C|, algorithm are more capable of isolating
troduce more penalties because big hyperedge usually inter small interested services from a huge amount of traffic.
sects with more clusters. The algorithms usually output about 70 to 85 services

In Table 1, the individual F-scores of the smallest 2 clus- (clusters) on Nexthink dataset when the maximum modu-
ters and the biggest 2 clusters are computed for all the al- larity is reached. We identified some network services in the
gorithms. If we compare the unbalanced cab8,(o = 8) dataset, where one example is shown in in Table 2. Usually
with the more balanced cas®{, a = 2), one can observe  the clusters generated by single-linkagel Cy and HCy,
that single-linkage ané/ C, always produce the same good coincide with each other, which indicate that the local con-
results on small and big clusters, while the other algorithm  nectivity in Nexthink data is very strong. The normalized
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pre. rec. F-scorg pre. rec. F-scorg pre. rec. F-scorg pre. rec. F-score

clusterD1 S1 S2 L1 L2
k-means | 0.877 0.993 0.906( 0.901 0.987 0.918 0.936 0.970 0.941] 0.877 0.960 0.897
SP 0.754 0.947 0.769| 0.723 0.953 0.752| 0.762 0.977 0.817| 0.845 0.987 0.883
hMETIS | 0.695 1.000 0.773| 0.656 1.000 0.749| 0.929 0.953 0.929| 0.926 0.942 0.919
NMF 0.861 1.000 0.902| 0.909 1.000 0.936| 0.976 0.963 0.963| 0.992 0.955 0.967
single 1.000 1.000 1.000| 1.000 1.000 1.000{ 1.000 1.000 1.000|1.000 1.000 1.000
NHC, 0.490 0.947 0.502( 0.490 0.920 0.496| 0.546 0.917 0.550| 0.681 0.876 0.635
HCy 0.988 1.000 0.991| 0.988 1.000 0.991| 1.000 1.000 1.000{ 1.000 1.000 1.000
HCe 1.000 0.993 0.996| 0.990 0.987 0.985| 0.989 0.990 0.988| 1.000 0.990 0.994

clusterD5 S1 S2 L1 L2
k-means | 0.915 1.000 0.937| 0.901 0.990 0.925| 0.984 0.910 0.933] 0.942 0.914 0.910
SP 0.691 1.000 0.745| 0.664 0.940 0.681| 0.824 0.960 0.859| 0.851 0.989 0.897
hMETIS | 0.517 1.000 0.616| 0.648 1.000 0.716| 0.967 0.907 0.926| 0.972 0.931 0.943
NMF 0.619 1.000 0.693| 0.718 1.000 0.782| 0.989 0.965 0.971| 0.988 0.959 0.968
single 1.000 1.000 1.000| 1.000 1.000 1.000{ 1.000 1.000 1.000( 1.000 1.000 1.000
NHCy 0.816 1.000 0.829| 0.575 0.940 0.573| 0.706 0.911 0.701| 0.701 0.915 0.690
HCy 0.983 1.000 0.986( 0.968 1.000 0.973| 1.000 0.997 0.998| 0.995 0.998 0.996
HCe 0.894 1.000 0.917| 0.910 1.000 0.931| 0.994 1.000 0.996]/ 1.000 0.998 0.999

Table 1: The precision, recall, and F-score of the 2 smatlesters (S1, S2) and the 2 biggest clusters (L1, L2) witlaskts
D1 (o = 2) and D5 (a = 8). The performance is averaged on 50 trails.
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Figure 5: The normalized mutual information between the
partitions by different algorithms on Nexthink dataset.

mutual information (NMI) between the partitions by differ-
ent algorithms is shown in Figure 5. We follow the definition
of NMl in (Strehl and Ghosh 2003).

User affiliation identification

Another dataset used for user affiliation identificationdk ¢

lected by Nexthink from computer rooms where the users
from different departments could access local and Internet
contents. With the data collected in a period of two weeks,

hyperedges

vertices

Figure 6: A spy plot of the hypergraph for user affiliation
identification. Each vertex represents a user, and each hy-
peredge denotes a set evidence. There is a dot if the user is
included in the set evidence. The vertices are sorted bydabe
and different colors on the bottom indicate the labels.

rithms. The algorithms that are similar to k-means show bet-
ter performances than the hierarchical clustering methods
This is mainly due to the fact that the assumed manifold
structure behind the nearest neighbor rule becomes unreli-
able when the user behavior is more dispersive. The F-scores
indicate that the partitions of all algorithms are very eliff

ent from labels. But a partial reason of the low F-score is

we get 237 users and 1604 hyperedges after removing thosethat the labels from user profiles are not reflecting the real

hyperedges which consist of only one user. The affiliation
of users is directly taken from the user profile and used as
labels. Although the labels may not reflect the underlying
group structure of users, we use them for evaluating cluster
ing algorithms. In the label list, there are 12 affiliatiombe
smallest and largest affiliation contains 7 users and 45user
respectively. A cleaned spy plot of the hypergraph is shown
in Figure 6.

The F-scores and modularity are shown in Table 3. What
is different from the data generated by a non-human mech-

anism, we can observe an almost reversed ranking of algo-
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underlying cluster structure. A maximum modularity parti-
tion of HCe algorithm consists of only 3 clusters instead of
12 clusters in the labels (Figure 7). The modularity of the
labels is actually the lowest among all algorithms.

Conclusion

In this work, the network service identification problem and
user affiliation identification problem are studied. The re-
sults help to group the open ports and users in the network
such that a human system administrator could efficiently an-
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Abstract

The advent of IPv6 as a replacement of IPv4 has spurred
new challenges in intelligent network security research.
With IPv4 address allocation predicted to run out not long
from now, it is eminent to start migrating to [IPv6 network
and examine how the threats might evolve from one form to
another. This paper presents a proposal towards combined
intelligent approach on detecting IPv6 network traffic
security threats and trend analysis. The proposed approach
combines a fuzzy hybrid network discovery, online two-tier
traffic aggregation, fuzzy alarms generation scheme, and
network trend analysis as one detection approach. Some
preliminary results are also reported and discussed in
addition to the work future direction.

Introduction

Since the ARPANET research network first gained
popularity in the early eighties and then started to evolve
into the commercial Internet in early nineties, we have seen
an exponential growth of computer network usage. This
exponential growth combined with the limited 32 bits
design of IPv4 addresses has been the primary reason for
the birth of the new IP version 6 (IPv6). Due to this reason,
clearly the first and the foremost spotted feature of IPv6 is
its large address space (128 bits).

Even though there are quite a number of improvements
are made into IPv6 designs, in many ways, IPv6 is still
works pretty much the same as IPv4. Therefore when it
comes to security issues, a large portion of IPv4 security
threats can be also migrated and occurred in IPv6. With the
allocation of IPv4 address predicted to be assigned in the
near future, the need to intensify IPv6 security threat
detection research has arise.

Copyright © 2011, Association for the Advancement of Artificial
Intelligence (www.aaai.org). All rights reserved.
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In this research work, we aim to start research on IPv6
security threats detection focusing on intelligent network
traffic flow analysis. Network monitoring and traffic
measurement has been the primary focus of network
administrator to detect network threats (Mukherjee et al.
1994). Numerous works have been devoted to propose a
new intelligent scheme and technique in detecting threats
inside computer network (Pasha et al. 2006) (Xia, Lu, and
Li 2010) (Li, Li, and Wang 2006) (Wu and Banzhaf 2010).
Nevertheless, work that is trying to focus on IPv6 traffic
flow based security threats detection is still can be
considered lacking.

We propose a combined intelligent detection approach
to detect the most common IPv6-based attacks. We
combine a fuzzy hybrid network discovery, online two-tier
traffic aggregation, fuzzy alarms generation scheme, and
network trend analysis to form one intelligent detection
approach. Combining these four approaches provide more
information details in which when combined, it will
increase the accuracy of threat detection.

The reminder of this paper is organized as follows: The
IPv6 Traffic Flow Security Threats Section reviews the
current and most common attacks that might exist in IPv6,
then followed by a Section introducing our proposed
combined approach. After that the Preliminary Results and
Discussion Section presents some preliminary results
obtained from our experiments. Lastly, a Conclusion and
Future Works Section ends this paper.

IPv6 Traffic Flow Security Threats

There are hundreds, if not thousands, network security
threats exist since the Internet gains popularity. At the very
high level, they can be divided into to category: a host
based attack and a traffic flow based attack. A host-based
attack involves utilizing the network to hack into



individual host/computers to gain unauthorized access.
Whereas a traffic flow based attack involves leveraging the
traffic flow to disrupt specific services in the network.

As the Internet today started off using IPv4, obviously
all attacks have some form of relation to IPv4
characteristics (Postel, 1981). However, as IPv4 address is
getting depleted soon, hackers and the Internet villains
have started their attack migration by taking into accounts
IPv6 specifications (Deering and Hinden 1998). Even
though at the core level, the packet transportation protocol
across the network and the upper-layer protocol are similar
between IPv4 and IPv6, IPv6 has often being considered
more secure than IPv4 due to the inclusion of IPsec (Kent
and Atkinson 1998) in IPv6 specification. This may be true
in ideal environments, however in reality, the same
problems that plague IPv4 IPsec will still exist.

Therefore, IPv6 security threat detection research area
has slowly launched and becoming more challenging. Here
we reviewed some of known common threats that have
been evolved as an IPv6 security threats and how it differs
from IPv4. The focus of IPv6 security threat analyzed in
this paper is only on the traffic flow based attack.
Specifically, four types of IPv6 security threats are
reviewed: reconnaissance attack, man-in-the-middle attack,
distributed denial of service attack, as well as network
worms and viruses.

Reconnaissance Attack

Reconnaissance attack is an act of probing active hosts
over their open ports (services). Today, it is among the
most commonly occurred attacks in almost any network.
This method allows intruders to listen to specific services,
which could be associated to widely known vulnerabilities
(Ford 2005). The address space of IPv4 is small thus
probing a whole class C network will take only less than 5
minutes. However, unlike in IPv4, the IPv6 networks have
very large address space (default subnets of IPv6 contains
up to 2% addresses). Therefore it is almost seems
impossible for an intruder to perform simple
reconnaissance attack in IPv6 network. Due to this, port-
scanning method is likely to change in IPv6 network.
Instead of guessing what IP addresses are available through
ICMP queries, intruders are prone to use new methods to
obtain IPv6 addresses such as from DNS servers. A
compromise DNS server can yield a large list of legitimate
IPv6 addresses to intruders, which gives them enough
information to launch a reconnaissance attack.

Man-in-the-middle Attack

The main purpose of these attacks is to gain information
from victim communication messages. Man-in-the-middle
attacks might cause communication messages sent by
victims to be sniffed, altered or even stopped by intruders.
There are several types of DHCP attacks, the most
common ones would be DHCP starvation and rogue DHCP
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server attacks. The first type of attack is normally triggered
when intruders send crafted DHCP queries with
nonexistent MAC addresses. This causes a DHCP server to
dry up its IP address pool size very quickly and becomes
unable to release new IP addresses for legitimate hosts,
which are leasing for an IP address. The second type of
attack is normally launched to disable public servers thus it
becomes unresponsive to accept valid requests from
network users. Even though IPv6 comes with an enhanced
ICMPv6 (Deering and Hinden 1998) with its stateless
autoconfiguration, a similar DHCPv6 server may still be
used during the foreseeable long transition period.
Therefore, this kind of attack will still exist in IPv6
network.

Distributed-denial-of-service Attack

In distributed-denial-of-service (DDoS) attack, an
intruder generates large amount of computer network
traffic on a victim network. This attack floods a target
system via rogue broadcast ping messages. It sends crafted
echo-request (ICMP type 8) packets with the victim’s IP
source address. All hosts on the network segment respond
to the crafted packets and flood the victim with echo-reply
messages. Even though this kind of attack has become less
common, it can still be used to launch an effective service
disruption attack. The effectiveness of this method might
vary among different computer networks since the
configuration applied by network administrators play
dominant role for this method to work. Since DDoS attack
general mechanism involves flooding the network with
traffic targeting specific service, it will still possible to
occurred in IPv6 network.

Network worm Attack

Network viruses and worms (or malware) remain one of
the most significant problems in IP networking today.
Computers with malware underlying beneath them are
often linked together to form botnets, and large number of
attacks are launched using these malicious, attacker-
controlled networks. Today, millions of compromised web
sites launch drive-by download exploits against vulnerable
hosts (Provos et al. 2008). As part of the exploit, the victim
machine is typically used to download and execute
malware programs. These programs are often bots that join
forces and turn into a botnet. Botnets are often used by
intruders to launch DOS attacks, send spam mails, or
phishing pages. The IPv6 protocol implementation does
not greatly affect the impact of malware attacks. Malware
propagation in IPv6 is believed has been reduced due to the
difficulty of enumerating the hosts on a subnet. Although,
the current mitigation techniques for identifying malware
in IPv4 is still valid in IPv6, network administrators will
need to be wary of possible new malware proliferation
methods.



Combined Intelligent Detection Approach

We propose a combined intelligent detection approach that
integrates few techniques and analysis to detect IPv6
security threats. Figure 1 shows the general architecture of
our proposed combined approach. Currently, we propose to
combine 4 different intelligent techniques focusing on
different aspect of traffic analysis: Fuzzy Hybrid Network
Device Discovery, Online Two-tier Traffic Aggregation
using ECM, Fuzzy Alarms Generation Scheme, and
Network Trend Analysis using Triple Exponential
Smoothing. As an integrated approach, the output from
each analysis is used to improve the accuracy and quality
of IPv6 security threats detection.

Hybrid Network
Discovery

Packet Network Trend
Capture Analyzer

Traffic Archival

Online Traffic
Aggregator

Fuzzy Alarms
Module

Figure 1: Combined Approach General Architecture

Fuzzy Hybrid Network Device Discovery

We have started the work on proposing a fuzzy-based
hybrid technique (Abdat et al. 2010) for network device
discovery that covers the detection of personal computers
(PC’s), switches, routers, and printers in the network. The
detection does not entirely rely on SNMP technique,
instead it also uses passive packet sniffing technique.
Using a fuzzy approach to hybridize the combination of the
two techniques, the system has the option to efficiently
alternate which technique to be used and improve the
performance while minimizing additional generated
network traffic.

There are three parts of the proposed work. The first part
is the passive discovery analysis module. The second part
is the normal active approach using SNMP-based
technique. And the last part is the fuzzy hybrid discovery
module as the main component to control and combine the
first two modules efficiently.

As the main component, the fuzzy hybrid discovery
module controls the overall operation of the proposed
work. A simple fuzzy membership function creating a
fuzzy value is used to improve performance of hybridizing
the passive and active device discovery approaches. The
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following is the summary of the fuzzy hybrid discovery
module algorithm.

. Begin
. While prd > 0
. Start prd count down counter
. Initialize the membership function u,:
dfu,>03
a. While network packet available
b. Take p as input,
c. Decode and analyze p
i. Perform passive device discovery
analysis.
ii. Add the discovered IP / MAC
address information from p to dal.
6.1fu, <03 | If prd ==
a. Based on the network subnetting, generate
possible address list denoted as pal
b. Use SNMP to query addresses in pal but not
in dal
c. Add SNMP returned IP / MAC address to
dal.
7. Adjust prd and u, based on dal and d_val
8. End while loop
9. Finish

DN A W =

As part of the combined detection approach, an accurate
and online network discovery will help providing the
required information on the affected device either due to
being attacked, faulty, or the one attacking. The discovered
list of network devices will be used later by the Fuzzy
Alarms Generation Strategy to include information details
of the pinpointed sources of problems in the alarms
generated.

Symptoms A

i
i
X
[
N

Tier 1: Online Clustering with ECM Tier 2: Traffic Aggregation

Figure 2: Online Two-tier Traffic Aggregation using ECM

Online Two-tier Traffic Aggregation using ECM

The idea of an online two-tier traffic aggregation is to
combine the powerful online clustering techniques ECM
with statistical traffic aggregation approach. This



combination will offer a fast traffic aggregation process,
which will in turn improve the detection quality of an
attack or network fault. Figure 2 depicts the proposed
Online Two-tier Traffic Aggregation architecture.

Evolving Clustering Method (ECM) is a fast one-pass
algorithm for dynamic clustering of an input stream of
data, where there is no predefined number of clusters. It is
a distance-based clustering method where the cluster
centers are presented by evolved nodes in an online mode
(Kasabov 2002). For any such cluster, the maximum
distance MaxD, between an example point and the closes
cluster center, cannot be larger than a distance threshold
value, Dthr; that is a pre-set of parameter. This parameter
would affect the number of evolved cluster. The threshold
value Dthr can be made adjustable during the online
clustering process, depending on some optimization and
self-tunning criteria, such as current error or number of
clusters.

The following steps summarizes the ECM algorithm:

Step 1: Create the new cluster by simply taking the position
of the fist example from the input data stream as the
first cluster center. The radius for this cluster is set
to 0.

Step 2: Until all the examples from the data stream have
been presented, the clustering process finishes.
Otherwise, the current input example is taken to be
check where it belongs.

Step 3:1f the current input belongs to one of the already
created clusters and the distance value of the current
input is below the radius of that cluster or the
current input not belong to any of the already
created cluster, which means new cluster has to be
created then go back to Step 2. Else:

Step 4:Find the already created cluster where the current
input belongs, and update its radius by adding the
distance value of the current input with the old
radius value.

Step 5:1f the new radius value is not greater than 2 x Dthr
then that current input does not belong to any
existing cluster. A new cluster is created in the same
way as Step 1. The algorithm then goes back to Step
2.

Step 6:1f the new radius value is not greater than 2 x Dthr
then the cluster center is updated accordingly as the
new radius for that cluster is set. The algorithm then
goes back to Step 2.

After being captured, network traffic is clustered using
ECM based on its traffic type. This will eliminate
unnecessary traffic when apply the traffic aggregation
techniques. A clustered traffic can also be useful to further
scope down the focus of analysis based on specific type of
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traffic that caused the frequently occurred network

attacks/problems.

The next step is to aggregate the clustered traffic further.
The aggregation process is performed on each cluster
created. For example, in Figure 2 the illustration shows
that ECM is set to cluster three different type of traffic. In
this case the aggregation process will be applied to each
cluster, which in the end different kind of attacks or
symptoms of IPv6 traffic flow threats can be detected.

At this stage, we propose to use a simple aggregation
technique to perform the traffic aggregation. The general
idea is proposed by (Kanamaru et al. 2000) and basically
the aggregation process is simply to look for three
combination of aggregated traffic. The combination model
is as follows:

*  One-to-One model: Packets delivered from a specific
source address to a specific destination address. This
type of packet flow is the most basic aggregation
model.

* Many-to-One model: Packets delivered from any
source address to a specific destination address. When
more than one host send packets to one specific host,
those packets will be aggregated as this type of
aggregation model.

* One-to-Many model: Packets delivered from a specific
source address to multiple destination addresses.
When one specific host sends packets to multiple
hosts, those packets will be aggregated as this type of
aggregation model.

An analyzer using simple rule based detection engine is
then being applied to the resulted aggregated traffic for
each model. Sample of the rule employs by the analyzer is
as follows:

IF Model=A && Type=B && Size=C THEN D
ELSE Normal

where 4 is the aggregation model, B is the type of traffic, C
is the size of the traffic flow, and D is type of attack or
faults.

Fuzzy Alarms Generation Scheme

Another aspect that is almost as crucial as the detection of
threat itself is alerting. Due to the dynamic nature of
network traffic flow, there can be no fool prof system
made to detect security threats with 100% accuracy.
Therefore, it will be beneficial to network administrator
when a threat detection system equipped with an alarms
generation scheme to reduce the number of false alarms
rate.

Here we propose a new scheme and procedure to
generate alarms in conjunction with threats or fault
detected after the traffic aggregation process. Instead of



directly raise an alarm when the online traffic aggregation
analyze that an attack or fault had occurred, we further
apply the proposed strategy and procedure to carefully
raise the alarms. The proposed strategy and procedure is
implemented using fuzzy theory and designed to reduce
false alarms rate to as minimum as possible. Our general
assumption in applying this strategy is that no one is using
the network at late night, no heavy workload on holiday,
and working day is Monday to Friday only.

There are three types of alarms generated by this
strategy, Warning Alarms (WA), Attention Alarms (AA),
and Critical Alarms (CA). Warning alarm is simply an
alarm raised when any threats detected. WA are not
categorized as an alarm that requires an attention, but
instead it is more to a log activity. Whereas AA is the less
important one and intents to get some attention from the
network administrator. It is raised if a sequence of WA
exists. And CA is the real red alert that requires an urgent
immediate response and triggered using fuzzy set
membership function of a sequence of both warning and
attention alarms.

Our strategy is to divide the time of day into three
periods of peak-time, off-peak-time, and midnight.
Furthermore, the length of this period is different on each
day. Working day (Monday to Friday) uses one period
whereas off working day (Saturday, Sunday, and holiday)
uses another period. As for deciding holiday, network
administrator must set it a day before that the next day is a
holiday so that the system will then uses holiday period to
that day.

The standard, applies all day, mechanism procedure in
raising a WA is expressed by V Traffic 3 x, where x is set
of traffic which classified as threats after the online
aggregation analysis process. The standard mechanism in
generating an AA is WA has to be raised 4 times (default
number) in a row. Whereas since CA is triggered using
fuzzy membership function, the standard mechanism is
using the default generalized bell membership function as
follows:

fG)=——7>5

s

(1)

where the default value of a, b, c is 2, 6, and 8 respectively.

Peak-time period

For working day, the peak-time period is from 8 AM to 8
PM. This peak-time is chosen based on extended working
hours normally adopted in most universities. As of for off
working day, the period is different between Saturday,
Sunday, and holiday. Saturday peak-time period is 8 AM
to 5 PM, Sunday peak-time is 9 AM to 3 PM, and holiday
peak-time is the same as Saturday peak-time. However,
network administrator can shift and adjust this period
accordingly at later time when needed. The triggered WA
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in a row rate to raise AA is set to 6 in this period and the
fuzzy membership f(x) threshold value to trigger CA is 0.3
and 0.9.

False alarms are likely to happen in this peak-time of
working day period due to high traffic volume to be
monitored. Common alarms in most anomaly detection
systems are comparable with the CA in our types of
alarms. As such, we count the hit of CA to measure false
alarms. That means, WA and AA are not count as false
alarms and thus the rates of false alarms can be reduced.
Off-peak-time period
These periods are the transitions from peak-time to
midnight period and back to peak-time. Therefore, there
are basically two period of this type. The off-peak-time
period for working day is from 8 PM to 12 AM and from 6
AM to 8 AM, for Saturday is from 5 PM to 12 AM and
from 6 AM to 8 AM, for Sunday is from 3 PM to 12 AM
and from 6 AM to 9 AM, and for holiday is the same as
Saturday. Basically since midnight period is the same for
every day which is from 12 AM to 6 AM; if the peak-time
is adjusted to 6 AM to 5 PM the second period of off-peak-
time is at least one hour prior to peak-time and therefore
midnight period has to be adjusted to become from 12 AM
to 5 AM.

In this period usually activities inside the network are
starting to slow down and thus we set the fuzzy
membership f{x) threshold value to trigger CA to 0.2 and
0.75 in this period. By having this transitions periods, the
alarms can be carefully triggered and avoid sudden gap in
the threshold degree from peak-time to midnight period
and thus the possibilities of CA being triggered upon
normal instances can be reduced
Midnight period
The midnight period is quite fixed to 12 AM to 6 AM as it
is the transition between the days (unless set differently by
network administrator). The fuzzy membership f{x)
threshold value to trigger CA is set to 0.1 and 0.5 in this
midnight period. This is due to our assumption that there
are no midnight activities inside the network. Nevertheless,
network administrator is still able to adjust this degree
manually in a case of midnight work shift.

Network Trend Analysis using Triple Exponential
Smoothing

As part of the combined approach, here we propose to
include a network trend analysis to complement the overall
IPv6 security threat detection. Since our combined
detection approach depends on analysis of the traffic flow,
we believe including a trend analysis will help identifying
changes in traffic pattern should an attacker try to launched
an attack slowly.

However, at this stage, our proposed network trend
analysis model is still in its earliest form. We propose to



use triple exponential smoothing method to predict the
traffic pattern. The basic principle of this method is to
separate three factors (level factor, tendency factor and
period factor) from the time series, and then to use these
three factors to forecast for next period. We adopt the
eleven steps to develop the forecast model based on two
periods of the historical data described in (Bartolomei, and
Sweet 1989).

Step 1: Calculate the average value for each of the two
periods using the following:

h=1%l1% )
Step 2: Calculate the increment value B from the two
periods calculated in Step 1.
B=2(V, — Vy) (3)
Step 3: Initialize the smoothed value factor S.
S=V, + = xB (4)
Step 4: Compute the time period periodical factor for each
of the two periods using the following:
Cin=—pr—— (5)

V"_(T -m)XB
where =/
Calculate the average value of the two time period
periodical factor in Step 4.
€= (Ch — Ch) (©6)
Calculate the sum of / average periodical factor /:
I'= giz+1 (s (7
Step 7: Normalize the periodical factor.
Co==C
Use the three factors obtained (S, B, and C) to
calculate the initial next forecast period Fip:
Ft+m=(S + mB)XCt—Hm) (9)
Use the correlation coefficient a,f3,y to correct the
level factor, the tendency factor, and the period
factor using the following:
St=a§%+(1—aX5+B)

Be=y(S.—S)+(1-)B
Cl =B+ A=PCe

Step 5:

Step 6:

®)
Step 8:

Step 9:

O0<apy<i1

(10)
Step 10: Use the corrected values of the three factors to
forecast the remaining period.
Frym=(St + mB)XCt_11m)
where m=1,2,...,(I-1)
Step 11: Upon finished forecasting one period, go back to
Step 7 to normalize the period factor.

(11

Preliminary Results and Discussion

We setup a dual stack IPv4/IPv6 testbed at National
Advanced IPv6 (NAv6) Center network to conduct few
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experiments to validate our proposed combined intelligent
detection approach. The whole experimentation is planned
to run for several months including within production
network at a later stage. Here, we report some promising
preliminary results we obtained from the first one month of
our experiments.

Basically the experiments are carried out separately at
this stage to validate each approach used, however, the
output of each experiment is used by the next experiment
in order to evaluate whether the combination might be
useful. The first experiment we run is the automatic
network device discovery experiment. Figure 3 shows the
interface display visualization of some of the discovered
devices.
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Figure 3: Automatic network device discovery output

During the experiment, our proposed Fuzzy Hybrid
Network Device Discovery technique manages to discover
and collect important device information ranging from PC
with both IPv4 and IPv6, switches, as well network
printers with minimum additional traffic overhead
generated by SNMP. This information is then loaded into a
dedicated database to be used by the other approaches in
the next experiments.

From the experiments we also learnt that the device
behavior in sending and receiving network packets might
affect the performance of our proposed method. There are
cases when our method is unable to detect network devices
due to unavailability of the needed traffic. For example to
discover one network printer, the method will look for IPP
packet traffic but when that printer is not actually being
used over the network, there will be no IPP packet in the
network and hence the particular network printer will not
be discovered immediately when our method is in passive
mode. So to discover that printer, it has to wait when our
method set to work in active mode and it has to be an
SNMP enabled network printer.

Next we run the experiment to validate our proposed
Online Two-tier Traffic Aggregation approach. In this
experiment we run a prototype of ECM and its traffic
aggregator with packet capture and filtering module. We
also develop a packet generator and packet relay system to
populate the testbed network with the needed IPv6 threats
as well as some faults scenario. During the two weeks
experiment, we focus only on HTTP, ARP, and ICMP type
of traffic. Hence, we filter the captured packets to only
forward these three types of traffic to be further clustered.



We also set a few basic rules to cover few threats based on
its characteristics described earlier in this paper.
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Figure 4: ECM Results Clustering ICMP Traffic

Figure 4 depicts the clustering results of ICMP traffic on
one of the simulated attack-testing day. It is basically
visualizing the ICMP traffic pattern from the start of day
(12AM) until the end of the day. We can clearly see that
the traffic during after midnight is constantly low as we did
not generate any traffic and the traffic start to increase
during morning period when start experimenting with few
simulated attack and fault scenario. At the evening, the
traffic is becoming low again. The clustering results of the
other two traffic (HTTP and ARP) also following similar
pattern.

Fault number 1

Segment: 1

Date: Fri Apr 02 12:01:08 5GT 2010

Yersion: IPv4

Description: Host scan: source address 10,207.160,248

Applied Model: 1 to N

Type of Fault: Host scan

10 Aggregated packets:

10.207.160.248 -> 202.170.226.212 Type: 8 Code: 0 Identifier: 512 Sequence number: 21586
10,207.160.248 - > 10.207.73.214 Type: 8 Code: 0 Identifier: 512 Sequence number: 22866
10.207.160,248 - > 202.170.226.215 Type: 8 Code: 0 Identifier: 512 Sequence number: 23122
10,207.160.248 - > 202.170.226.221 Type: 8 Code: 0 Identifier: 512 Sequence number: 26194
10,207.160.248 -> 202,170.226,224 Type: 8 Code: 0 Identifier: 512 Sequence number: 27730
10.207.160.248 -> 10.207,73.235 Type: 8 Code: 0 Identifier: 512 Sequence number: 33618
10,207.160.248 -> 202,170.226,241 Type: 8 Code: 0 Identifier: 512 Sequence number: 36434
10.207.160.248 -> 202,170.226.244 Type: 8 Code: 0 Identifier: 512 Sequence number: 37970
10,207.160.,248 -> 10,207,73.249 Type: 8 Code: 0 Identifier: 512 Sequence number; 40786
10.207.160.248 -> 202.170.226.250 Type: 8 Code: 0 Identifier: 512 Sequence number: 41042

“
Figure 5: Traffic Aggregation Information Details Log

As the traffic aggregator module aggregate the traffic
based on the three different aggregation models and the
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rule based analyzer is projecting the detection results as
presented next. We plug a worm-infected machine into the
network testbed. Since the existence of [Pv6 based worm is
still rare, we infect an IPv4 based worm into the machine.
This worm characteristic is known to perform port-
scanning activity to spread. Figure 5 shows an interface
displaying a traffic aggregation information details
pointing to the IP address of the infected machine.
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No.  Date  Time RuleNodeMatch Anomaly Type Description
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1
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1513

Thy, M...
Thu, M...
Thu, M...
Fri, Apr ..
Fri, Apr .,

OL15P..
1515P..
1545P..
925PM
10:25P..

1

HTTP Traffic Flow Anomaly ~ HTTP Traffic Abnormalities Detected. Current HTTP traffc is 12484, while normal HTTP range is 876

HTTP Traffic Flow Anomaly
ARP Treffic Flow Anomaly
ARP Treffic Flow Anomaly
1CMP Traffic Flow Anomaly

HTTP Trafic Abnormalities Detected. Current HTTP traffc i 0, while normal HTTP range is 5652
ARP Flow Anomalies Detected. Current ARP traffic s 2192, while normal ARP range is 73
ARP Flow Anomalies Detected. Current ARP trafic s 745, while normal ARP range is 66

1CMP Flow Anomalies Detected. Current ICMP traffic is 3019, while normal ICMP range is 234

Figure 6: Security Threat Detection Log

In Figure 6, the threat detection logs shows the proposed
two-tier approach manage to achieve a promising level of
detection. The rule that covers the aggregated HTTP
Many-to-One model is fired when we simulate a web
server DDoS attack. Similarly, when we simulate a
reconnaissance attack, the rule that covers the aggregated
ICMP One-to-Many model is fired. In addition, though it is
not part of IPv6 security threat, the current preliminary
results also shows the ability of the proposed two-tier
approach to detect an ARP storm, demonstrated by the
firing of the aggregated ARP One-to-Many model’s rule.

Next we present an early evaluation of our proposed
fuzzy alarms generation scheme. Table 1 shows the alarms
generation statistic during the experiment. There are 50
WA, 10 AA, and 2 CA logged. Particularly, one of the CA
alarm logged is when we continuously simulate a web
server DDoS attack during peak-time period. In terms of
false alarms generation, we count our CA as a false alarm
if there is no attack at all. Since in our current experiment,
all the attacks occurred is simulated attacks, there are no
alarms considered as false alarms. However, further
experiments are already planned to further test the
proposed fuzzy alarms generation scheme from triggering
a false alarms.

Table 1: Alarms Generation Statistic

Warning Attention Critical

50 10 2

Lastly, we experimented our earliest experimental model
of network trend analyzer to predict traffic pattern based
on previously captured historical data. The experiment is
divided into two phases: historical traffic collector phase
and the prediction phase. Figure 7 depicts the output of the
experiment. The left statistical chart shows the network
traffic utilization statistic on one Tuesday afternoon
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whereas the right statistical chart shows the output of the
next one-hour traffic trend analysis prediction using the
particular historical traffic. These simple preliminary
testing shows a promising result on the ability of the triple
exponential smoothing to predict traffic pattern. However,
a more thorough testing is being planned to further
intensify the method evaluation.
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Figure 7: Network Trending based on Historical Data

Conclusion and Future Works

In this paper, we have presented our proposal towards a
combined intelligent detection approach to detect IPv6
security threats. The proposed approach focus on network
traffic flow based attacks. We also reports some promising
preliminary results on experimenting the proposed
combined approach in an IPv6 testbed network with
simulated attacks.

As a work in progress, our proposed combined approach
still needs improvements and intensive testing in many
ways for future works. Firstly, the structure of our fuzzy
alarms generation scheme still can be improved. Secondly,
the proposed two-tier traffic aggregation model also can be
improved by considering more IPv6 packet properties in
the clustering process. Thirdly, our network trend analysis
technique still needs further research and tweaking to
enhance the algorithm’s ability to forecast network traffic
pattern with higher accuracy. And lastly, a more thorough
and extensive testing will be carried out to completely
evaluate the proposed combined approach.
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Abstract

‘We address the collusion problem in a reputation multi-agent
system where agents represent service providers, consumers,
and a controller. A game structure is proposed where play-
ers are supposed rational and seek for maximum payoffs.
The main issue addressed in this paper is how to maintain
a collusion-resistant reputation mechanism. We analyze the
behavior of different players with respect to the strategies
adopted by the opponents. We provide a theoretical and em-
pirical analysis of the game and discuss the pure and mixed
strategy Nash equilibrium along with best response analysis
to identify conditions under which the players adopt truthful
dominant strategies.

Introduction

Game theory has become an efficient method for compu-
tation of solution concepts in multi-agent systems (MAS).
The method is useful to obtain the pure or mixed strategy
Nash equilibrium considering the environment of interact-
ing agents. Active agents interacting in MAS are concerned
about different parameters (application and framework-
dependent (Khosravifar et al. 2010)). One of them is the
public reputation that agents obtain, which reflects their
global status among other agents. Game theory can be used
to maintain an incentive-based collusion-resistant reputation
mechanism. It could be applied to trading systems that in-
volve a number of agents that are selected upon high reputa-
tion.

In multi-agent systems (MASs), establishing reputation
is a must, and in the recent years different approaches to
reputation have been proposed. Reputation is addressed by
aggregating related parameters from different perspectives
(Maximilien and Singh 2002). One important issue is the
agents’ tendency to act maliciously to take advantage of the
system’s vulnerability, which can be done by colluding with
other agents. There have been some efforts addressing collu-
sion resistance in reputation frameworks (Jurca and Faltings
2007; Maximilien and Singh 2002). However, some issues
such as false alarms are yet to be addressed. In many exist-
ing frameworks, the malicious actions and collusion could
be maintained by agents at any time (never end). A missing
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factor in these approaches is convergence towards a truthful
setting. In this paper, the conditions that lead to this conver-
gence are investigated using a game structure.

In this paper, we consider a network of providers and
consumers, which are equipped with mechanisms capable
of maximizing their payoffs. The proposed framework also
contains a controller agent whose responsibility is to make
the system trustful. A consumer agent is a rational service
consumer that initiates requests hoping to obtain an accept-
able quality of service (we assume the existence of a func-
tion calculating the QoS of the received service as a num-
ber between 0 and 1). There is a reputation mechanism that
regulates the process of consumers selecting providers by
ranking them using their reputation. The controller agent de-
noted by C'g objectively maintains a sound reputation mech-
anism by taking the provider and consumer actions under
surveillance. As a matter of fact, the C'g applies some penal-
ties in order to discourage the providers and consumers from
colluding and acting maliciously.

The proposed framework is similar to the previously pro-
posed models in the literature in the sense that the ap-
plication of consumer-provider is already seen (Jurca and
Faltings 2007). The idea of a controller agent investigat-
ing the reputation system is used in (Khosravifar et al.
2009). The proposed framework is distinguished from ex-
isting frameworks, for example (Jurca and Faltings 2007;
Kastidou et al. 2009), in the fact that a continuous game
involving three players (provider, consumer, and controller
agent) is modelled and analyzed. In this framework, the
collusion between providers and consumers is thoroughly
discussed (skipped in similar works) and the role of C'g in
maintaining a sound reputation mechanism is discussed in
details. The results of the proposed framework could be
summarized as follows: (1) by analyzing different situa-
tions, rational agents (providers and consumers) can recog-
nize some restrictions that encourage them to choose the best
response leading to their maximum expected payoffs; and
(2) the game-theoretic analysis enables the reputation mech-
anism designer to compute a detection threshold so that if
reached, the mechanism will be collusion-resistant. These
results are confirmed by the conducted simulations.

The remainder of this paper is organized as follows. In
Section 2, we define some preliminaries of our proposed
framework. We also describe the game settings between



the entities of MAS in the collusion scenario which involves
the provider and consumer agents. In Section 3, we pro-
vide a theoretical analysis of the reputation game (involving
three agents but grouped into two players) and discuss some
results regarding collusion resistant reputation mechanism
based on the environment characteristics. We continue our
discussions on the same direction of the theoretical analy-
sis in the implemented environment and observe the impacts
that environmental characteristics impose on agents’ behav-
iors. Section 4 discusses related work and finally Section 5
concludes the paper.

The Model

This section points out the preliminaries regarding the pro-
posed framework.

Involved Agents

In our proposed model, we consider n consumer agents
u1,...up, (a typical consumer agent is denoted by u), m
provider agents wy, . .., w,, (a typical provider agent is de-
noted by w), and a controller agent C'g. Each consumer
agent v has a budget account in the system from which
his requested services are paid and is equipped with a pur-
chase mechanism that enables him to initiate a service re-
quest from a provider w specifying some buying parame-
ters such as response time and price. Each provider agent w
is characterized by his reputation, which affects his income
in the system since the number of requests he can receive
is reputation-dependant. He is also equipped with a selling
mechanism that enables him to dynamically set up the sell-
ing parameters (response time and price) according to which
a service is offered to the consumer agent u. The controller
Clyg is equipped with a supervision mechanism that enables
him to investigate the truthfulness of the interactions among
the involved agents and has access to the consumers’ ac-
counts and providers’ reputations. Agents v and w are ex-
amples that we use in the rest of the paper. But they are
generalized to a number of consumer and provider agents
that keep interacting with one another during their lifetimes.

Reputation Mechanism

The typical agent u posts a feedback f reflecting the extent
to which the offered service by the provider agent (say w) is
satisfactory. The feedback f belongs to the interval [—1, 1],
where —1,0,+1 respectively represent complete dissatis-
faction, no answer from the provider, and complete satisfac-
tion. The accumulated feedback (posted by different con-
sumers over time) are used to compute the reputation value
of providers. There are a number of frameworks (Maximi-
lien and Singh 2002; Vogiatzis et al. 2010) that address the
reputation assessment problem ranging from simple mean
values to more sophisticated distributions. However, the
way the reputation is computed does not have impacts on our
results. In fact, we are mainly interested in fraud in the feed-
back pool. Since choosing a service from the network of ser-
vices is very selective, provider agents compete to increase
their reputation (which is supposed to bring more requests
from consumers). In our model, the agent C'g is responsible
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for investigating the feedback pool to capture malicious ac-
tions. What me mean by fraud is that a provider agent w can
collude with one or many consumer agents to support him
by posting faked positive feedback, which would increase
w’s reputation.

Consumer-Provider Strategy Profile

The consumer and provider agents follow 2 strategies: being
truthful or malicious. In the truthful strategy, the provider
provides the service and consumer posts the correspond-
ing truthful feedback to the feedback pool. In the mali-
cious strategy, the provider provides incentives (€) to some
consumers to motivate them providing continuous positive
feedback even without receiving a service. Colluding with a
consumer is aimed at increasing self reputation. This leads
to increase provider’s market share and thus obtain higher
income. Other malicious strategies are possible such as de-
creasing competitors’ reputation. However, to make the pa-
per focused, we only consider the first possibility in this pa-
per.

Collusion Scenario

To make the scenario simple but without losing generality,
let us consider only one provider w colluding with one con-
sumer u (the generalization to n consumers is straightfor-
ward). The collusion agreement established between w and
u clarifies the number of fake positive feedback that u is go-
ing to post for w. Associated with the feedback pool is a
window that represents a number, publicly known, of feed-
back that is accumulated in a fixed period of time, for in-
stance an hour or a day. In this scenario, f,, is the percentage
of this window that represents the fake positive feedback the
consumer would post. The consumer would receive a num-
ber of services from the provider. In this case, u is satisfied
with the received services and rationally +1 would be the
corresponding real feedback. But there are extra number of
not responded requests that « is also going to post 41 for
in support of w (these feedback should be 0 and posting 0
would actually decrease the reputation of the provider w).
Consequently, the provider receives f,, percentage increase
on his positive feedback whereas he has only responded a
part of that. Therefore, his reputation increases and thus, the
expected number of requests increases as well (we will use
1) to denote the percentage of this increase). In this case, the
malicious consumer would receive the amount of e as incen-
tive from the provider. This amount (i.e. €) should be less
than the amount gained by the provider (A3, where A,
represents the mean request number in the fixed period of
time relative to the window, and /3 denotes the price charged
by w for offering the service) in the case of adopting the col-
lusion strategy. Therefore, the provider always predicts the
expected income before motivating a consumer to adopt the
collusion.

Controller-Provider/Consumer Connection

The controller agent C'g continuously investigates the feed-
back pool and his detection strategy is based on applying
some dynamically changing thresholds (this aspect is de-
tailed in Section). Associated with the feedback pool is a



fixed size window that C'g considers in his investigation.
The parameter w, represents the percentage of this fixed size
window that C'g is going to analyze. The value w,. would
differ over time and the provider and consumer agents need
to estimate or predict it when deciding about their strategies
of acting truthfully or maliciously. The detection probabil-
ity reflects the controller agent’s accuracy in investigating
the feedback pool. This probability could be increased over
time when C'g applies some learning mechanisms to use in-
formation from past detections in the current investigation.
The accuracy of the controller agent would evolve over time
and reflects the extent to which the controller agent is con-
fident on analyzing the data. This value is by default a high
value which prevents a part of malicious providers to initiate
the malicious action. However, since the detection proce-
dure does not affect the results of this paper, we only focus
on the role of the parameter w.. After deciding to penalize
the collusion, C'g notifies both the provider and consumer
by sending them a report revealing the parameters regarding
the penalty process such as the considered window parame-
ter w,.. and the percentage df. of detected fake feedback (ex-
plained in the following). The rationality behind this infor-
mation revealing is the fact that the rational provider would
learn the progress of the controller agent and that would in-
fluence to some certain extent the tendency of acting mali-
ciously.

Four possibilities can be analyzed:
1. Cg detects the actual collusion and gets +7 as payoff.
This payoff is assumed as incentive to increase self effi-
ciency. The default goal of the controller is to maximize the
efficiency. This value does not bring any benefit for the con-
troller, but in general shows the efficiency of the proposed
framework. Therefore, the 7 payoff type is not compared
with the payoff associated to the provider and consumer
agents. We consider the parameter D, as the accuracy of de-
tection. In analyzing the feedback pool within the window
percentage w., C'g catches a percentage of this w,., denoted

by df., as the fake feedback and the assigned penalty (gz P,
to both the provider and consumer is proportional to the de-
tected fake feedback, where the public parameter P, repre-
sents a maximum penalty assigned by C'g. When it affects
the consumer, the penalty is applied to his budget (money
is taken from his budget account in the system), and when
it affects the provider, the penalty concerns his reputation,
which then affects his income since the number of received
requests will decrease. Moreover, the provider looses some
money since the paid balance regarding the fake reputation
is being reduced. In this case, the report sent to both the
provider and consumer reveals df. and w,.. It is important
to note that the maximum penalty P, cannot be increased
without any condition to avoid high number of false detec-
tions that would cause low efficiency of the framework.

2. Cyg ignores the actual collusion and gets —m as payoff.
This is the worst case because the malicious provider in-
creases his reputation and the malicious consumer receives
the inventive of €. This case, called false positive, decreases
C¢’s accuracy in detection.

3. Cg detects the truthful action as collusion and gets —m
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as payoff. This is also harmful in the sense that the truthful
provider is losing his reputation and the truthful consumer is
losing money because of C'g’s mistake. This is the case of
false negative that negatively affects the C'g’s accuracy.

4. Cg ignores the truthful actions and gets +m as payoff.
Socially speaking, this corresponds to the best situation, and
the objective is to encourage all the players to converge to-
wards such a situation.

Theoretical and Empirical Analysis

In our framework, which we model as a game, 3 players are
involved. The first one is the controller agent C'g, which pe-
nalizes or ignores the actions performed by the opponents
(i.e. provider and consumer agents). Because our objec-
tive is to analyze collusion, we consider providers and con-
sumers as one group since collusion takes place only when
they cooperate. When one of them refuses to collude, the
other has no choice but to play truthfully. In this perspec-
tive, which player initiates the collusion is not important. A
provider can collude with one or many consumers and visa-
versa. To simplify the game without losing generality, we
consider one-to-one relations and the generalization is sim-
ply by summing the different payoffs. Thus we have a game
of 3 players forming 2 groups, each player has his own pay-
off.

There are important details in this game. It is worthy to
note that the stage game is the example of a typical moment
considering three particular players, which is generalized to
arepeated game between all interacting agents. Information
obtained from each stage game is used in the rest of agent’s
involved games. In fact, rational agents consider informa-
tion obtained in their history interactions for their further
decisions. A part of the obtained information is not correct
which the agent is not aware of this fact. The discussion on
the learning mechanism used by the rational agents is out of
scope of this paper and for simplicity, we implement only
the obtained data of the history in the implemented environ-
ment. In this framework, we focus on identifying the opti-
mum status where the collusion is discouraged at best. To
have a better analysis on the payoffs of different players, we
consider the situation where the provider and consumer act
truthfully and the controller agent ignores the reaction as the
ideal case. Therefore, in all the payoffs analysis in the rest
of this section, we consider each payoff as the difference of
the expected outcome of the chosen case with the ideal case.
The expected gain or loss are computed using the variables
that have been obtained in the past reports, such as the feed-
back window parameter w,. and the detected fake feedback
df.. If there is no past report on collusion, we assume the
existence of default values that the provider (who has never
been penalized) would use to analyze the expected payoff of
each case.

If the collusion is detected, the controller agent penal-
izes the malicious provider and consumer, which would
cause dwian)\w [ money loss for the provider and %Pn
money loss for the consumer. Therefore, the payoff of the
provider would be — dfe P, )\, and of the consumer would

w

c

be —i{ <P, for the case where the collusion was actually



made, and —%Pn)\w [ and — ZJ; P,, for the case where the
controller has falsely considered the truth action as collu-
sion. In this case, df. is considered by the provider as the
percentage of falsely detected rightful feedback. These val-
ues are previously reported by the controller agent in the
penalty report. In case the collusion is ignored, the expected
payoft for the provider would be the gained fee over the extra
requests minus the incentive given to the consumer A, %3 —¢€
(recall that A\, ¢, B respectively represent the mean request
sent to w, reputation increase amount as a result of collu-
sion, and service fee charged by the provider). This case
would bring +e¢ for the consumer. Finally the case where
the provider and consumer act truthfully, they both expect 0,
which corresponds to the default case.

Analysis of the Pure Strategy Nash Equilibrium
(PSNE)

Table 1: Payoff Table of 3 Players in 2 Groups.
Group 1 (Cg)

= E Penalize Ignore
£} é +n -
E 8| -(df/w)PMB, -(df/woP, MPy-, €
: E - +71
22| -@wIPAB-@TwP, 0,0
O E

Considering the payoffs shown in Table 1, the group 1 is
C'g and the group 2 is formed by provider w and consumer .
In pure strategy Nash equilibrium, w and w would consider
to collude when the obtained payoff is more than the one ob-
tained in the case of acting truthfully. In the case where Cg
ignores the collusion, obviously this collusion brings more
payoff (A8 — € > 0 for w and € > 0 for u). However, if
Cg penalizes and if the obtained payoff is more in the col-
lusion case, the group 2 would choose the collusion as the
dominant strategy.

Proposition 1 In the repeated game of the stage game de-
scribed above, if the falsely detected rightful feedback df.
(reported by Cgq) is more than the correctly detected fake
feedback df ., the provider and consumer would choose the
collusion as the dominant strategy.

Proof. In this repeated game, the payoffs are the summation
of stage game payoffs, so since

dfe > df. , wawﬂ—oo, Ze>0,

Z df‘P Awf > — f°P Awf and Z df‘P > —d—f‘
both w and u will always choose to collude whatever the
strategy of C'g.

The following corollary is a direct consequence of Propo-
sition 1.

Corollary 1 In the repeated game of the stage game de-
scribed above, if the falsely detected rightful feedback df,
is more than the correctly detected fake feedback df ., penal-
izing the collusion is PSNE.
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Figure 1: Pure Strategy Nash Characteristics.

If df, > df., then the obtained payoffs of the provider
and consumer are both more compared to the case of acting
truthful. This is due to the fact that when the controller agent
is penalizing, the provider and consumer agents loose less
when they choose collusion. Meanwhile when the controller
agent is ignoring the action, these agents tend to collude as
they gain more payoff. To this end, collusion would be the
player 2’s dominant strategy, and thus, penalizing the collu-
sion would be the pure Nash equilibrium. Figure 1 shows
two simulation results confirming Proposition 1 and Corol-
lary 1. The left graph illustrates successful detection (re-
flected by df.) versus failure detection (reflected by df,) of
a controller agent in a network containing 1000 consumer
agents and 200 provider agents. The right graph plots the
number of collusion versus the time (number of runs of the
simulation), which reflects the overall tendency to act mali-
ciously. In this graph, we observe that the number of collu-
sion increases with df. — df.. The objective in this experi-
ment is to capture the best moment when the least collusion
is observed.

In this game, staying in PSNE is, socially speaking, a
harmful situation for all the players. Continuing on PSNE,
both groups would lose their performances. In fact, the
PSNE is achieved due to temporary analysis that players do
aiming to maximize their payoffs without considering prob-
abilities of detection. Therefore, we need to consider the
case where the payoffs of the players in group 2 are subject
to the accuracy of C'g and his detection probability. To ana-
lyze the details of this case, we need to consider the mixed
strategy Nash equilibrium.

Analysis of the Mixed Strategy Nash Equilibrium
(MSNE)

In the mixed strategy, we need to consider two probabil-
ity distributions on the strategy profiles of the two groups
of players (C'g and w & wu). Let p be the probability of
collusion, which is maintained by the provider and con-
sumer. Therefore, 1 — p is the probability of acting truth-
fully. The probability of collusion depends on many factors
in the game. In fact, w and v would consider the C¢’s ac-
curacy of detection, window size, and expected payoffs be-
fore performing any action. Let ¢ be the probability of C'g
penalizing the malicious action and therefore, 1 — ¢ is the
probability of ignoring the action. This probability should



satisfy two properties: (1) it increases with the C'g’s detec-
tion accuracy D., which evolves over time; and (2) it also
increases with the quality of choosing w,, the portion of the
fixed size window that C'g is going to analyze. Equation 1
gives a definition of this probability that satisfies these prop-
erties. In this equation, f,, is the actual percentage of the
fake feedback in the feedback pool. Notice that ¢ € [0, 1]
since 0 < D, |w. — fu| < 1. If the detection is completely
wrong, then |w. — f,,| = 1, and if it is completely correct,
then |w. — fu| = 0, which means Cg is investigating a por-
tion of feedback from the feedback pool where all of them
are fake.

q=Dc(1— |we = ful) (D

We define C'g.pro = (¢, 1— q) as the probability distribu-
tion of the C¢’s strategy profile and wu.pro = (p,1 — p) as
the probability distribution of the strategy profile of group 2
players w and w. In the mixed strategy case, all the players
need to estimate their expected payoffs with respect to their
chosen strategies against the other player’s probability dis-
tribution. Let E,,(C, Cg.pro) (resp. E,,(T, Cg.pro)) be the
expected payoff of the provider choosing to collude (resp. to
act truthfully) against the probability distribution of the con-
troller agent. In the same way we define E,(C,Cg.pro),
E.(T,Cg.pro), Ecy(P,wu.pro) (P for penalizing) and
Ecy(I,wu.pro) (I for ignoring). We obtain the expected
values as follows:

We

Ey(T,Cg.pro) = [— %= P, X 8](q) + [0](1 — q)

We

{ Ew(C7 Cg-pro) = [7 dL Pn/\wﬂ](Q) + [)\wwﬂ - 6](1 - Q)

()

Eu(C,Cgpro) = [~ Pa)(a) + [ (1 - q) 3
Eu(T,Cg.pro) = [—4= P,](q) + [0](1 — q)

{ Ecy(P,wu.pro) = [+al(p) + [-n](1=p)
Ecy(I,wu.pro) = [~7](p) + [+7](1 — p)

Best Response Analysis

All the players in this mixed strategy game aim at maxi-
mizing their payoffs. Therefore, for all their adopted strate-
gies, we need to consider the best responses and discard the
other strategies. For instance, the provider, who is seeking
for maximizing his payoff by choosing a specific strategy,
would discard any strategy in which his expected payoff is
less than any other strategy. Since each player in each stage
game chooses between only two strategies, and since any
of these strategies could be the best response in a particular
situation, we analyze the case where the expected payoffs
are equal. By so doing, we can compute a threshold, which
is used to identify which strategy is dominant. If these ex-
pected payoffs are not equal, that means one strategy would
lead to a higher payoff and therefore, the player would select
that strategy as dominant. In this case, the mixed strategy
probabilities would be (1,0) or (0,1), which is back to the
pure strategy case.

The best response analysis in our mixed strategy game
would enable the provider w and consumer w to obtain a
probability threshold () for their chosen strategy. Once the
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threshold is obtained, w and u would estimate the probabil-
ity of the action to be chosen by Cg, and by comparing this
probability with the threshold, they choose the best strategy
that maximizes their payoffs. In the repeated mixed strat-
egy game, w and u estimate the probability (denoted by ¢,,)
that C'g penalizes their action based on previous detections.
This probability should satisfy the same properties as for
Equation] and is computed in Equation 5. In this Equation,
the accuracy of Cg is public, but the window parameter w.
is considered as the window parameter that is reported to w
and v in the most recent penalty report. The parameter f, is
also known to the provider and consumer. This probability
could be compared against the obtained threshold p by w
and v to maximize their expected payoffs.

quw = De(1 = [we — ful) ®

Theorem 1 In the mixed strategy repeated game, there is
a threshold v such that if ¢, > ., acting truthfully is the
dominant strategy for group 2. Otherwise, colluding is the
dominant strategy.

Proof. We prove that the theorem holds for each stage game,
so the repeated case follows. To find the dominant strategy
for each stage game, we need to consider the case where the
payoffs of the different strategies are the same. We have:

E,(C,Cg.pro) = E,(T,Cg.pro) =
>\w¢5 —€
dfcq;cdfc Pn)‘wﬁ + )\w’lbﬁ —€
E.(C,Cg.pro) = E,(T,Cg.pro) =
€

Ge—Te p, + ¢

quw = = Huw

qu = = Uy

Let i = max(fy, po,). If ¢ > p, then E,,(C, Cg.pro) <
E,(T,Cg.pro) and E,(C,Cg.pro) < E,(T,Cg.pro), so
the first part of the theorem follows, and the second part is
straightforward. [J

The threshold  is as follows:

ey if 26 < A
Ly otherwise

M= maz(l/’/uu l//u) = { (6)
Corollary 2 that follows directly from Theorem 1 gives the
the condition under which the MSNE is obtained.

Corollary 2 If the estimated probability of penalizing q,,
exceeds the obtained threshold i, then acting truthfully by
w and u and being ignored by Cg is a MSNE.

Proof. By exceeding this threshold, the provider and consumer
would choose to act truthful as their dominant strategies. There-
fore, the controller agent would find better payoff by ignoring this
action.

Theorem 2 A collusion-resistant reputation mechanism is
achieved when the controller agent maximizes the value of
dfc—dfe

We
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Figure 2: Mixed Strategy Nash Characteristics where in column (a) w, = 20%, in column (b) w. = 40%, in column (c)

w, = 60%, and in column (d) w, = 80%.

Proof. From Theorem 1, we deduce that since ¢,, € [0, 1],
if 4 > 1, then collusion would be the dominant strategy
for the provider and consumer. From Equation 6 and the
proof of Theorem 1, & > 1 occurs when df. > df.. There-
fore, to have a collusion-resistant mechanism, C'g would aim
at minimizing the threshold ;. used by the opponents since
the estimated probability of penalizing is compared to this
threshold. According to Equation 6, to minimize 4 in both
cases, C'g has to maximize the value at the denominator

(df‘ﬁu%fiﬂPn) as all the other factors are out of C'g’s control.
o

In the repeated game, C'g has to consider the best window
factor w,. that corresponds to the fake feedback submitted to
the feedback pool. The value of w, could be learned by C'g
over time (while the detection accuracy D, also increases
over time). However, finding the the best w, is not guar-
anteed since there is always a risk of different fake feedback
percentage maintained by the provider and consumer as a re-
sult of collusion agreement. Therefore, there is always a risk
of false negative in penalizing the provider and consumer.

This reflects the fact that the accuracy of the controller
agent in penalizing the collusion has a crucial impact on
the analysis that provider and the consumer maintain to
adopt their strategies. If the window parameter w,. is chosen
with respect to some learning mechanism that maximizes

%PM the repeated game would obtain the truthful ac-

tion followed by ignore of the controller agent as a situation
that leads to a collusion-resistant reputation mechanism.

Empirical Observations

The learning process of the parameter w. is skipped in this
paper; however, we have analyzed the impact imposed by
changing this variable in our empirical analysis. We have
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implemented an environment holding the explained charac-
teristics of the rational agents. We ran a simulation con-
sisting of 100 runs, which reflect 100 (simulated) days. We
linked the fixed window value to the total feedback accu-
mulated in each run. Therefore, the parameters w,, f,, and
df. are all percentages of this fixed window. We ran the
simulation with 4 different mean window parameters w. (in
columns a, b, ¢, and d of Figure 2) and observed 4 differ-
ent results: (1) the controller agent’s probability of detec-
tion evolution; (2) the provider and consumer agents’ prob-
ability of collusion evolving over simulation runs; (3) the
controller agent’s accuracy of detection; and (4) the number
of successful collusion that leads to positive payoff for the
colluding agents.

As shown in Figure 2, 4 different mean window parame-
ters w,. reflect different results. Overall, in these simulations,
we obtain better results when the mean w,. (as the percentage
of the public window) is equal to 40% and 60%. The proba-
bility of detection evolves better in these cases compared to
the ones where the mean w, is equal to 20% or 80%. The
reason behind this is the fact that C'g would generate more
false positives, which means penalizing the truthful action
by mistakes when the mean w, is equal to 20% and more
false negatives, which means ignoring the collusion by mis-
take since the window of investigation is considered too gen-
eral when it is equal to 80%. To this end, there would be less
number of successful detections that C'g can use in his fur-
ther investigations. The probability of collusion p is decreas-
ing in all the simulations with slightly different slopes. It is
obvious that the collusion would never get to 0 as there are
always risks of obtaining payoffs by colluding. This risk is
totally related to the accuracy of the controller agent together
with the probability of penalizing ¢,,. C'g’s accuracy in de-
tection is also improved over runs as the histories of previ-



ous detections are used in his further investigation process.
However, the investigation procedure is linked to the win-
dow parameter that the controller considers and thus, only
the reports would not enable the controller agent to detect
all the collusion. Number of successful collusion is also de-
creasing in all the simulations, but with different slopes. The
successful collusion is considered as the one that is ignored
by the controller agent.

Related Work

We consider two groups of frameworks related to our pro-
posed model. The first group is about approaches that have
been proposed for reputation assessment in MAS. Maximi-
lien and Singh (2002) provided a complete overview regard-
ing the parameters required to evaluate an agent’s reputa-
tion. Vogiatzis et al. (2010) proposed a probabilistic model
for computing the trust and reputation of rational agents in
MAS. They proposed a set of assumptions that enable recog-
nizing the agents that change their behavior to estimate their
rates of change. Recently, Chapman et al. (2011) developed
a unified analytical framework for distributed agents investi-
gating the best response with respect to sequential optimiza-
tion problems, which consist of state evaluation, decision
rule, and adjustment schedule procedures. Doing so, agents
analyze the best response, which leads to their maximum
payoff.

The second group are approaches proposed to develop
sound reputation mechanisms, where entities are encour-
aged to act truthfully (Jurca et al. 2007; Khosravifar et al.
2010; Kastidou et al. 2009). Khosravifar et al. (2010) de-
veloped a game-theoretic approach categorized in one-shot
and repeated games to emphasize the learning mechanism
used by the agents, which leads them favor truth telling.
Kastidou et al. (2009) developed a framework representing
safe information exchange regarding reputation assessment
and agents are motivated to honestly report reputation infor-
mation. All these approaches aim at maintaining a sound
reputation mechanism according to aggregation frameworks
similar to the ones proposed in the first group. However,
these frameworks consider scenarios where only a part of
the network (either the provider or consumer) play impor-
tant role, which reflect partial collusion, i.e. only between
agents of the same type. We believe that in dynamic MAS,
a sound reputation system should consider the benefits of all
the players.

The closest model to our work is the collusion-resistant
reputation mechanism proposed in (Jurca and Faltings 2007)
in which the authors investigate incentive-compatible pay-
ment mechanisms. Malicious agents’ behaviors are ana-
lyzed in different scenarios to maintain an automated mech-
anism design that yields the best reputation assessment in
the environment. The proposed mechanism is limited in the
sense that it is based on a linear optimization setting that
do not perform well in specific situations like when false
alarms are generated through the reputation mechanism. In
general, the reputation mechanism is assumed to function
correctly, which makes lying a Nash equilibrium at some
point. In our paper, we investigate the collusion and address
the collusion-resistant setting under the assumption that the
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controller agent is also making mistakes. This overall en-
courages the provider and consumer agents to analyze the
characteristics of the controller through the collusion reports
sent to them.

Conclusion

The contribution of this paper is the proposition of a
collusion-resistant reputation mechanism applicable to multi
agent settings. The reputation mechanism is supervised by a
controller agent that reveals the reputation value of provider
agents to the consumers. The proposed approach investi-
gates the settings under which the truth action is the Nash
equilibrium. In the game-theoretic analysis, rational agents
compute their expected payoff and according to the available
information from past events in the game, they decide about
their further actions. The objective of the controller agent
is to update the settings such that the truth action yields the
maximum gain for the provider and consumer agents. Our
model is distinguished from related work in the sense that a
game-theoretic (followed by empirical) analysis considering
all the agents that are involved in the reputation mechanism
is provided together with its aggregation process. Moreover,
false alarms generated by the controller agent are also con-
sidered by the providers and consumers in their strategies
and being investigated in experiments.

Our plan for future work is to integrate optimization tech-
niques to our game and investigate in details the best value
for w., which potentially impacts the expected payoffs com-
puted by the provider and consumer agents. We also need
to analyze in depth the scenario where some providers can
collude to destroy the reputation of others by causing false
alarms generated by the controller.
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Abstract

Alert correlation is a crucial problem for monitoring and
securing computer networks. It consists in analyzing the
alerts triggered by intrusion detection systems (IDSs)
and other security related tools in order to detect com-
plex attack plans, discover false alerts, etc. The huge
amounts of alerts raised continuously by IDSs and the
impossibility for security operators to efficiently ana-
lyze them requires tools for eliminating false and re-
dundant alerts on the one hand and prioritize them ac-
cording the detected activities’ dangerousness and pref-
erences of the analysts on the other hand. In this pa-
per, we describe an architecture that combines Al-based
approaches for representing and reasoning with secu-
rity operators’ knowledge and preferences. Moreover,
this architecture allows to combines experts’ knowl-
edge with machine learning and classifier based tools.
This prototype collects the alerts raised by security re-
lated tools and analyzes them automatically. We first
propose formalisms for representing both background
and contextual knowledge on the monitored network,
known attacks and vulnerabilities. We then propose an-
other logic-based formalism for representing and rea-
soning with operators’ preferences regarding the events
and alerts they want analyze in priority. We after that
propose probabilistic models for detecting and predict-
ing attack plans and severe attacks. Finally, we provide
further discussions and future work directions.

Introduction

Computer security continuously faces new problems and
challenges as information systems become more networked
and technologies are changing and increasingly complex,
open and dynamic. There are two kinds of solutions that
are currently deployed in order to ensure the integrity,
confidentiality or availability of computer and network re-
sources/services: preventive solutions (such as firewalls and
access control systems) aiming at preventing malicious users
from performing unauthorized actions and detective solu-
tions such as intrusion detection systems (IDSs) whose ob-
jective is detecting any malicious action targeting the in-
formation system resources and services (Axelsson 2000).

Copyright (©) 2011, Association for the Advancement of Artificial
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IDSs act as burglar alarms and they are either signature-
based (Roesch 1999) or anomaly-based (Patcha and Park
2007) or a combination of both the approaches.

Computer security practitioners often deploy multiple se-
curity products and solutions in order to increase the de-
tection rates by exploiting their mutual complementarities.
For instance, signature-based IDSs are often combined with
anomaly-based ones in order to detect both known and novel
attacks and anomalies. It is important to note that all existing
anomaly-based approaches have a major drawback consist-
ing in very high false alarm rates. These systems build pro-
files and models of legitimate activities and detect attacks by
computing the deviations of the analyzed activities from nor-
mal activity profiles. In the literature, most anomaly-based
IDSs are novelty or outlier approaches (Patcha and Park
2007)(Smith et al. 2008) adapted for the intrusion detection
problem. Moreover, all modern IDSs (even the de facto stan-
dard network IDS Snort') are well-known to trigger large
amounts of alerts most of which are redundant and false
ones. This problem is due to several reasons such as bad pa-
rameter settings and inappropriate IDS tuning, etc. (Tjhai et
al. 2008). As a consequence, huge amounts of alerts are daily
reported making the task of the security administrators time-
consuming and inefficient. In order to cope with such quan-
tities of alerts, alert correlation approaches are used (Debar
and Wespi 2001)(Cuppens and Miege 2002).

Alert correlation is the task of analyzing the alerts triggered
by one or multiple IDSs in order to provide a synthetic and
high-level view of the interesting malicious events targeting
the information system. Alert correlation approaches aim ei-
ther at reducing the number of triggered alerts by eliminat-
ing redundant and irrelevant ones (Debar and Wespi 2001)
or detecting multi-step attacks (Ning, Cui, and Reeves 2002)
where the different alerts may correspond to the execution of
an attack plan consisting in several steps.

Most alert correlation approaches address only some spe-
cific issues such as aggregating similar alerts, detecting at-
tack scenarios, etc. Regarding the used approaches, most
are statistically based and do not combine heterogeneous
approaches and formalisms. In this paper, we propose an
alert correlation prototype that addresses several alert cor-
relation issues and combines different Al-based approaches.

lwww.snort. org



More precisely, this prototype can be used to (i) discard
false alerts, (ii) prioritize alerts, (iii) detect attack scenarios,
(iv) predict severe attacks and (v) handle the IDSs reliabil-
ity when reasoning about the alerts. Our prototype combines
logic-based formalisms and probabilistic ones to help secu-
rity operators. The prototype and contributions we synthe-
size in this paper are done in the framework of a French re-
search project named PLACID 2. We provide brief descrip-
tions of our key contributions in this project and give refer-
ences to published works detailing each issue.

Alert correlation: Approaches and challenges

In this section, we briefly review existing approaches in the
alert correlation field then present the two main challenges
related to this problem and for which we propose a solution.
The input data for alert correlation tools is gathered from
various sources such as IDSs, firewalls, Web server logs, etc.
Correlating alerts reported by multiple analyzers and sources
has several advantages such as exploiting the complemen-
tarities of multiple analyzers. The main objectives of alert
correlation are:

1. Alert reduction and Redundant alerts elimination: The
objective of alert correlation here is to eliminate redun-
dant alerts by aggregating or fusing similar alerts (Debar
and Wespi 2001). In fact, IDSs often trigger large amounts
of redundant alerts due to the multiplicity of IDSs and the
repetitiveness of some malicious events such scans, flood-
ings, etc.

2. Multi-step attack detection: Most IDSs report only ele-
mentary malicious events while several attacks perform
through multiple steps where each step can be reported by
an alert. Detecting multi-step attacks requires analyzing
the relationships and connections between several alerts
(Bin and Ghorbani 2006)(Ning, Cui, and Reeves 2002).

In the literature, alert correlation approaches are often
grouped into similarity-based approaches (Debar and Wespi
2001), predefined attack scenarios (Ning, Cui, and Reeves
2002), pre and post-conditions of individual attacks (Cup-
pens and Miege 2002) and statistical approaches (Valdes and
Skinner 2001)(Julisch and Dacier 2002).

In most similarity-based approaches, the objective consists
in reducing the large volumes of alerts generated by the an-
alyzers by aggregating similar ones on the basis of their fea-
tures (victim/attacker IP addresses, etc.). Examples of such
approaches can be found in (Debar and Wespi 2001)(Valdes
and Skinner 2001)(Dain and Cunningham 2001).
Approaches based on pre/post-conditions aim at detecting
whether an attack plan (also called attack scenario) is in
progress. An attack plan designates a complex multi-step
attack consisting in several malicious actions. It often con-
sists in a set of actions executed in a predefined sequence.
Hence, in order to detect attack plans, there is a need to
first detect the individual actions and correlate them in or-
der to find which attack plan is ongoing. Pre/post-condition
approaches encode attack plans by specifying for each ac-
tion its pre-conditions (the actions/conditions that must ex-

http://placid.insa-rouen.fr/
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ecuted/fulfilled before executing the current one) and post-
conditions (corresponding generally to the consequences of
an action). In (Al-Mamory and Zhang 2009), the authors
propose a grammar-based approach to encode attack plans.
In (Ning, Cui, and Reeves 2002), the authors propose a
logic-based approach for attack scenario detection while it
is a graph representation-based approach that is used in
(Lingyu, Anyi, and Sushil 2006). It is important to note
that most works on multi-step attack detection heavily rely
on expert’s knowledge. For instance, the model proposed in
(Cuppens and Miege 2002) requires identifying for each el-
ementary attack, the preceding attacks and its consequences.
In (Ilgun, Kemmerer, and Porras 1995), the authors propose
an approach based on state transition analysis where the
knowledge on existing multi-step attacks is encoded using
a dedicated language STATL.

Several works propose statistical and data mining techniques
for the alert correlation problem. The advantage of these
techniques is their ability to exploit large data volumes and
they do not require lot of expert knowledge. For instance,
in (Dain and Cunningham 2001) the authors apply cluster-
ing and data mining approaches to discover attack clusters
which are then aggregated.

One of the most important issues in alert correlation that
has not received much attention is the one of alert priori-
tization. Among the huge amounts of triggered alerts, se-
curity administrators must select a subset of alerts accord-
ing to their dangerousness and the current contexts. Alert
filtering/prioritization aims at presenting to the administra-
tors only the alerts they want to analyze. The other problem
which has not been appropriately addressed is the one of
handling IDSs’ reliability given that these tools often trigger
false alerts, issue imprecise information, etc. The prototype
described in this paper addresses these issues.

Several works highlighted the need to combine differ-
ent approaches and tools to deal with alert correlation is-
sues. Among these works, the ones of (Goldman and Harp
2009)(Goldman et al. 2001) are similar to ours in the sense
that they combine probabilistic network-based approaches
with some background knowledge (security policy, event
dictionary, etc.) encoded within an intrusion reference model
(using an ontology). However, in these works the authors
deal essentially with data reduction (by fusing the reports
raised by IDSs) and plausibility assessment. They search for
relevant and plausible events and do not consider the issue
of event sorting and filtering according the security operators
preferences. Moreover, their works do not deal with severe
attack prediction. In (Li and Tian 2010), the authors also
propose a multi-agent alert correlation architecture using an
ontology to encode the background knowledge but do not
deal with alert prioritization and predicting severe attacks.

Model overview

The objective targeted in our works is to build a complete
alert correlation system capable to

e collect and reason with data issued by several sources and
analyzers (IDSs, firewalls, etc.),

e encode and reason with expert knowledge and prefer-



ences,

e build models for detection and prediction purposes capa-
ble of handling the uncertainty regarding the observations
and analyzers’ reliability.

Our model is based on two principal modules that interact
through querying interfaces. Each module is equipped with
a preprocessing tool and reasoning engines to answer the
users’ queries or the others engines’ ones. As shown in Fig-
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Figure 1: Building blocks of our alert correlation system

ure 1 , the data collected from IDSs and other security re-
lated sources is first normalized and preprocessed in order to
be used by our reasoning engines. Once the data is prepro-
cessed, it is used by the knowledge and preferences engine
for detecting for instance false alerts. The same data is also
used by the second module to detect complex attacks and
severe ones. The output of the reasoning engines are a set of
prioritized alerts: those that are directly raised by the IDSs
or those corresponding to the malicious events (for instance
attack plans) that are detected by the probabilistic-based rea-
soner. The outputs are sorted according the security opera-
tors’ preferences.

Knowledge and preferences module

This module aims to allow the security operators to repre-
sent their knowledge and preferences. The first sub-module
contains the domain knowledge about the alerts, existing at-
tacks, vulnerabilities, sensors and analyzers, victims and at-
tackers. The second one aims to represent the security oper-
ators’ preferences in order to give for instance more priority
to the ones considered by the operators as the most danger-
ous. This module uses logic-based formalisms for represent-
ing and reasoning with the security operators’ information.

Detection and prediction module

The detection and prediction module consists of probabilis-
tic graphical models used to detect complex attacks or attack
plans, predict severe attacks and handle the IDSs’ reliability.
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More precisely, this module uses causal Bayesian networks
(Jensen and Nielsen 2007) and Bayesian network classifiers
(Friedman et al. 1997) to achieve the detection and predic-
tion of attack plans and severe attacks respectively. Bayesian
networks are efficient tools for representing and reasoning
with uncertain information. In particular, they allow an easy
and compact representation of uncertain information, they
can be automatically learnt from empirical data and they are
very efficient in prediction tasks such as classification.

The data analyzed by our model consists in the raw alerts
raised by IDSs and other security monitoring tools. This
data is collected in the IDMEF® format. An example of a
preprocessing task is the one of transforming IDMEF alerts
into presence/absence data in order to detect complex at-
tacks. As it is shown in Figure 1, the two modules compos-
ing our architecture are designed to communicate in order to
exchange relevant information regarding the tasks they per-
form. For instance, the attack plan detection model would
need to know whether the detected attack presents a dan-
ger in case where the victim machine is actually vulnera-
ble to the detected attack. This information can be obtained
by querying the knowledge on the attacks and vulnerabili-
ties represented in the knowledge and preferences module.
In the following three sections, we provide descriptions on
the formalisms and reasoners involved in our alert correla-
tion system.

Representing background and contextual
knowledge

The relevant knowledge for our alert correlation tasks is
of two kinds : Knowledge on the monitored network and
knowledge on attacks and vulnerabilities.

Knowledge on the network : This knowledge is needed in
order to capture the architecture of the network and its soft-
ware and hardware configuration. For instance, we build a
corpus of the core concepts (machine, software, operating
system, sub-network, IDS, etc.) and represent the configura-
tion and topology of the network using this vocabulary.
Knowledge on attacks and vulnerabilities : Similarly to the
knowledge on the network, we first define a corpus of core
concepts to represent attacks, vulnerabilities, sources, etc.
then encode known attacks and vulnerabilities.

The formalisms we relied on here are based on IDDL, an
Intrusion Detection Description Language we especially de-
veloped for alert correlation purposes. The choice of de-
scription logics (DL) is motivated by the need to develop an
intrusion detection description language that can provide se-
curity components with a formal framework to characterize
their observations, share their knowledge with third-party
components and reason about complementary evidence in-
formation. Moreover, IDDL can be supported by the existing
DL-based reasoning engines.

IDDL - Intrusion Detection Description Language
The definition of a shared vocabulary to describe the differ-
ent information is of a major importance for our alert corre-

SIDMEEF stands for the Intrusion Detection Message Exchange
Format. http://www.ietf.org/rfc/rfcd765.txt



lation application. This information is structured, often rep-
resented using the XML standard. For instance, this is the
case of alerts reported in IDMEF format as well as vulnera-
bilities in OVAL (Open Vulnerability and Assessment Lan-
guage). However, XML is limited to a syntactic representa-
tion. Given that this representation is devoid of semantics,
we propose to use a fragment of first order logic, namely
Description Logics (DL for short), to represent contextual
information in intrusion detection. In fact, DLs are conve-
nient to represent structured information. Moreover, they are
decidable in the sense that reasoning can be achieved in a
finite time. Moreover, a number of sophisticated DL-based
reasoners have been developed like FAACT++* and Pellet®.
DLs have been used in many applications like Semantic Web
where they constitute the formal basis for a number of on-
tology languages like OWL. A DL knowledge base includes
two components:

e A TBox (terminological part) introducing the terminol-
ogy, i.e., the vocabulary of the domain of the application
at hand and

e an ABox (assertional part) containing assertions with re-
spect to instances in terms of this vocabulary.

The vocabulary is a set of concepts, which denotes sets of in-
dividuals, and roles which refer to binary relations between
instances. Using DLs, our alert correlation system can eas-
ily share contextual information with the other modules to
monitor and predict some severe attacks for instance. Here,
the knowledge base encoded in DLs is queried through the
communication interface to provide inputs to the detection
and prediction module. This information is more appropri-
ate than directly using raw alerts provided by IDSs. For
instance, using our DLs representation, some conflicts be-
tween analyzers can be avoided and the volume of alerts re-
duced. Let us now give some examples of relevant knowl-
edge represented in IDDL.

1. IDMEF alerts in IDDL: In order to reason about
the reported alerts, we need to represent them in
IDDL. An alert in IDMEF consists in a set of at-
tributes such as Identi fier, CreateTime, DetectTime,
AnalyserTime, Analyser, Source, Target, etc. In or-
der to represent IDMEEF alerts in IDDL, we built a TBox
containing definition axioms as well as inclusion axioms.
For instance, the concept of an alert is encoded as follows:
AlertCVmessageld.String M = 1 messageld M
hasCreateTime.Time M= 1 hasCreateTime I
hasDetectTime.Time M< 1 hasDetectTime M
hasAnalyserTime.Time M< 1 hasAnalyserTime
hasAnalyser.Analyser M= 1 hasAnalyser M
hasSource.Source M
hasTarget.Target Il
hasClassification.Classification M = 1 hasClassification M
hasAssessement.Assessment 1< 1 hasAssessment [
hasAdditionalData.AdditionalData

Such an axiom means that an alert admits a unique identi-
fier which is a string, a unique field DetectTime of time

‘http://www.cs.man.ac.uk/~horrocks/FaCT/
Shttp://clarkparsia.com/pellet
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type, a unique field Createlime of time type, etc. More-
over, with an alert, we can associate a source (resp. target)
or many. Besides, an alert has a unique classification, at
most a field assessment and a field additional data.

. Topology in IDDL: The topology of the network is needed

for example to know whether an IDS is capable to detect a
given alert. It denotes the nodes as well as their intercon-
nexions. In the M4D4 model, each network is identified
by a unique network address. This information is encoded
in IDDL as follows:

Network CVnetaddress.StringM=1 netaddress

A node denotes any computer connected to the network
and it belongs to a network.

Node CV nodeaddress.String[= 1 nodeaddress/
VhasNodeNet.Network

As for gateways, they are particular nodes interconnect-
ing networks. Hence, a gateway belongs to more than one
network.

GatewayC_Nodel>1 hasNodeNet.Nodel

—GatewayC= 1 hasNodeNet

. Computer configuration in IDDL: We provide here

examples for encoding some core concepts in our
IDDL language: Software, Node, Process and Service.
According to the M4D4 model °, a software product
is characterized by a unique name, a unique version, a
unique type and a unique architecture. In IDDL, this
corresponds to the following So ftware concept:
SoftwareC

softwareName.StringM= 1 softwareNamel
softwareVersion.Stringl = 1 softwareVersionrl
VsoftwareType.StringM= 1 softwareTypell
VsoftwareArchitecture.StringlM= 1 softwareArchitecture

The concept “process” consisting in a software executed
by a user is encoded by:
ProcessCVhasSoftware.SoftwareN= 1
VhasUser.User 1= 1 hasUser

hasProduct

Similarly, the concept “’service” is defined as a process
listening on one port:

ServiceC_VhasProcess.Process/= 1
hasProcessVport.Integer = 1 port

. Vulnerabilities in IDDL: Vulnerabilities are failures and

weaknesses in a system that can be used to achieve ma-
licious actions. A vulnerability is often characterized by
its severity (dangerousness), the access level needed to
exploit it, its potential consequences and its publication
date. This is encoded as follows:

VulnerabilityC Vseverity.{high, medium, low}
Vrequires.{remote, local, user} 1
Vlosstype.{confidentiality, integrity,
availibality, privilege escalation} M
Vpublished.Date

®M4D4 is a first order logic-based data model used in com-
puter security to query and assert information about security related
events and incidents and the actual context where they happen (Mé
et al. 2008).



In the M4D4 model, a vulnerability is related to a list of
products (software). The properties of vulnerabilities can
be extracted from several online databases (such as NVD,
OSVDB and OVAL).

More details on representing security operators’ knowledge
can be found in (Yahi, Benferhat, and Kenaza 2010) and in
technical reports of the PLACID project. We implemented
our IDDL engine using the Pellet’ reasoner. In the following
section, we present the way we represent and reason with
security operators’ preferences.

Representing security operators’ preferences

Representing and reasoning with security operators’ pref-
erences is a key issue for designing efficient alert correla-
tion systems. Our system relies on extensions of Qualita-
tive Choice Logic (QCL) (Brewka, Benferhat, and Le Berre
2004) to deal with this issue. Our objective here is to develop
logics that can

e Represent all the alerts with their attributes.

e Extract and encode the knowledge and preferences of the
security operators.

e Classify and sort the alerts according to the knowledge
and the preferences of the security operators.

e Select only the preferred alerts (which satisfy the knowl-
edge and operator preferences).

Qualitative Choice Logic and its extensions

Qualitative Choice Logic (QCL for short) (Brewka, Benfer-
hat, and Le Berre 2004) is an efficient formalism for rep-
resenting and reasoning with ’basic’ preferences. This logic
presents however some limitations when dealing with com-
plex preferences that, for instance, involve negated prefer-
ences.

QCL is an extension of propositional logic. The non-
standard part of QCL logic is a new logical connective X,
called Ordered disjunction, which is fully embedded in the
logical language. Intuitively, if A and B are propositional
formulas then A X B means: ”if possible A, but if A is im-
possible then at least B”. As a consequence, QCL logic can
be very useful to represent preferences for that framework.
In QCL, when a negation is used on a QCL formula with
ordered disjunctions, that negated QCL formula is logically
equivalent to a propositional formula obtained by replacing
the ordered disjunction (X) by the propositional disjunction.
We proposed in the framework of PLACID project new log-
ics that correctly address QCL’s limitations (Benferhat and
Sedki 2008b) . These extensions are particularly appropriate
for handling prioritized preferences, which are very useful
for aggregating preferences of users having different prior-
ity levels. We proposed in (Benferhat and Sedki 2008b) a
new logic called PQCL (Prioritized QCL) where the nega-
tion, conjunction and disjunction departs from the ones used
in standard QCL. However, it is based on the same QCL
language. This logic is dedicated for handling prioritized

"http://clarkparsia.com/pellet

preferences and its inference relation correctly deals with
negated preferences. In many applications, agent’s prefer-
ences do not have the same level of importance. For instance,
an agent who provides the two preferences : I prefer Air-
France to KLM”, and 1 prefer a windows seat to a corri-
dor seat, may consider that the first preference statement is
more important that the second preference statement. Our
logic can manage such prioritized preferences using priori-
tized conjunction and disjunction.

The second logic we proposed to represent security opera-
tors preferences is QC L+ (for Positive QCL). This latter is
appropriate for handling positive preferences. QCL+ shares
many characteristics with PQCL where the semantics of any
formula is based on the degree of satisfaction of a formula
in a particular model I. Negation in QCL+ is the same as the
one of PQCL, hence in QCL+ a double negation of a given
formula should recover the original formula.

Let us now show how can our logics help representing a se-
curity operator’s preferences. He can express his preferences
in terms of (i) what he wants to first analyze and (ii) what he
would like to ignore. This will be represented with a set of
PQCL/QCL+ formulas 7. The preference base T contains
the set of universally quantified formulas which represents
the preferences of the network administrator. For instance,
let ¢ be a universally quantified formula ¢:

Va,Vy, IDS(x, Snort)AClass(xz, Probe)ANIDS(y, Prelude)A
Class(y, DOS)—s Present-alert(z) X Present-alert(y).
Intuitively, this formula means that if an alert = is provided
by the IDS Snort and concerns a Probe attack, and if an alert
y is provided by the IDS Prelude and concerns an DOS at-
tack, then the administrator prefers first to analyze the alert
z, then the alert y. The following is an example of a prefer-
ence denoting an alert the administrator wants to ignore:
Va, Protocole(x, [C M P)——Present-alert(x).

This formula (a sort of integrity constraint) indicates that he
wants to ignore the alerts relative to ICMP protocol.

One can have more details on our QCL-based logics for han-
dling security opetators’ preferences and their application
in the alert correlation field in (Benferhat and Sedki 2008b)
(Benferhat and Sedki 2010) (Benferhat and Sedki 2008a).

Probabilistic models for alert correlation

This section presents models based on probabilistic graphi-
cal models used for (i) detecting attack plans, (ii) predicting
severe attacks and (iii) handling IDSs’ reliability. Let us first
recall some basic notions on probabilistic graphical models.

Bayesian networks

Bayesian networks are powerful graphical models for mod-
elling and reasoning with uncertain and complex informa-
tion (Jensen and Nielsen 2007). They are specified by:

i) A graphical component consisting in a DAG (Directed
Acyclic Graph) allowing an easy representation of the do-
main knowledge in the form of an influence network (ver-
tices represent events while edges represent dependence
relations between these events), and

ii) A probabilistic component allowing to quantify the uncer-
tainty relative to the relationships between domain vari-



ables using conditional probability tables (CPTs).

Bayesian networks are used for different types of inference
such as the maximum a posteriori (MAP), most plausible ex-
planation (MPE), etc. As for applications, they are used as
expert systems for diagnosis, simulation, classification, etc.
In our system, we use them essentially as classifiers (sys-
tems which predict the class label of an item).

Supervised classification consists in predicting the value of
a non observable variable given the values of observed vari-
ables. Namely, given observed variables A1,..,A,, describing
the objects to classify, it is required to predict the right value
of the class variable C' among a predefined set of class in-
stances. Bayesian network-based classification is a particu-
lar kind of probabilistic inference ensured by computing the
greatest a posteriori probability of the class variable given
the instance to classify. In order to use probabilistic graphi-
cal models for analyzing raw IDMEF alerts, these latter are
formatted in order to structure them and eliminate the redun-
dant and irrelevant alerts.

Raw IDMEF alerts preprocessing

In order to eliminate the redundant alerts (for instance, alerts
with same identifier and targeting the same victim by the
same attacker), raw alerts Alerty, Alerts,.., Alert) gener-
ated by IDSs are summarized in alert windows where the
occurrences of each alert Alert; is associated with a vari-
able A; whose domain is {0, 1} where the value 0 means
that the alert Alert; was not observed in the analyzed se-
quence while value 1 denotes the fact that the alerts Alert;
have been reported. As it is shown in Figure 2, raw alert

12 2009 12 18\ 18 807 Raw data
[ o | 1+ | o | .. | 1 |. CSV data
1 12 13 18

Figure 2: Example of formatting raw alert sequences into
presence/absence data

sequences are formatted into CSV® data where several oc-
currences of a given alert is denoted by the value 1. For in-
stance, the alert with identifier 12 has been triggered twice
in this example but in the formatted data, we have only once
the value 1 corresponding to this alert and denoting that the
alert 12 has been observed. As for the alert whose identi-
fier is 11, its value is O since it has not been reported in this
example. Hence, even if during an alert sequence, an alert
Alert; has been reported several times, this information will
be represented with one variable A;. In the redundant alert
elimination step, we eliminate the redundant alerts by substi-
tuting several occurrences of the same alert by a single vari-
able value. However, for predicting severe attacks and de-
tecting attack scenarios, there is not need to use every alert.
In our application, feature selection can help us to eliminate

8Comma separated values
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the irrelevant alerts. We developed a preprocessing tool for
IDMEEF alerts into CSV data and built a preprocessed and
labelled benchmark.

Detecting attack plans using causal networks

In our model for detecting attack plans, this problem is con-
sidered as a classification problem. Here, the domain of the
class variable contains all the monitored events plus the in-
stance “normal’ that corresponds to the absence of all mon-
itored events. We use causal® naive Bayes networks to en-
code the influence of each action A; on the set of monitored
events S by computing conditional probability distributions
from the reported alerts. Once probability distributions on
different nodes of the naive Bayes network are updated, this
model can be used to predict whether an event from E may
occur or not, according to a partial or complete observa-
tion of S. E will represent the class variable of naive Bayes
network and S represent attribute or observation variables.
Given a monitored event e;, we can distinguish three kinds
of action a;:

- Actions with negative influence on e; which decrease the
probability that e; may occur: P(e;|a;)<P(e;).

- Actions with positive influence on e; which increase the
probability that e; may occur without exceeding a given
threshold: P(e;|a;)>P(e;) and P(e;|a;)<threshold.

- Actions with critical influence on e; which indi-
cate that e; is strongly expected: P(e;|a;)>P(e;) and
P(ei|aj)>threshold.

In (Benferhat, Kenaza, and Mokhtari 2008)(Kenaza, Tabia,
and Benferhat 2010), we provide several case studies and
experimental evaluations showing high detection rates of at-
tacks scenarios on different benchmarks.

Severe attack prediction as a classification problem

Severe attack'” prediction consists in analyzing sequences
of alerts or audit events in order to predict future severe at-
tacks. In this paper, severe attack prediction is modelled as
a classification problem where the variables are defined as
follows:

1. Predictors (attribute variables): The set of predictors
(observed variables) is composed of the set of relevant
alerts for predicting the severe attacks. Namely, with each
relevant alert variable A; reports the presence/absence of
alert Alert; in the analyzed sequence.

2. Class variable: The class variable C' represents the se-

vere attacks variable whose domain involves all the severe
attacks Attacks,.., Attack,, to predict and another class
instance NoSevereAttack representing alert sequences
that are not followed by severe attacks.

Once this model is built on a preprocessed and labelled data,
it can analyze in real-time alert sequences to predict severe
attacks. Interested readers can find more details and exper-
imental evaluations in (Tabia and Leray 2010b)(Tabia and
Leray 2010a).

%A causal network refers to a Bayesian network where the arcs
denote cause-effect relationships.

10Severe attacks are those associated with high severity levels
and representing real danger.



Handling IDSs’ reliability

Handling IDSs’ reliability allows explicitly taking into ac-
count the reliability of the used IDSs. In our application, we
rely on Pearl’s virtual evidence method (Pearl 1988) which
offers a natural way for handling and reasoning with uncer-
tain evidence in the framework of probabilistic networks. In
this method, the uncertainty indicates the confidence on the
evidence: to what extent the evidence is believed to be true.
In our context, if an IDS triggers an alert and we know (from
past experience for example) that this event is a false alarm
in 95% of the cases then we are in presence of uncertain
evidence. In order to apply Pearl’s virtual evidence method
for efficiently handling IDSs’ reliability, we must first as-
sess the IDSs’ reliability by means of empirical evaluations
(an expert can examine for each alert type triggered by an
IDS, the proportion of true/false alerts). An expert can also
subjectively (by experience) fix the reliability of the IDSs
composing his intrusion detection infrastructure. Now, after
assessing the reliability of the IDSs in triggering the alerts
Aj,..,A,, the handling of the uncertainty regarding an alert
sequence, proceeds as follows:

1. For each alert A;, add a child variable R; as a virtual evi-
dence recasting the uncertainty on A;. The domain of R;
is Dg,={0, 1} where the value 0 is used to recast the un-
certainty regarding the case A;=0 (alert A; was not trig-
gered) while 1 is used to take into account the uncertainty
in the case A;=1 (alert A; was triggered).

2. Each probability distribution p(R;/A;) encodes the
reliability that the observed values (triggered alerts)
are actually true attacks. For example, the probability
p(R;=1/A4,=1) denotes the probability that the observa-
tion R;=1 is actually due to a real attack.

When analyzing an alert sequence ri7rp..r, (an in-
stance of observation variables R;,..,R,), we compute
argmax.,(p(ck/r1..r,)) in order to predict severe attacks.

Controlling prediction/false alarm rate tradeoffs

The objective here is to give the ability to security opera-
tors to control the detection/prediction and false alarm rate
tradeoffs. Classification with reject option (Chow 1970) is
an efficient solution allowing to identify and reject the data
objects that will be probably misclassified. The reject option
is crucial in our application especially for limiting the false
alarm rates because the reliability of inputs. This approach
allows the user to control the tradeoffs between the severe
attach prediction and the underlying false alarm rates. There
are two kinds of classification with reject option: (i) Ambi-
guity reject: where the object to classify belongs to several
classes simultaneously, which makes the classifier confused,
and (ii) Distance reject which occurs when the instance to
classify does not belong to any of the classes represented by
the classification model.

Bayesian network-based classifiers are naturally suitable for
implementing the classification with reject option as classi-
fication is ensured by computing a posteriori probabilities of
class instances given the data to be classified. Each proba-
bility P(c;/as..a,) can be interpreted as the confidence of
the classifier that the instance to classify belongs to class
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instance c;. In our model, we are interested in controlling
the attack prediction/false alarm rate tradeoffs according to
the contexts and needs of each final user. For example, a
user may want an alert correlation tool with high confidence
(with minimum false alerts). Let us define the confidence
concept in our application as the unsigned value of the differ-
ence of the probability that the instance to classify ajas..a,
is not a severe attack and the probability that ajas..a, is
actually a severe attack. It is done by measuring the gap
between the probability that the alert sequence will not be
followed by a severe attack (namely p(¢; = 0/a;..a,)) and
the greatest probability that the event will be followed by a
severe attack. Namely,

w(ay..an) = |p(c; =0/ay..an) — rcr_li%p(ci/al..anﬂ, (1)

where ¢;=0 denotes the class instance representing alert se-
quences that are not followed by severe attacks while class
instance ¢; 0 denote class instances associated with the se-
vere attacks to predict. The value of ¢(ajas..a,) gives an
estimate of the classifier’s confidence that the analyzed alert
sequence will/will not be followed by a severe attack. Then,
the Bayesian decision rule is reformulated accordingly to
implement the reject option (Tabia and Leray 2010b).
Regarding the evaluation of our probabilistic graphical mod-
els, several case studies and experimental evaluations are
carried out on real and representative datasets collected in
the framework of the PLACID project (Tabia and Leray
2010b)(Tabia and Leray 2010a)(Kenaza, Tabia, and Benfer-
hat 2010). The obtained results are very promissing and we
argue that such formalisms combined with logic-based ones
are an efficient approach to address most of the issues re-
lated to the alert correlation problem.

Discussion and concluding remarks

The key contribution described in this paper is the design
of a complete alert correlation platform combining secu-
rity operators’ knowledge and preferences with probabilis-
tic graphical formalisms. In order to achieve our objectives,
new non-classical logics for t representing complex infor-
mation and preferences are developed. In particular, the ap-
plication to alert correlation has identified a class of algo-
rithms for effectively reasoning about alerts. Regarding de-
scription logics, the proposals for the handling of inconsis-
tances, based for instance on the lexicographic inference re-
lation, are original and interesting. This issue is very im-
portant to solve inconsistancy problems in the security op-
erators’ knowledge and preferences. Eliciting and agregat-
ing the operators’ preferences is also an important issue to
address. The knowledge base (TBOX and ABOX) obtained
from encoding IDMEEF alerts and built in the framework of
PLACID project will serve as benchmarks for future works
on reasoning in description logics. Regarding the reasoning
under uncertainty and classification field, the project first de-
veloped a new method of modelling a classification problem
over event sequences. This method can be reused in other ap-
plication areas such as the surveillance of abnormal events
(in airports or in the health sector) from observations sup-
plied by sensors. The PLACID project has also proposed



methods for the difficult problem of classification under un-
certain observations. A future work direction is to integrate,
valid and issue a first version of our alert correlation plat-
form. A second interesting issue is to apply our contribu-
tions for similar problems in other fields such as the one of
managing alerts issued by sensors monitoring old persons
or patients from assisted living houses or hospitals. In this
application, doctors’ knowledge and medical ontologies can
be used to build the domain knowledge and preferences of
operators can be represented. The probabilistic models can
be used to assess the plausibility of some events or for gen-
erating hypotheses, etc.
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Abstract

Attack trees and attack graphs are a well-known rep-
resentation for computer security vulnerabilities. They
capture how malicious activity can result in com-
promised systems. Unfortunately, attack graphs scale
poorly, are targeted primarily to capture key compo-
nents of vulnerabilities imndustrial settings and focus
on attacker actions. We extend the attack graph for-
malism by integrating user actions and supporting per-
sonalization that restricts the focus to those vulnera-
bilities present in a particular user/system combination
(i.e., considering specific computer configuration and
a user’'s normal activities). The enhanced attack graph
is captured in the Planner Domain Definition Language
(PDDL) with user specific attributes being included as
facts. Given the PDDL representation, we can use a
planner to 1) prune the attack graph to only those vul-
nerabilities for which we can derive a plan, 2) perform
what-if analyses of user actions and 3) help identify in-
terventions that are most likely to reduce the system’s
susceptibility to attacks.

determine what system states to monitor and how to inter-
vene — either preventing vulnerabilities or taking corirect
actions once a breach has occurred.

We highlight two systematic ways to model a networked
system’s risk to malicious attacks: attack trees (Dawkins,
Campbell, and Hale 2002; Dewri et al. 2007; Schneier 1999;
Tidwell et al. 2001) and attack graphs (Ammann, Wije-
sekera, and Kaushik 2002; Artz 2002; Cuppens and Or-
talo 2000; Dawkins and Hale 2004; Jajodia, Noel, and
O’Berry 2003; Jha, Sheyner, and Wing 2002; Ritchey and
Ammann 2000; Sheyner et al. 2002; Swiler et al. 2001;
Templeton and Levitt 2000). They help to organize and an-
alyze intrusion and/or misuse scenarios (also called lattac
scenarios) by enumerating known vulnerabilities or weak
spots in the system, and capturing the cause-consequence
relationships between system configuration and these vul-
nerabilities in the form of an And-Or tree (attack trees) or a
directed graph (attack graph).

For every system resource (such as, a web server, account
information on a host, or a piece of confidential informalion

that needs to be protected, an attack tree/graph is defimed. |
- . their simplest forms, the nodes in the tree/graph represent
Personalizing Security certain sSstem states of interest to an attagkef, witr? edges
Computer security models usually focus on identifying and connecting them to indicate the cause-consequence relatio
preventing network breaches from malicious actors. Attack ship among the states. The root node in the case of attack
trees (Schneier 1999) and attack graphs (Sheyner et al) 2002 trees or a final node in the case of attack graphs, repre-
capture how malicious activity can result in compromised sents the attacker’s ultimate goal, namely, causing damage
systems or conversely how computer systems might be vul- to the protected resource. The interior nodes represesi-pos
nerable to intentionally destructive actions. The systaras ble system states during the execution of the attack (atack
in workplaces, and the non-malicious users are largely dis- sub-goals). The leaf nodes or one or more source nodes rep-
regarded. Yet studies (CERT 2008; Sasse, Brostoff, and resent system states that must exist for an attacker to suc-
Weirich 2001) suggest that the user, rather than an active cessfully initiate the attack. System states can inclufiereli
adversary, may well pose the largest security risk. ent levels of partial compromise effectuated by the attacke
In this paper, we discuss some initial steps in “personal- (€.9., access to the password file), configuration inforonati
izing” security vulnerability analysis. In particular, veeig- (e.g., operating system and hardware configuration, né&twor
ment the canonical form of the attack graph to admit user connectivity etc.), state changes achieved on specific sys-
actions and associated system states, thus personaliging t tem components (e.g., implanting a keystroke logger), or
notion of attack to encompass user culpability. Additibpal ~ any other subgoal that will ultimately lead to the final goal.
we exploit the enhanced representation to help define attack Edges represent actions taken by the attacker causing a pro-
graphs that can be automatically tailored to specific users, gression of the attack.
their behaviors, and their specific computer systems. There  Researchers have also proposed different variants of at-
sulting attack graphs need only encompass vulnerabilities tack trees and attack graphs to capture more information
that are likely for a particular user/personal computer com about system risks. Examples of these are the multiple-
bination. The personalized attack graphs can be analyzed toprerequisite graph (Lippman et al. 2006) and the exploit-
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dependency graph (Noel et al. 2003) that includes the differ
ent conjunctive and disjunctive relationships betweer var
ous nodes in the graph.

Although different attack scenarios are easily perceived
in attack graphs, attack graphs can potentially suffer feom
state space explosion problem. Ammann et al. (2002) pro-
posed a refined formulation of attack graphs with the as- >
sumption of monotonicity. The monotonicity property sup- | | _ ressensenen R
poses that if a state is reached as a result of some at- VvV B
tack, it remains so during subsequent attacks. Such an as-
sumption can greatly reduce the number of nodes in the Figure 1: The proposed Mixed Initiative Planning and
attack graph. Other approaches to address scalability in- Scheduling Agent (MIPSA) Architecture.
clude aggregating a set of nodes representing similar host
configurations into single nodes (Noel and Jajodia 2004; . o
Swiler et al. 2001), building restricted attack graphs ¢jmp ~ of an agent that will help home computer users maintain se-
for answering very specific queries (Sheyner et al. 2002), curity on their machines by monitoring some of their ac-
building reduced attack trees that are minimal spannirggtre  tions and recommending actions to reduce security risks.
in graphs (Birkholz et al. 2010), and reducing attack graphs The agent will be developed from studies of users. In this
using planning techniques (Ghosh and Ghosh 2010). paper, we describe the project in brief and present a proof of

Almost all of these approaches to attack trees and attack concept of the enhanced attack graph and its representation
graphs are constructed to capture vulnerabilities in enter in PDDL.
prise/industrial settings and focus on attacker actiomnieN . ) .
of them integrate user actions and support personalization PSychologically M otivated Computer Security
that restricts the focus to those vulnerabilities presenaf Home users are often considered the weakest link in com-
particular user/system combination. Attack graphs are de- puter security. In our project, we combine expertise from
signed to support network analysis. Thus, they do not in- psychology, computer security and artificial intelligerioe
clude the level of detail — or dynamism in the representa- study the nature of the risks inherent in normal activity
tion — required to direct active monitoring for attacks and on the Internet, the perception of those risks, the judgment
determine consequences of interventions. In contrast; aut  about trade-offs in behavior and the design of a persorhlize
mated planning has been used to help simulate and analyzeagent that can alert users to risky behavior and help togrote
security breaches in networked computer systems. Boddy et them. The key insight is that security and privacy protectio
al. (2005) built a mixed initiative planning system, called requires the efforts dioththe computer and the user; thus,
the Behavioral Adversary Modeling System (BAMS), that the security measures must work in concert with the user’s
could identify potential vulnerabilities and countermaas activities and needs.
in cyber security for large organizations. The authors &rot The goal of our project is to develop a semi-autonomous,
a domain model in the Planner Domain Definition Language intelligent and personalized approach to computer secu-
(PDDL), which is a common input language for many recent rity that leverages psychological studies of what users
planners (Fox and Long 2003). They were able to produce want/need, what security and privacy risks are imminent
“insider subversion” plans of 40-60 steps. A key contribu- based on the status of the system and the user’s actions and
tion of the work was showing that automated planning could what interventions will be most effective. The intelligent
highlight novel (sometimes unexpected) attack scenanios f  agent will act as an interface between the system, the secu-
the analyst driving BAMS. The BAMS PDDL domain was rity software and the user. As shown in Figure 1, we antici-
later released as a suite of problems for the International pate having two conceptual components: a user/system mon-
Planning Competition. itor (U/SM) and a semi-autonomous action planner (SAIP).

Ghosh and Ghosh (2010) proved they could reduce the The actions will include coaching the user about the con-
computational complexity of an attack graph by iteratively sequences of their choices, administrating the securfty so
applying a planner to eliminate from further consideration ware and identifying system maodifications that mitigate
possible attack scenarios. They use a PDDL model that is threats.
similar to that of Boddy et al. and generate minimal attack  Thus far, we have completed policy-capturing studies
paths. Their approach allows the model to scale to realis- (Byrne et al. 2011) of subject responses to security vigsett
tic, complex networks. A similar planner/model setup a$ tha  of four Internet security threatavailability, integrity, con-
of Ghosh and Ghosh was integrated into a penetration test- fidentiality, andunwitting accompliceAvailability refers to
ing framework (Obes, Sarraute, and Richarte 2010). Their when a user's computer resources are improperly made in-
model contained 1800 actions and was extensively tested accessible (e.g., a program deletes a user’s browsingyisto
against medium-sized networks. or other documents)ntegrity refers to when information

Our work complements the previous approaches by lever- on the user’s computer is improperly modified by unautho-
aging these PDDL domains with a detail-oriented, user- rized entities (e.g., a program adds sites to a user’s bngwsi
centered extension to the formal model of the attack history).Confidentialitythreats occur when sensitive infor-
tree/graph. The representation is intended to form the core mation is exposed to those who do not have rightful access
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(e.g., a program tracks a user’s browsing history or obtains
access to private and personal information). Finally, a use
can become annwitting accomplicavhen a breach of se-
curity results in the user unknowingly spreading the threat
to other users (e.g., email contact information is usedito fo
ward the attack).

Policy-capturing is a method for understanding what in-
formation people use in decision-making (Zedeck 1977).

graph would not actually exist in a graphical form as shown
in the figure, but rather the actual set of nodes that getrinsta
tiated will depend on the system/user state. Our enhanced
graph includes not only possible states of the system but
also possible user actions that can result in informatiak-le
age. User actions are in color. The first scenario usegBie
Script MsgBox(ulnerability (NIST 2010) which exists in
the OS Windows 2000 SP4 and Windows XP SP2 operat-

People are asked to read a series of vignettes, wherein cuedng systems. The attack can be launched in two steps: 1) the

thought to influence decision choices are systematicatly va

key-logger is installed in the help file and 2) it is activated

ied. Based on responses, researchers identify which cuesby the user by pressing the F1 key. The second scenario

are most influential in decision-making. The subjects were
composed of two especially vulnerable groups of computer

describes thévrowser SSL certificatgulnerability (NIST
2009), which exists in some versions of the Firefox browser

users (Fox and Long 2003): college students and adults over prior to version 3.0.13, the SeaMonkey browser prior to ver-

50 years of age. The first group knows enough to be savvy

sion 1.1.18 and the Mozilla Network Security Services prior

about computer applications, but not necessarily enough to to version 3.12.3. The vulnerability allows a SSL spoofing

understand the consequences of their actions on their com-

puters. The second group tends to lack computer knowl-
edge that leads to inadvertent security breaches becase th
do not understand what they are doing. Results using hier-
archical linear modeling showed that age, self-rated sevel
of computer knowledge, both basic and extensive levels of
computer knowledge, frequency of computer use, and hav-
ing one’s privacy previously invaded factor into, in vanyin
degrees, predicting perceptions of risk and vulnerabibty
each of the four threats. Additionally, women were more
likely than men to click again on an embedded link across
all scenarios.

In our next study, we will be simulating interactions with
a mailer and browser to gauge the perceived value of a vari-
ety of risky behaviors, the user’s actual actions when glace
in risky situations and the user’s perceptions of risk ared th
consequences of their actions. This study should proviele th
first quantitative user values needed for our personaliged s
curity model such as cost/benefit of action and probalslitie

attack by improperly handling a0’ character in a domain
name in the subject's Common Name (CN) field of an X.509
certificate. This permits the attacker to masquerade as-an ar
bitrary SSL server and thereby cause information leakage.
The last illustrates a phishing email attack that explagtisyr
user behavior. This graph will be analyzed using a Planner
to determine which portions are sufficient for protecting a
particular user.

PDDL Model of User and Attacker Actions

The attack graph is an excellent visual representation, but
it does not enumerate the details needed to either analyze
what can happen or to monitor events. We translate the at-
tack graph into PDDL, which requires all of the salient at-
tributes of system/user state. In our case, the domain-corre
sponds to an attack graph enhanced with actions and states
possible for a range of users. Problem descriptions allow us
to refine the model tepecificuser/computer combinations.
There were two existing domains we could leverage in con-

The remainder of this paper describes the first steps toward strycting our domain.

building personalized security models that can incormorat
such information, as well as information about specific com-
puter system configurations and user activity profiles, and
can be used to reason about what vulnerabilities are likely t
occur and how to prevent or mitigate them.

Personalized Attack Graph

At the heart of our MIPSA architecture is a threat model
that will be used to monitor system and user activity, iden-
tify when a threat is imminent and help determine appro-
priate action to neutralize the threat. Attack graphs pevi
an excellent starting point for such a model. We propose to
“personalize” attack graphs by explicitly representingris
attacker and potentially system (ultimately agent) actjon
tailoring the representation to specific users throughipgun
and analyzing the graphs to design the security intervestio
to best match the needs of specific users.

TheBAMSdomain presented in Boddy et al. (2005) is au-
tomatically constructed from macros after an analyst sets u
a problem description using a GUI. The macros enabled the
domain to adjust to new objects or actions based on what
the analyst entered. The final domain contains over 25 types
that capture details concerning computing objects (hosts,
network configuration, security tokens, etc.) and physical
objects (rooms, people, doors, keys, etc.). The domain has
124 predicates that indicate particular physical staté sisc
(can-unl ock keyl | ockl) as well as security con-
cerns such agknows bob bob- password). The au-
thors point out that actions involving a large number (5-10)
of parameters and preconditions bogged down the planner.
To overcome this problem, the authors split large actions
into chains of smaller actions.

Ghosh and Ghosh (2010) presentedfdtackGraphdo-
main that was similar to that in Boddy et al. (2005). This do-

Figure 2 shows an example of an instantiated attack graph main encodes network configurations that describe the types

with three possible attack scenarios resulting in a compro-
mised system. In our discussion that follows we will make
reference to the attack graph, though it is occasionallgrcle
from context that the graph under discussion is an And-Or
attack tree. We call this an graphstantiatedbecause this
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of services running on hosts, vulnerability instances that
describe the types of vulnerabilities present in the system
functions that describe who has access to what resources,
and exploit descriptions that describe the intruder and net
work pre/post conditions. The domain examples and solu-
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Figure 2: An instantiated attack graph augmented with ustiores. This example graph shows three attack scenaridsofer
a user’s bank account credentials can become compromikedefimost subgraph is a keylogger attack, the middle sybgr
is a SSL spoof attack, and the right subgraph is a phishiaglatt

the domain description. It encodes all three possible lattac
comparison to the BAMS domain. paths — key-logger, ssl, phishing — as potential means by

Our PDDL model follows a similar composition to the  which a planner can achieve the goal predi¢etformation-
two previous works. Facts encode information such as in- leakage ?Account)lo distinguish between the three possi-
stalled software, system state and permissions. As in the ble goal paths, we include a predicégxploit-vulnerability
previous research, actions encompass those of attackers an ?V), where?V can be any of key-logger, ssl, or phishirjg
software changes to system state; in our case, we also add ac- An important detail of this model is that it integrates ssate
tions of the user and software that may contribute to possibl  from the attack graph with user and attacker actions. Vulner
security breaches. A plan constructed from such a model has abilities can exploit specific versions of software or syste
been used to show the sequence of actions that result in anstate but rely upon user/attacker actions to fully instaati
attacker causing a networked vulnerability (Boddy et al.) o For example, the model contains state for the type and ver-
a path that cannot be pruned from the attack graph (Ghosh etsion of the operating system as well as the type and ver-
al.). In our case, we leverage the plan for both of these pur- sion of the Internet browser. User and attacker behaviars ar
poses as well as to monitor a personal computer’s security tracked through the application of actions, which serve as
status and steer a user’s actions away from risky behavior. transition functions between states.

) . Our model employs four action typddser actionstrack

The Personalized AttackGraph Domain what the user is required to do to enable the vulnerability;
To demonstrate how the planner can be used to refine athese include reading email or visiting a webpalygacker
model for MIPSA, we constructed by hand a PDDL model actions represent steps the attacker must do to exploit a
from the augmented attack graph in Figure 2. Figure 3 shows vulnerability, e.g., intercepting a certificate, presegtia

tions that the authors present appear to be relatively small
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(define (domain attackgraph)
(:requirements :strips :equality :disjunctive-preconditions)

(:predicates (user ?user) (account ?account) (browser ?browser
?version) (information-|eakage ?account) (login ?user ?account)
(infornation-avail able ?user ?account) (installed ?key-Iogger)
(activated ?key-logger) (nmil-attachment ?file) (site ?Site)
(open-attachnent ?file) (key-logger-trojan ?file ?key-I|ogger)
(records ?KeylLogger ?Account) (vb-script-version ?script) (OS ?type
?version) (numiler ?enuil-program (use-nuiler ?enmil-program
(use-browser ?browser-progran) (user-hit-Fl-in-1E) (user-visits ?user
?site) (receive-email ?User ?enmil) (read-email ?emmil) (clicked-Ilink
?emai | ) (exploit-vulnerability ?vul nerability-type)
(certificate-accepted ?site ?certificate) (certificate-authorized
?certificate) (browser-ssl-conpromni sed ?browser) (ssl-server-spoofed
?donai n) (make-safe-vulnerability ?vulerability) (has-trojan ?File))

raction user-read-email :parameters (?User ?Miler)
:precondition (and (user ?User) (nmiler ?Miler))
ceffect (use-mailer ?Mailer))

raction user-open-attachnent :paraneters (?User ?File ?Miler)
:precondition (and (user ?User) (use-nmiler ?Miler)
(mail -attachnent ?File))

:effect (open-attachment ?File))

raction key-logger-installed :parameters (?User ?File ?KeyLogger)
:precondition (and (user ?User) (open-attachment ?File)

(has-trojan ?File) (key-logger-trojan ?File ?KeyLogger))
reffect (installed ?KeyLogger))

raction user-visits-site-keylogger-installed
:paraneters (?User ?Browser ?Site ?Keylogger)
:precondition (and (user ?User) (installed ?KeyLogger)
(browser ?Browser any-version) (site ?Site)
(or (vb-script-version VB-5-1) (vb-script-version VB-5-6)
(vb-script-version VB-5-7) (vb-script-version VB-5-8)))
ceffect (and (use-browser ?Browser) (user-visits ?User ?Site)))

raction user-presses-F1 :paranmeters (?User ?Browser ?Site)
:precondition (and (user ?User) (use-browser ?Browser)
(= ?Browser browser-l1E) (= ?Site conpronised-site)
(user-visits ?User conpronised-site))
reffect (user-hit-Fl-in-1E))

(:action user-visits-site :parameters (?User ?Browser ?Site)
:precondition (and (user ?User) (site ?Site))
ceffect (and (use-browser ?Browser) (user-visits ?User ?Site)))

(:action key-logger-activated :paraneters (?KeyLogger)
:precondition (and (installed ?KeyLogger) (user-hit-Fl-in-1E))
ceffect (activated ?KeyLogger))

(raction attacker-intercepts :paraneters (?KeyLogger ?Account)
:precondition (and (records ?KeylLogger ?Account)
(exploit-vul nerability vul nerability-key-Iogger))
ceffect (information-|eakage ?Account))

(:action user-login :paranmeters (?User ?Account)

:precondition (and (user ?User) (account ?Account)
(information-avail able ?User ?Account))
ceffect (login ?User ?Account))

(:action user-1|ogin-wth-keyl ogger-activated
:paraneters (?User ?Account ?KeylLogger)
:precondition (and (user ?User) (account

(activated ?KeyLogger)
(information-avail abl e ?User ?Account))

?Account)

ceffect (and (login ?User ?Account)

ceffect (read-emil

caction user-clicks-1ink-in-phishing-enmail

raction phishing-site-opens :paraneters (?User ?Enail
:precondition (and (user ?User) (clicked-link ?Email)

raction user-|ogin-under-spoof
:precondition (and (user ?User) (account ?Account)

(records ?KeylLogger ?Account)))

raction attacker-sends- phi shi ng-emai |
:paraneters (?User ?Email)
:precondition (and (user ?User))
ceffect (receive-email

?User ?Enmil))

:action user-reads- phi shing-enil
:paraneters (?User ?Program ?Enmil)
:precondition (and (user ?User) (use-mailer ?Program

(= ?Emai | phishing-enail) (receive-enail

phi shing-enail))

?User 7?Enmil))

I paraneters
(?User ?Emmil) :precondition (and (user ?User)
(read-email ?Email)) :effect (clicked-link ?Email))

?Site)
(= ?Site phishing-site))

ceffect (user-visits ?User ?Site))

caction user-enters-infornmation-in-phishing-site
:paraneters (?User ?Account ?Site)
:precondition (and (user ?User) (account ?Account)

(read-emai | phishing-email) (user-visits ?User ?Site)
(expl oit-vul nerability vul nerability-phishing)
(= ?Site phishing-site))

:effect (information-|eakage ?Account))

raction browser-contains-ssl-vulnerability
:paraneters (?Browser ?Version)
:precondition (or (and (browser ?Browser ?Version)

= ?Browser browser-firefox) (= ?Version v3-0-13))

(and (browser ?Browser ?Version)
(= ?Browser browser-seanonkey) (= ?Version v1-1-18))

(and (browser ?Browser ?Version)
= ?Browser browser-nozilla) (= ?Version v3-12-3)))

:effect (browser-ssl-conproni sed ?Browser))

raction attacker-obtains-certificate :parameters (?Certificate)
:precondition (and (= ?Certificate malicious-certificate))
ceffect (certificate-authorized ?Certificate))

raction browser-accepts-certificate
:paraneters (?User ?Browser ?Site ?Certificate)
:precondition (and (user ?User) (user-visits ?User ?Site)

(browser-ssl -conprom sed ?Browser)
(certificate-authorized ?Certificate))

ceffect (certificate-accepted ?Site ?Certificate))

raction attacker-spoofs-ssl-server
:paraneters (?User ?Browser ?Certificate ?Site)
:precondition (and (user-visits ?User ?Site)

(certificate-accepted ?Site ?Certificate)
(browser-ssl - conproni sed ?Browser)
(= ?Certificate malicious-certificate))

:effect (ssl-server-spoofed ?Site))

:paraneters (?User ?Account ?Site)

(user-visits ?User ?Site) (ssl-server-spoofed ?Site)
(exploit-vulnerability vulnerability-ssl))

:effect (information-|eakage ?Account))

raction intervene-clean-all-attachnments :paraneters (?File)
:precondition (and (exploit-vulnerability vul nerability-key-Iogger)

(mail -attachment ?File) (has-trojan ?File))

:effect (not (has-trojan ?File))))

Figure 3: PDDL problem description of a user being compreuohisy a SSL-server spoof

compromised certificate, or intercepting compromised in- The AttackGraph Domain Problems

formation.System actions enable the vulnerability through

Each PDDL problem description includes a set of world ob-
jects, an initial condition, and a goal description. We gen-
erated a number of problems to test the domain. For our
tests, we ran each problem with FF 2.3 (Hoffmann and
Nebel 2001), due to its simplicity and speed. The models we
present did not rely on metric evaluation, fluents, or action
costs, although adding them is a future goal.

programmatic means, e.g., a browser accepting a (compro-
mised) certificate or a key-logger capturing and forward-
ing keystrokes. Finallyintervention actions disrupt either
system state or other actions that would otherwise lead to
a compromised system, e.g., scanning an attachment for
viruses or validating a certificate checksum.
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Figure 4 shows the problem description that leads to the is an example of an intervention. When we replaced (view-
ssl vulnerability. Note that the initial state includes tige attachment. . .) with this new action, FF could not find a plan
quired predicates that would activate the vulnerabilityten that satisfiedinformation-leakage ?Accountpur example

also that we have ségxploit-vulnerability ssl)

(define (probl em user-conproni sed-ssl)}

(:domai n attackgraph)

(:objects userl browser-I1E browser-firefox
. phishing-email ... phishing-website

vul nerability-ssl key-1ggrl)

(:init (site bank-site)(account account-bank)
(user userl)(browser browser-firefox v3-0-13)
(OS W NDOWS 2000SP4) (vb-scri pt-version VB-5-1)
(mail -attachnent file-wth-trojan)
(mail -attachment file-without-trojan)
(key-1ogger-trojan file-with-trojan key-Iggr1l)
(information-avail abl e user1l account - bank)
(exploit-vulnerability vulnerability-ssl))

(:goal (and (infornation-I|eakage account-bank))))

step 0: ATTACKER- OBTAI NS- CERTI FI CATE

MALI Cl QUS- CERTI FI CATE

1: BROWSER- CONTAI NS- SSL- VULNERABI LI TY
BROWSER- FI REFOX V3-0- 13

2: USER-VI SI TS-SI TE USERL USER1 BANK- WEBSI TE

3: BROWSER- ACCEPTS- CERTI FI CATE USER1
BANK- VEBSI TE MALI ClI QUS- CERTI FI CATE

4: ATTACKER- SPOOFS- SSL- SERVER USER1
BROWSER- FI REFOX MALI Cl QUS- CERTI FI CATE
BANK- VEBSI TE

5: USER- LOG N- UNDER- SPOOF USER1 ACCOUNT- BANK
BANK- EBSI TE

is a hand-picked intervention; we discuss in future work how
we intend to automate this process through details about the
domain.

We show a simple example of how the planner can aid in
performing what-if analysis by changing the browser in the
initial conditions for the problem in Figure 4. In this case,
FF cannot satisfy the leakage goal because the key-logger
vulnerability requires a specific action in a compromised
browser based on Mozilla. Performing what-if analysis such
as this could lead to an intervention informing the user to
use a different browser on the current system. Similarly, we
might be able to determine that intervention is unnecessary
if the user is already using the IE browser, but that interven
tion becomes critical if a compromised browser were sud-
denly opened (by the user or otherwise).

We demonstrate how the planner is able to personalize
and prune the attack graph in two motivating use case exam-
ples. While we recognize that specific individuals will vary
in their computer knowledge, we consider two hypotheti-
cal users who match the target age groups for the psycho-
logical study. UserA is a retired person who was recently
given a Windows XP machine that runs Internet explorer
(IE). UserA is familiar with the inventory computer system
from a recent job but is a new user of the Internet and email.
UserB is a 20-year-old college student with a portable lapto
running Windows?7. UserB has used computers since kinder-
garten, is very confident when using them, and insists on
browsing the Internet with Firefox.

MIPSAs running on the machines of both users could
use thesameattack graph (see Figure 2), which allows the

Figure 4: PDDL problem description (top) of a user being @gents to leverage centralized knowledge about existikg vu

compromised by a SSL-server spoof with the resulting plan nerabilities. But using the same graph may also cause the
from FF (bottom) MIPSA to consider possibilities irrelevant to the curreygs

tem, user profile, or user’s task. For example, the MIPSA
for UserA need not consider any portion of the graph re-
; lated to the Firefox/Netscape vulnerability because UserA
How a Planner Helps Personalize the Attack does not use Firefox. So this subgraph can be pruned (see
Graph Figure 5a). Similarly, the MIPSA running on UserB’s laptop
We can demonstrate several benefits of using automatedcan prune the IE-related attacks; the phishing subgraph is
planning in conjunction with the attack graph. Specifigally also pruned since UserB is unlikely to believe the spurious
we show that we can generate viable attack paths, perform phishing email (see Figure 5b). The pruned graphs contain
what-if analysis using the planner to search and validae sc  information relevant to the somewhat static user profile. Dy
narios, derive and include possible interventions to preve  namic changes could impact the graph if, for example, the
attack, and motivate how the planner can personalize the at- user is performing a task like playing solitaire or word pro-
tack graph for specific users/systems. cessing. In such a case, the graphs for both users would be
The PDDL model can isolate paths that lead to vulner- completely pruned since this example attack graph does not
abilities. Figure 4 (bottom) shows the plan found by FF contain vulnerabilities specific to such activities.
for the ssl problem. Planning monitoring and interventions ~ Automated planning can be used to prune impossible or
is a critical component of securing any system. Too much irrelevant portions of the attack graph from consideratibn
monitoring is potentially intrusive, annoying to the useda the MIPSA. To accomplish this pruning, we hand-wrote a
detrimental to system performance. Interventions can take domain model in PDDL. Then we provided goals for each
place in the system level or through user interaction. For of the subgraph under consideration; in this example, our
key-logger, interventions can include (among othersinigl| subgraph are labelddey-logger ssl phishing If the plan-
the user to upgrade their browser, scanning the attachmentner is able to find a path from the initial conditions then
to remove the key-logger, or advising the user not to open this vulnerability is considered viable. In the absencenyf a
the attachment. The last action in the domain description solution (and assuming the domain model is correct), the
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Figure 5: The resulting attack graphs for two hypotheticara after applying their profiles (see text for details).

planner has identified that theurrent system/user config- are equally likely. However, an attacker has certain capa-
uration is safe. Thus, we can eliminate the entire subgraph bilities and typically launches an attack along a path that
for these three paths. Because we are adding more informa-is more easily exploitable than another. Thus, intuitiviely
tion to the attack graph to support user personalization and seems that some attacks have a higher probability of occur-
system monitoring, it is critical that we prune the graph to ring than others. Moreover, an attacker would most likety tr
support scalability. to maximize the return on his investment (steps preceding
the attack and the attack itself). Similarly, users wouldstmo
Future Work likely place different cost values on the various resources
that they would like to protect. Such information, if incor-
This work is a first step towards incorporating the user’'s ac- porated within the attack graph model, would give a much
tions into the security risk assessment and mitigationrob truer picture of the security risk. Our psychological sasdi
lem. The intervention plan suggested by the planner clearly will help us determine what cost/value information is nekde
shows how a user could be protected in cyber space. How- to personalize the models to specific users and how likely in-
ever, as noted throughout this paper, a significant portion — terventions are to succeed for typical users.
namely, the generation of the attack graph, and the transla-

tion of the attack graph into the PDDL model — was done . . . o
manually. This is not only labor intensive but prone to er- sible for future models by interpreting known vulneralilit

rors. The next step, thus, is to automate this process. Sev-"€POMS. the user behavior models from the psychological

eral researchers have addressed the problem of generatingimd'es' details from a questionnaire given each user; anal

attack graphs automatically from vulnerability descops sis of the typical home user computer systems, and online

(Amenza Technologies Limited 2002; Ghosh and Ghosh analysis of what the user is doing.

2010; Birkholz et al. 2010). Their research will be used as a

starting point for our future work in this regard. However,

these methods are applicable only in networked environ- Conclusions

ments since host reachability is one of the major parame-

ters used in the algorithms — a host connected with another

host that has been compromised, itself becomes explaitable We have described a first step toward adapting attack graphs

On a single host this connectivity property is analogous to from industrial network environments to home computer

application software dependencies. This informationounf  user environments. We have shown how an attack graph can

tunately, is more difficult to obtain in an automated manner. be augmented and the augmented form can be represented
The next enhancement to the security model is to incor- using the PDDL language. Our next steps are to significantly

porate probabilistic information about the likelihood @#f a  expand the representation, motivate them based on studies o

tacks and cost/value judgments about user and intervention target users and use them as the core of an intelligent agent

actions. Within the current framework, all attack scerario  for helping protect unsophisticated computer users.

Ultimately, we will explore how much automation is pos-
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Abstract

Security consultants are often hired to detect attack vectors of
a client’s computer network. The FIDIUS system is designed
to support security consultants performing security checks of
a computer network. By following a plan defined by files con-
taining PDDL or intelligently choosing the next victim, the
FIDIUS system is able to infiltrate a computer network auto-
matically or control a specific host and check an IDSs’ output
for resulting incidents. We report first results of the FIDIUS
project, the basic idea behind it and describe the current im-
plementation of the system.

1 Introduction

Over the last decades computer security has become more
and more important to companies and governments. Nowa-
days industrial espionage using security issues in computer
networks is increasing. Also computer sabotage is a serious
threat, not just since the emergence of Stuxnet (Schneier
2010). Companies hire professional penetration testers to
elicit and fight these threats. These professionals examine
the security condition of the companies’ network, operating
systems and used software. The penetration testers are se-
curity professionals with a corresponding knowledge about
security and their tool collection.

Depending on the scenario the penetration tester will use
different tools and methods to find possible attack vectors.

A professional intruder (also called “white hat”) is for
example consulted to check the offered services reachable
through the Internet. The job of the white hat in this sce-
nario is to audit the security and the possible attack vectors
resulting from the networks’ setup. Such services could be a
mail service offered by a mail server, a web-service offered
by a web server or a special service offered by a proprietary
software.

To proceed with their security checks they will conduct
several steps. They will collect basic information about
the network first. Including addressing scheme, its differ-
ing zones or subnets and installed security measures. These
could be intrusion detection systems or firewalls. Second he
has to elicit knowledge about services used in the network
and its hosts offering these services including their specific
software version. Third, the consultant has to find out the
vulnerabilities and attack vectors resulting of the network
specific setup and the offered services within the network.
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To create a proof of concept for different attack scenarios the
consultant could, if agreed, break into systems and demon-
strate access to some documents as evidence for his success.

For every step mentioned above there are several public
available tools to simplify these tasks. Common tools for
host exploration within network systems from in- and out-
side are often used. Such a library will include active net-
work scanners like NMap' and also passive tools like pOf
(“Passive OS Fingerprinting”)?>. NMap is a tool for active
network scanning standard coming with many build-in scan-
ning types and a scripting engine.

After exploring a network with its services, vulnerabili-
ties for specific software versions of offered services can be
checked against contents of vulnerability databases such as
the CVE (Common Vulnerabilities and Exposures)® and by
searching public available mailing lists*. The latter ones also
cover up-to-date information about known and newly dis-
covered vulnerabilities (namely the Full Disclosure mailing
list>). The found vulnerabilities can either be tested by us-
ing exploits coming with these vulnerability reports (or any
other public available resource) or by the exploits and tools
coming with a framework such as Metasploit (MSF)°.

The MSF comes with a great number of exploits, pay-
loads, scanners and fuzzers’ which are also a common type
of tool to check the robustness and thus the security of soft-
ware (see (Dai, Murphy, and Kaiser 2010)). In section 5.3
we will discuss this framework in more detail.

These and many other tools and resources are part of the
usual equipment of a security specialist (see (Bhattacharyya
and Alisherov 2009)).

With the FIDIUS system we aim to support two scenar-
ios. The first is a “gray box” scenario in which users have
basic knowledge about assets and the net’s topology. The
second is a “black box” scenario in which the user wants to
explore an unknown network without knowledge about the
net. We propose two different agents, one for each use case.

Lhttp://nmap.org/

2http://www.cougarsecurity.com/pOf

3e. g. US-Cert http://www.us-cert.gov/ or https://cve.mitre.org/
*htp://seclists.org/

Shttp://seclists.org/fulldisclosure/
Chttp://www.metasploit.com/

" https:// secure.wikimedia.org/wikipedia/ en/wiki/ Fuzz_testing



Both are described later (see Section 5.2). For us, “gray box”
users are system administrators using the system along with
anet plan. For them the tool will find real attack vectors. The
“black box” users are security experts, hired to break into a
computer networks. In this case most properties of the net
are unknown and the agent has limited knowledge.

2 Motivation

Black hats® attacking a network have unlimited time. In con-
trast, security consultants have a limited time budget because
of financial constraints. Thus it is desirable to have software
which is able to support. Such a software should support
its user by automatically executing steps or suggesting next
possible steps.

This software could not only been used by hired security
specialists. Companies are also interested in testing how per-
ceptive and sensitive their intrusion detection systems (IDS)
are. Additionally scientific projects such as FIDeS? — which
are aimed to create a new generation intrusion detection sys-
tem — could be compared to common Security Incident and
Event Management Systems (SIEMS) like ArcSight'” and
Prelude-IDS!! in conjunction with Snort'? and e. g. Prelude-
LML or any other sensors which are able to report incidents
using the IDMEF'3. A software which can automatically
intrude into a network could be used to compare different
SIEMS.

FIDIUS' is such a software. FIDIUS is a framework
which combines methods of the artificial intelligence (AI)
with tools and frameworks designed for vulnerability test-
ing. The architecture will be described in the sections 4
and 5.

Security specialists who have their own tools and pro-
cesses are enabled to model them into the FIDIUS architec-
ture. Or if these tools are even better located within the MSF
they can use their tools nevertheless since FIDIUS uses a
specially designed interface to the MSF using DRb'. Both
ways should make their work more comfortable and effi-
cient.

What is needed is a tool assisting a security consultant and
a tool which automatically checks if an intrusion detection
system recognizes all incidents. FIDIUS is designed to do
both. With a component we call EvasionDB'® we are able to
examine which exploits will cause events thrown by an IDS.

8This term refers to a computer hacker and comes from the
western movie’s evidence being a “bad guy” when wearing a black
hat. This term is used unlike “white hat” as an intruder in a good
manner for hackers breaking into networks with bad intention. See
also https://secure.wikimedia.org/wikipedia/en/wiki/Black _hat.

°Early Warning and Intrusion Detection System Based on Com-
bined Al Methods, see http://www.fides-security.org/

Yhnttps://www.arcsight.com/

Whttps://www.prelude-ids.com/

L http://www.snort.org/

“see RFC 4765

Yformerly FIDIUS Intrusion Detection with Intelligent User
Support, see http://fidius.me/

Bsee hitp.//segment7.net/projects/ruby/ drb/introduction.html

Yhttp://fidius.me/en/news/ released- rubygem-fidius-evasiondb
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We count how many events are thrown with which sever-
ity level. This enables the Al to become more stealthy while
blackbox testing. Furthermore FIDIUS is able to let secu-
rity specialists model their procedures to intrude a network
in the Planning Domain Definition Language (PDDL). The
modules coming with FIDIUS can efficiently parse PDDL
files, execute the defined steps and check the results. This
makes it easy to create a set of repeatable tests which can be
run like unit tests known from software development.

Additionally we have an Al component working with a
neural network. It can be trained just by taking action with
the graphical user interface. This Al component is tracking
the steps taken by the user and can learn from these.

All the mentioned abilities of FIDIUS can help to save
consultants time. It also enables security experts to share
their knowledge by exchanging PDDL files. In addition FID-
IUS can be used to test the configuration of a companies’
IDS, IPS or DLPS.

3 Related Work

There are scripts and tools available which are able to at-
tack a network nearly without user interaction. The free ver-
sion of the Metasploit framework comes with a script called
db_autopwn. This script attacks a host or a subnet with avail-
able exploits matching the operating system (OS) after scan-
ning these hosts. This causes many events generated by an
IDS though there are some options for fine tuning.

There is also the Metasploit framework in its professional
version'”. It enables the user among other features to create
tasks which can be repeated automatically.

The novel approach of FIDIUS is to assimilate Al meth-
ods into such a system. Inspired by the intrusion detection
systems extended by methods known from the research in
Al we have played with some different methods like plan-
ning, neural networks and anomaly detection. Our goal is to
automate attacks and integrate the planner into a testing tool.
Therefor we needed a more flexible domain using sensing
actions. The results of our approach are similar to the attack
trees of (Junge 2010).

One of our Al components is based on “Action State Plan-
ning” using PDDL. An early approach for planning in vul-
nerability testing is described in the work of (Boddy et al.
2005). The domain includes social engineering and was de-
signed for classic planners. The authors assume an omni-
scient attacker for their domain also known as whitebox test-
ing.

Another approach was published on SecArtl10 by (Jorge
Lucangeli Obeset al. 2010). The authors presented a solu-
tion for transforming information from a pentesting tool into
a planning domain scaling very well on medium sized net-
works. The precondition in this paper is also a whitebox sce-
nario.

4 Architecture Overview

FIDIUS uses the MSF as a basis since it provides a vast
list of exploits and payloads for different operating systems

T https://www.rapid7.com/products/metasploit-pro.jsp
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and architectures. On top of this framework FIDIUS defines
an architecture model as another layer which is inspired by
the Model-View-Controller (MVC) design pattern. We use
a Knowledge Base as Model, actions (i.e. scans and ex-
ploits with payloads) are taken by classes dedicated to the
Action component. The Decision classes are able to use the
Al methods and act as an interface to the GUIL.

The actions taken by classes placed in the Action part re-
sult in changes within the knowledge base: Newly discov-
ered hosts will affect the knowledge base since there might
also be new services with specific versions etc. The decision
component observes the knowledge base and might alter the
planning actions (if the newly acquired knowledge indicates
this to be useful).

This structure makes the architecture of FIDIUS very ex-
pandable and flexible. Third parties are invited to implement
their own action or decision components.

4.1 Knowledge

As introduced above, the FIDIUS Knowledge is figuratively
equivalent to the “model” part in the MVC design pattern.

So the knowledge component (cf. Figure 2) contains var-
ious information about Assets. An Asset may be a single
Host or an entire Subnet and may provide many different
Services on different Interfaces. A Service in return could
have known Vulnerabilities. A Host may has also zero or
more Sessions, which indicates a previous (and/or active)
intrusion. Any host has a specific Value, which is estimated
by the running services and hidden information, such as the
number of interfaces or the amount of free disk space.

Besides these asset-related information, there is an
exploit-related view, which is currently in discussion. Tar-
geting a barely observable intrusion in a computer network,
there are two factors making this actions observable: On the
one hand there is something like “Loudness” as a result of
incidents thrown by an IDS and on the other hand there are
“Resources” consumed. The main concepts behind this dis-
cussion will be further described in section 4.3.

4.2 Decision

The Decision component is responsible for planning the next
steps based on the current knowledge. Decisions can be
made either by an intelligent agent or a user by using the
user interface (see section 5.1). A decision component can
read from the knowledge database (see section 4.1) and trig-
ger Actions to be performed (see section 4.3). Furthermore,
changes in the knowledge database are recognized and the
agents are updated accordingly.

4.3 Action

A module or class placed in the Action component is built to
take actions on the network to be attacked or a host located
within the network. It corresponds to the “control” part in
the MVC pattern. Actions are taken on networks or hosts to
gain knowledge or (almost unauthorized) access to an asset.

Since all actions consume resources it is useful to have a
measurement making actions comparable w.r. t. their usage
of bandwidth, CPU, RAM etc.



The MSF uses “jobs” as an indicator for resource con-
sumption of tasks without any differentiation. But running
a web server with a website containing malicious code is
not as resource consumptive as running a network scan with
NMap. Also waiting for someone falling into a trap is not as
visible for some IDSs as sending an exploit downloading a
payload having a size of many megabytes after successfully
exploiting a vulnerability. Thus we have defined some more
meaningful attributes. They will be described in the follow-
ing section.

Resource Consumption To evaluate the costs of an action
we have to consider the consumption of CPU and RAM on
both sides since an increasing RAM usage could alert Host
Intrusion Detection Systems (HIDS) or monitoring tools like
Nagios'® or Munin'®. One should also consider the count
and size of packets need to be sent to get an exploit work-
ing. The latest exploit for the Exim4 mail transfer agent for
example, needs an email of at minimum 50 megabytes to be
sent?’.

To distinguish the different types of resources we have
created classes which are listed below.

Bandwidth usage: The amount of traffic sent over a net-
work by an action should be known. Protocols like Net-
flow or IPFIX (IP Flow Information Export) are able to
account traffic to hosts and sensors watching parameters
like “traffic per hour” could generate alerts or even warn-
ings. Anomaly based IDS also could generate a warning
or even an alert if a host produces abnormal amount of
traffic.

Host resources: The execution of actions will consume re-
sources of both the local and remote host, such as time and
bandwidth available by NICs (Network Interface Card)
but as mentioned above also CPU, RAM and also addi-
tional use of memory on hard disc drives is possible. Also
the count of started processes can be monitored by corre-
sponding tools and thus should be taken into considera-
tion.

Intrusion detection: An exploit sent over the network de-
tected by an IDS is very loud*'. This factor is also hard to
determine, since almost all rule based IDS have different
rule sets and anomaly based IDS have different definitions
of normal traffic. Additionally both kinds of IDS can have
different configurations??.

Value/cost ratio: The decision to attack a specific host will
be made based on measurable factors. The precedence of
the obvious factor— the host’s value — should be low-
ered down, if an exploit has a high resource usage and/or
has a great loudness.

Bhttp://www.nagios.org/

Y http://munin-monitoring.org/

Psee CVE-2010-4344, https://cve.mitre.org/cgi-bin/cvename.
cgi?name=CVE-2010-4344

?in sense of many generated alerting events

2In FIDIUS a group started with “evasion testing” to find out
which exploits (and their configuration) will not be detected by in-
trusion detection systems. Therefore, exploits are mapped to IDS
alerts and saved as knowledge in a database.
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Not all of these factors are measurable exactly. For exam-
ple how much RAM or CPU the execution of an exploit will
use on the remote host will depend on different factors. Also
the generated network traffic and its conspicuousness will
depend on the network and its daily usage. Measuring these
factors and taking them into account for decisions taken by
the AI have to be done. They are mentioned here for the
sake of completeness since IDSs can also take these values
as indicators for intruders.

5 Current Implementation
5.1 User Interface

The FIDIUS user interface (see Figure 3), called Com-
mand&Control server, is basically a (quite simple) web ap-
plication, which displays the knowledge (see Section 4.1) in
form of a network graph.

The Command&Control server itself is written in Ruby
using the Ruby on Rails framework>* and is connected to
the architecture’s core through a XML RPC interface. The
latter fact means two important things:

1. The GUI does not need any database to manage running
attacks, information on overtaken hosts, etc.

2. The Rails application might be replaced by any other pre-
ferred GUI toolkit.

The AI component (and action component, implicitly)
won’t run any step without user confirmation for security
reasons.

5.2 Artificial Intelligence

We implemented two intelligent agents for our decision
component. One using “action state planning” for attack
plan generation, the other for the prediction of a host’s value.
Depending on the scenario and the user we recommend to
choose one of these agents. For the “gray box” scenario we
implemented an “action state planning” agent and for the

Bhttp://www.rubyonrails.org/
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“black box” scenario a “host’s value prediction agent” which
is a predictive artificial neural net adopting to the users pref-
erences using NMap scan data. In the following we will de-
scribe how the agent works.

Action State Planning Agent In the beginning the agent
reads all the relevant information from the knowledge data-
base and converts it into PDDL using the following main
predicates:

1. onHost(X) Our agent is currently on host X.

2. hostVisible(X, Y) A host Y is visible from host X.

3. serviceRunning(X,Y) Is a service Y running on host X.
4. inSubnet(X, Y) Host X is located in subnet Y.

The domain also supports knowledge about running IDSs
and Anti Virus software. The planner avoids subnets with
an IDS running and hosts with Anti Virus software. Further-
more, the domain contains actions and predicates for plumb-
ing?*, password cracking and domain controllers. If a com-
puter is plumbed, the password cracked or it is in the same
subnet with a domain controller, it can be accessed without
exploiting it.

All objects in the domain are typed. Existing types are
computers, services and nets. The computer type is split into
clients and servers.

In our implementation we have two existing methods for
plan generation. One for normal plans, the other for con-
tingent plans. For the classical planning we use Hoffmann’s
“Fast Forward” (FF) (Hoffmann and Nebel 2001) planner
and for the contingent plans the “Contingent Fast Forward”
(cFF) (Hoffmann 2005) planner. When using the classical
planner the user has to specify all hosts, its connections, its
subnets and its services in advance. When using contingent
planning the user needs the same specification as above ex-
cept for the services per host. In this case the user specifies
in which services he is interested in (he knows an exploit
for) and the agent includes a sensing action for these ser-
vices called “scan”. The resulting plan is different when in-
cluding such actions. The result of the FF planner is a list of

2*We exploited the host before and installed a backdoor.
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actions leading to the goal. cFF results are also a list of ac-
tions, except for the sensing actions. In a sensing action the
planner creates a branch for each possible outcome of the
action (see Figure 4). In our case one branch per possible
service. Another sensing action is checking for a web server
on a host. The benefit of sensing actions is that we do not
have to know everything in advance. For example services
might change very quickly while the main net’s topology
remains. So excluding knowlede that changes often allows
more dynamic plans. Furthermore, listing all possibilities in
a contingent plan has the advantage that we can decide how
to scan or avoid scanning. The information about running
services can be derived from context information. For ex-
ample established connections from one host to another are
sufficient indicatiors for the services connected to. Another
example is passive scanning by sniffing pakets from the net-
work or monitoring connections using netflow.

The types used in the domain are computers, services and
nets. Furthermore there are servers and clients which are of
the type computer. The current location of the attacker is
given by the host he is currently operating on and the subnet
of this host.

The important predicates of our domain for common
goals are:

1. server_owned(X): Have we exploited a server in net X ?

2. iframe_injected(X): Do we have an iFrame trap in a net
X?

3. plum_in(X): Do we have the opportunity to come back in
a subnet X through a back door?

4. powned_dc(X): Do we have control over a domain con-
troller in a net X ?

These predicates are mainly used to create our goals. In
some cases the goal might be to hack a specific host, so the
goal is specified using the on_host predicate. Another ex-
ample is to conquer an important source of information in
a specific subnet. Assuming that such sources are normally
servers, we can use the server_owned predicate. If we want
to install a trap for users of a subnet the goal might be to in-
ject an iframe in this net (i frmae_injected predicate). The
last example is the option for a return in an exploited net. In
this case our goal is to conquer a domain controller or install
a back door in the net.

The plan can use the following main actions to accom-
plish a goal:

1. Move Moving from host X to host Y. If Y is visible from
X, Y is exploited and the agent has control over host X,
the agent can perform this action. The result is the change
of location from X to Y.

2. Scan The sensing action. Scanning a host Y being on host
X. This action is possible if the agent’s location is host X
and host Y is visible from X. It observes if a service S is
running on host Y.

3. Exploit Exploiting a host Y being on host X using an
exploit for service S. Therefore the agent has to be on
host X, host Y is visible from host X and the service S
is running on host Y.
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Furthermore, our domain includes actions for different
exploiting actions like password cracking, installing back
doors or iframe injection. When a password is known for
a host or a back door is installed on it, the planner mustn’t
exploit a host first. Furthermore we have the possibility to in-
clude knowledge about domain controllers, NIDS and Anti
Virus Software. When a domain controller is hacked, all
hosts in the same subnet can be accessed without exploiting
them first. Subnets including an NIDS and hosts that include
Anti Virus Software, are avoided as targets by the planner.

As indicated above the agent plans all the steps before-
hand. During execution the agent takes the next action in
the plan, executes it using the associated functionality from
the Action component and evaluates the results. Because the
agent plans everything in advance (except for services in the
cFF version) it can’t be used in a black box scenario. Be-
cause the agent will be integrated in an interactive tool we
did a performance experiment. In the experiment we gener-
ate random computer networks with n nodes, each with a
branching factor of b and m services. Then we executed the
planning and measured how long it took the agent to gen-
erate a plan. This procedure was repeated while increasing
n, m, b by doubling.

As one can see in Figure 5 the cFF planner is slow. The
value added by cFF is the possibility for sensing actions. In
our case this are nmap scans. If one is willing to provide all
running service per host to the planer in advance the agent
can use the faster FF planner.

Host’s Value Prediction Agent In a black box scenario
our planning approach is not an option because all the
knowledge has to be known in advance. So we developed
an agent which decides the next host to exploit online us-
ing an artificial Neural Net. When a new host is added to
the knowledge base, it is scanned using the NMap action
component. The agent inserts all ports in a feature vector
X = (z1,...,xp) withz; € {0,1} fori = {1...n},n € N.
The index ¢ refers to a port number while z; = 0 indicates
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Figure 6: Where the Neural Net maps clients and servers.

an open port and z; = 1 a closed one. Furthermore, a user
specified value v is assigned with each host. We train the
neural net with a training data set, where each instance is
a tuple of (X, v) in order to predict v for an input X. The
training is performed in 100—400 iterations. The net’s topol-
ogy is an input layer of the size of the feature vector, m € N
hidden layers, where m is a user specified parameter with
default value m = 10. The output layer is just one node. We
implemented the net using the ai4r library®.

During a session the net predicts the value for each host
and inserts it into a priority queue. The host with the high-
est value-prediction is the next host to exploit. Therefore,
each “host value” tuple is inserted into a priority queue
during run time. The priority queue used is from the ruby
algorithms library®. If the user disagrees with the pre-
diction he can adjust the predicted value and the net is re-
trained.

In an experiment we collected a small data set of hosts’
service vectors. Our use case was a user preferring to exploit
servers. So all client’s values in the data set were set to 0 and
all server’s values to 1. The prediction error (mean square
error) is 0.03 so the prediction is working. In Figure 6 we
can see that the Neural Net is mapping clients near to 0 and
servers near to 1.

In a second scenario the intruder wants to gather user data
from hacked hosts. We assume that user data can be found
in data bases and on the clients. So we mapped all values of
clients and all servers with a data base to 1. We mapped all
other host values to 0. The prediction error is 0.035, so our
method is also working properly in this case.

In the last scenario the intruder wants to obtain access to
mail servers. So we set all servers with an open mail port to
1 all other hosts to 0. The prediction error is higher then in
the previous scenarios but is also small 0.15.

Our results indicate that the neural net can predict user’s
preferences if the preferences follow a specific pattern. In
our experiment the classes are linear separable. However,
Neural Nets are able to adopt to complex non linear func-
tions. So we think this method will also work for other user
preferences following a specific pattern.

Bhttp://aidr.rubyforge.org/
2 http://www.igvita.com/2009/03/26/
ruby-algorithms-sorting-trie-heaps/



5.3 Metasploit framework

The Metasploit framework (MSF) has originally been de-
veloped as a framework which enables exploit developers
to concentrate on their specific work by providing often re-
quired functions, protocols and configurable payloads which
are in nearly every exploit the same. In fact, most people
want an exploit which automatically opens a port with a
command line interface on the remote host after success-
fully exploiting a host. This is given as a payload by the
MSF whereby the port is configurable as an option of the
payload.

Nowadays, the MSF is basically a large penetration test-
ing framework which is open-source and contains several
exploits for various kind of software. In general, most of
the security issues which are used by the exploits coming
with the MSF are fixed on an up-to-date system, but there
is a good chance that the recent ones will work very well.
In fact, most exploits published on security mailing lists?’
will be integrated into the framework short time after certain
information is available. For our purpose, testing different
IDSs and their configuration, there are also websites hosting
old versions of different services. So its also possible to run
services with outdated software versions to check what kind
of attacks and which steps of an attack are recognized by an
IDS.

Besides these exploits, the MSF contains a lot of helper
classes (called “auxiliaries”), for many purposes like appli-
cation version detection or password sniffing. Other useful
auxiliaries are different vulnerability scanners, brute-force
password cracking tools or a set of simple server systems.
In addition, the MSF provides output obfuscation — which
allows outsmarting most of the string-matching based detec-
tion systems.

Attacking a host means basically to gain access to the op-
erating system’s command line interface. But the command
line interface differs by operating system. Therefore, the
MSEF provides a special payload called “Meterpreter”(Miller
2004). It abstracts the operating system’s command line in-
terface and brings different advantages. First, it allows to
run arbitrary commands without starting a new process, so
that host-based intrusion detection systems (HIDS) do not
recognize an increasing process count. Second, it provides
an operating system independent high-level shell for the at-
tacker. This will allow the Meterpreter either to gain higher
user privileges or to exploit other hosts. Third, the Meter-
preter may also run “Meterpreter scripts” to automate some
steps again without creating any recognizable processes.

Usage in FIDIUS The MSF requires manual interaction
for each step (i. e. run auxiliaries, prepare and run an exploit,
analyse the exploit’s output, etc.). Also the framework itself
doesn’t have a detailed knowledge of the network setup it at-
tacks. Fortunately, the MSF has an API to use the framework
not only as an application, but also as a library. There are still
some disadvantages, e. g. the MSF requires all modules (in-
cluding exploit, payload etc.) to have a specific format. The

Ynot only Full Disclosure, http://seclists.org/fulldisclosure/,
but also the Metasploit mailing list, http://mail.metasploit.com/
mailman/listinfo/framework and others
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framework then loads all these module files into a manage-
able format. All modules are loaded into main memory on
start up. This results in an almost unacceptable loading time
especially while developing new features. Testing any tool
using the framework as library can be very time exhausting
this way. In FIDIUS we separate the MSF in another appli-
cation so that the framework is available through network
connections.

Thus in the Action part of FIDIUS Core there is an ex-
ploiting part and a scanning part. The exploiting part is an
extended and cleaned version of the db_autopwn method of
the MSF. We have therefore sorted the exploits by date as a
first approach. So the order of exploits run against a service
starts with the most recent ones. First this results in a much
better performance. With a time ordered list of exploit it took
us five tries to exploit a “Windows XP with SP2”. With a list
of exploits only ordered by operating system the amount of
exploits tested is 26. Second this results in a much lower
resource consumption such as network bandwidth and CPU
load. And third, sending only five exploits through a network
which is possibly monitored by an IDS will result in much
less events thrown by that IDS than sending possibly 40 or
even more exploits including shell-code and suspicious OS-
API calls.

For the actions to scan hosts or networks we have written
different classes implementing different kinds of scans such
as ARP scan, Ping scan or port scan. We also changed the OS
version detection part thus we can use exploits matching the
given hosts set up in more detail. Thus our actions become
much more silent measured by the parameters described in
section 4.3.

To decrease the great loading time we use the msfdrbd
(Metasploit Distributed Ruby Daemon). It uses the Ruby
standard library DRb (Distributed Ruby)*® which allows the
bidirectional sharing of (binary) objects (even on different
machines). In this way, the msfdrbd can constantly run in
a background process, instantiate the Metasploit framework
and wait for incoming requests. Thus we don’t have to wait
for all modules to be loaded by the framework while devel-
oping the FIDIUS Core. Furthermore we have a more scal-
able software design. Additionally a simple control interface
allows the user to interact with the daemon to load and un-
load server-side framework plug ins. Thus, the execution of
exploits will be simplified by providing wrapper methods.

6 Conclusion & Future Work

We presented an architecture for an intelligent vulnerabil-
ity testing tool and its current implementation. In the archi-
tecture part we described the Knowledge, Decision and Ac-
tion components. The current implementation using FIDIUS
Core is a user interface, a planning component, a neural net
and an exploiting component using the MSF.

In the future, the final FIDIUS system should be an im-
provement for both penetration testers and network admin-
istrators. It simplifies their work and saves their time.

There are still many things we would like to implement
and improve. The recognition and definition of the value

Bsee hitp://segment7.net/projects/ ruby/drb/introduction.html



of a host and an exploits loudness have to be fine-tuned.
This is important to improve the results of the used Al algo-
rithms. Furthermore we need a bigger knowledge base with
IDMEEF events from different IDSs with different configura-
tions. This would make an assigned loudness more reliable.
We have started this by creating the EvasionDB mentioned
in section 2 but there are still several tests to be done. In the
future we plan to create a database connecting each exploit
with all tested IDS wrt their configuration and the events
caused by this exploit by an IDS with specific configuration.
We plan do use this database to train a neural net. Such a
database could probably also be used for other AI methods.
This is most important for black box testing.

Additionally, we are still testing the adaptiveness of the
neural net in a user study and will test the planner in precon-
figured test nets.
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Abstract

Penetration Testing is a methodology for assessing network
security, by generating and executing possible attacks. Do-
ing so automatically allows for regular and systematic testing
without a prohibitive amount of human labor. A key ques-
tion then is how to generate the attacks. This is naturally
formulated as a planning problem. Previous work (Lucangeli
et al. 2010) used classical planning and hence ignores all the
incomplete knowledge that characterizes hacking. More re-
cent work (Sarraute et al. 2011) makes strong independence
assumptions for the sake of scaling, and lacks a clear for-
mal concept of what the attack planning problem actually
is. Herein, we model that problem in terms of partially ob-
servable Markov decision processes (POMDP). This grounds
penetration testing in a well-researched formalism, highlight-
ing important aspects of this problem’s nature. POMDPs al-
low to model information gathering as an integral part of the
problem, thus providing for the first time a means to intelli-
gently mix scanning actions with actual exploits.

Introduction

Penetration Testing (short pentesting) is a methodology for
assessing network security, by generating and executing pos-
sible attacks exploiting known vulnerabilities of operating
systems and applications (e.g., (Arce and McGraw 2004)).
Doing so automatically allows for regular and systematic
testing without a prohibitive amount of human labor, and
makes pentesting more accessible to non-experts. A key
question then is how to automatically generate the attacks.

A natural way to address this issue is as an attack plan-
ning problem. This is known in the Al Planning community
as the “Cyber Security” domain (Boddy et al. 2005). In-
dependently (though considerably later), the approach was
put forward also by the pentesting industry (Lucangeli et al.
2010). The two domains essentially differ only in the in-
dustrial context addressed. Herein, we are concerned exclu-
sively with the specific context of regular automatic pentest-
ing, as in Core Security’s “Core Insight Enterprise” tool. We
will use the term “attack planning” in that sense.

Lucangeli et al. (2010) encoded attack planning into
PDDL, and used off-the-shelf planners. This already is
useful,! however it is still quite limited. In particular, the

'In fact, this technology is currently employed in Core Secu-
rity’s commercial product, using a variant of Metric-FF.
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planning is classical—complete initial states and determin-
istic actions—and thus not able to handle the uncertainty in-
volved in this form of attack planning. We herein contribute
a planning model that does capture this uncertainty, and al-
lows to generate plans taking it into account. To understand
the added value of this technology, it is necessary to examine
the relevant context in some detail.

The pentesting tool has access to the details of the client
network. So why is there any uncertainty? The answer is
simple: pentesting is not Orwell’s “Big Brother”. Do your
IT guys know everything that goes on inside your computer?

It is safe to assume that the pentesting tool will be kept
up-to-date about the structure of the network, i.e., the set
of machines and their connections—these changes are infre-
quent and can easily be registered. It is, however, impossible
to be up-to-date regarding all the details of the configuration
of each machine, in the typical setting where that configura-
tion is ultimately in the hands of the individual users. Thus,
since the last series of attacks was scheduled, the configu-
rations may have changed, and the pentesting tool does not
know how exactly. Its task is to figure out whether any of
the changes open new dangerous vulnerabilities.

One might argue that the pentesting tool should first de-
termine what has changed, via scanning methods, and then
address what is now a classical planning problem involv-
ing only exploits, i.e., hacking actions modifying the system
state. There are two flaws in this reasoning: (a) scanning
doesn’t yield perfect knowledge so a residual uncertainty re-
mains; (b) scanning generates significant costs in terms of
running time and network traffic. So what we want is a tech-
nique that (like a real hacker) can deal with uncertainty by
intelligently inserting scanning actions where they are use-
ful for scheduling the best exploits. To our knowledge, ours
is the first work that indeed offers such a method.

There is hardly any related work tackling uncertainty
measures (probabilities) in network security. The few works
that exist (e.g., (Bilar 2003; Dawkins and Hale 2003)) are
concerned with the defender’s viewpoint, and tackle a very
different kind of uncertainty attempting to model what an
attacker would be likely to do. The above mentioned work
on classical planning is embedded into a pentesting tool run-
ning a large set of scans as a pre-process, and afterwards ig-
noring the residual uncertainty. This incurs both drawbacks
(a) and (b) above. The single work addressing (a) was per-



formed in part by one of the authors (Sarraute et al. 2011).
On the positive side, the proposed attack planner demon-
strates industrial-scale runtime performance, and in fact its
worst-case runtime is low-order polynomial. On the nega-
tive side, the planner does not offer a solution to (b)—it still
reasons only about exploits, not scanning—and of course its
efficiency is bought at the cost of strong simplifying assump-
tions. Also, the work provides no clear notion of what attack
planning under uncertainty actually is.

Herein, we take the opposite extreme of the trade-off be-
tween accuracy and performance. We tackle the problem in
full, in particular addressing information gathering as an in-
tegral part of the attack. We achieve this by modeling the
problem in terms of partially observable Markov decision
processes (POMDP). As a side effect, this modeling activity
serves to clarify some important aspects of this problem’s
nature. A basic insight is that, whereas Sarraute et al. (2011)
model the uncertainty as non-deterministic actions—success
probabilities of exploits—this uncertainty is more naturally
modeled as an uncertainty about states. The exploits as such
are deterministic in that their outcome is fully determined by
the system configuration.” Once this basic modeling choice
is made, all the rest falls into place naturally.

Our experiments are based on a problem generator that is
not industrial-scale realistic, but that allows to create reason-
able test instances by scaling the number of machines, the
number of possible exploits, and the time elapsed since the
last activity of the pentesting tool. Unsurprisingly, we find
that POMDP solvers do not scale to large networks. How-
ever, scaling is reasonable for individual pairs of machines.
As argued by Sarraute et al. (2011), such pairwise strategies
can serve as the basic building blocks in a framework de-
composing the overall problem into two abstraction levels.

We next provide some additional background on pentest-
ing and POMDPs. We then detail our POMDP model of
attack planning, and our experimental findings. We close
the paper with a brief discussion of future work.

Background
We fill in some background on pentesting and POMDPs.

Penetration Testing

The objective of a typical penetration testing task is to gain
control over as many computers in a network as possible,
with a preference for some machines (e.g., because of their
critical content). It starts with one controlled computer: ei-
ther outside the targeted network (so that its first targets are
machines accessible from the internet), or inside this net-
work (e.g., using a Trojan horse). As illustrated in Figure 1,
at any point in time one can distinguish between 3 types
of computers: those under control (on which an agent has
been installed, allowing to perform actions); those which are
reachable from a controlled computer because they share a

2Sometimes, non-deterministic effects are an adequate abstrac-
tion of state uncertainty, as in “crossing the street”. The situation in
pentesting is different because repeated executions will yield iden-
tical outcomes.
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Figure 1: An example network made of two sub-networks
(cliques): (Mo, My, Ms) (e.g., My an outside computer, M,
a web server and Ms a firewall), and (Mo, M3, My, M5). 1
computer is under control (M), 2 are reachable (M; and
M), and 3 are unreachable (M3, My, Ms).

sub-network with one of them: and those which are unreach-
able from any controlled computer.

Given currently controlled machines, one can perform
two types of actions targeting a reachable machine: tests—to
identify its configuration (OS, running applications, ...)—,
and exploits—to install an agent by exploiting a vulnerabil-
ity. A successful exploit turns a reachable computer into a
controlled one, and all its previously unreachable neighbors
into reachable computers.

A “classic” pentest methodology consists of a series of
fixed steps, for example:

e perform a network discovery (obtain a list of all the reach-
able machines),

e port scan all the reachable machines (given a fixed list of
common ports, probe if they are open/closed/filtered),

e given the previous information, perform OS detection
module(s) on reachable machines (e.g., run nmap tests),

e once the information gathering phase is completed, the
following phase is to launch exploits against the (poten-
tially vulnerable) machines.

This could be improved—a long-term objective of this
work—as POMDP planning allows for more efficiency by
mixing actions from the different steps.

More details on pentesting will be given later when we
describe how to model it using the POMDP formalism.

POMDPs

POMDPs are usually defined (Monahan 1982; Cassandra
1998) by a tuple (S, A,O,T,0,r,by) where, at any time
step, the system being in some state s € S (the state space),
the agent performs an action a € A (the action space) that
results in (1) a transition to a state s’ according to the tran-
sition function T'(s,a, s') = Pr(s'|s,a), (2) an observation
o € O (the observation space) according to the observation
function O(s',a,0) = Pr(o|s’,a) and (3) a scalar reward
r(s,a). by is the initial probability distribution over states.
Unless stated otherwise, the sets S, A and O are finite.

In this setting, the problem is for the agent to find a de-
cision policy 7 choosing, at each time step, the best action
based on its past observations and actions so as to maximize
its future gain (which can be measured for example through
the total accumulated reward). Compared to classical de-
terministic planning, the agent has to face the difficulty in
accounting for a system not only with uncertain dynamics
but also whose current state is imperfectly known.



The agent typically reasons about the hidden state of the
system using a belief state b € B = II(S) (the set of prob-
ability distributions over S) using the following Bayesian
update formula when performing action a and observing o:

ZTsas (s),

where Pr(ola,b) = >’  cs0(s",a,0)T(s,a,s")b(s).
Using belief states, a POMDP can be rewritten as an MDP
over the belief space, or belief MDP, (B, A, T, p), where the
new transition and reward functions are both defined over
B x A x B. With this reformulation, a number of theoret-
ical results about MDPs can be extended, such as the exis-
tence of a deterministic policy that is optimal. An issue is
that this belief MDP is defined over a continuous—and thus
infinite—belief space.

For a finite horizon® T > 0 the objective is to find a policy
verifying 7* = arg max ¢ 45 J™ (bg) with

T-1
Z Pytrt bo,’ﬂ"| )
t=0

where by is the initial belief state, r; the reward obtained
at time step ¢, and v € (0, 1) a discount factor. Bellman’s
principle of optimality (Bellman 1954) lets us compute this
function recursively through the value function

b{l,O(S/) _

Vi (b) =
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where, for all b € B, Vo (b) = 0, and J™(b) = V,—7(b).

For our experiments we use SARSOP (Kurniawati et al.
2008), a state of the art point-based algorithm, i.e., an algo-
rithm approximating the value function as the upper enve-
lope of a set of hyperplanes, these hyperplanes correspond-
ing to a selection of particular belief points.

Modeling Penetration Testing with POMDPs

As penetration testing is about acting under partial observ-
ability, POMDPs are a natural candidate to model this par-
ticular problem. They allow to model the problem of knowl-
edge acquisition and to account for probabilistic informa-
tion, e.g., the fact that certain configurations or vulnerabil-
ities are more frequent than others. In comparison, classi-
cal planning approaches (Lucangeli et al. 2010) assume that
the whole network configuration is known, so that no explo-
ration is required. The present section discusses how to for-
malize penetration testing using POMDPs. As we shall see,
the uncertainty is located essentially in the initial belief state.
This is different from modeling the uncertainty in pentest-
ing using probabilistic action outcomes as in (Sarraute et al.
2011), which does not account for the real dynamics of the
system. Also, as indicated previously, unlike our POMDPs,
the approach of Sarraute et al. (2011) only chooses exploits,
assuming a naive a priori knowledge acquisition and thus
ignoring the interaction between these two.

3In practice we consider an infinite horizon.
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MO-win2003-p445-SMB-vuln

states : .
terminal MO—w%nZOO3—p445—SMB—agent
MO-win2000 MO-winXPsp2

MO-winXPsp2-p445
MO-winXPsp2-p445-SMB
MO-winXPsp2-p445-SMB-vuln
MO-winXPsp2-p445-SMB-agent
MO-winXPsp3
MO-winXPsp3-p445
MO-winXPsp3-p445-SMB

MO-win2000-p445
MO-win2000-p445-SMB
MO-win2000-p445-SMB-vuln
MO-win2000-p445-SMB-agent
MO-win2003
MO-win2003-p445
MO-win2003-p445-SMB

Figure 2: A list of states in a setting with a single com-
puter (MO) which can be a Windows 2000, 2003, XPsp2 or
XPsp3, may have port 445 open and, if so, may be running a
SAMBA server which may be vulnerable (except for XPsp3)
and whose vulnerability may have been exploited.

States

First, any sensible penetration test will have a finite execu-
tion. There is nothing to be gained here by infinitely exe-
cuting a looping behavior. Every pentest terminates either
when some event (e.g., an attack detection) stops it, or when
the additional access rights that could yet be gained (from
the finite number of access rights) do not outweigh the as-
sociated costs. This implies that there exists an absorbing
terminal state and that we are solving a Stochastic Shortest
Path problem (SSP).

Then, in the context of pentesting, we do not need the full
state of the system to describe the current situation. We will
thus focus on aspects that are relevant for the task at hand.
This state for example does not need to comprise the net-
work topology as it is assumed here to be static and known.
But it will have to account for the configuration and status
of each computer on the network.

A computer’s configuration needs to describe the applica-
tions present on the computer and that may (i) be vulnerable
or (ii) reveal information about potentially vulnerable appli-
cations. This comprises its operating system (OS) as well as
server applications for the web, databases, email, ... The de-
scription of an application does not need to give precise ver-
sion numbers, but should give enough details to know which
(known) vulnerabilities are present, or what information can
be obtained about the system. For example, the open ports
on a given computer are aspects of the OS that may reveal
not only the OS but also which applications it is running.

The computers’ configurations (and the network topol-
ogy) give a static picture of the system independently of
the progress of the pentest. To account for the current sit-
uation one needs to specify, for each computer, whether a
given agent has been installed on it, whether some applica-
tions have crashed (e.g., due to the failure of an exploit), and
which computers are accessible. Which computers are ac-
cessible depends only on the network topology and on where
agents have been installed, so that there is no need to explic-
itly add this information in the state. Fig. 2 gives a states
section from an actual POMDP file (using the file format
of Cassandra’s toolbox) in a setting with a single machine
MO, which is always accessible (not mentioning the com-
puter from which the pentest is started).

Note that a computer’s configuration should also provide



actions Exploit-M0-win2000-SMB
Exploit-M0-win2003-SMB

Exploit-MO-winXPsp2-SMB

Terminate
Probe-M0-p445
OSDetect-MO
Figure 3: A list of actions in the same setting as Fig. 2, with
1 Terminate action, 2 tests, and 3 possible exploits.

information on whether having access to it is valuable in
itself, e.g., if there is valuable data on its hard drive. This
will be used when defining the reward function.

Actions (& Observations)

First, we need a Terminate action that can be used to
reach the terminal state voluntarily. Note that specific
outcomes of certain actions could also lead to that state.

Because we assume that the network topology is known
a priori, there is no need for actions to discover reachable
machines. We are thus left with two types of actions: fests,
which allow to acquire information about a computer’s con-
figuration, and exploits, which attempt to install an agent on
a computer by exploiting a vulnerability. Fig. 3 lists actions
in our running example started in Fig. 2.

Tests Tests are typically performed using programs such
as nmap (Lyon 1998), which scans a specific computer for
open ports and, by analyzing the response behavior of ports,
allows to make guesses about which OS and services are
running. Note that such observation actions have a cost ei-
ther in terms of time spent performing analyses, or because
of the probability of being detected due to the generated
network activity. This is the reason why one has to decide
which tests to perform rather than perform them all.
In our setting, we only consider two types of tests:

OS detection: A typical OS detection will return a list of

possible OSes, the ones likely to explain the observations
of the analysis tool. As a result, one can prune from the
belief state (=set to zero probability) all the states corre-
sponding with non-matching OSes, and then re-normalize
the remaining non-zero probabilities.
Keeping with the same running example, Fig. 4 presents
the transition and observation models associated with
action OSDetect-MO, which can distinguish winXP
configurations from win2000/2003; and following is an
example of the evolution of the belief state:

initial  (0,00000,4,1,1,1.04.1.1,1.0000)
winxp (0,0,0,0,0,0,0,0,0,0,0,3,2,1,1.0,0,0,0)
win2000/2003 (0,0.0,0,0.0.5.%.%.%.0.0,0.,0,0.0,0.0.0)

Port scan: Scanning port X simply tells if it is open or
closed; by pruning from the belief state the states that
match the open/closed state of port X, one implicitely re-
fines which OS and applications may be running.

Action Probe-M0-p445, for example, is modeled as
depicted on Fig. 5 and could give the following evolution:
initial (0,00000,%.2.4.20.4.2.1.2.0000)
open-port (0,0,0,0,0,0,0,%,1 1,0,0,%, %,0,0,0,0)
0,0,0,0,0)

i
1
6°6°6 6

closed-port (0,0,0,0,0,0,3,0,0,0,0,%,0,0,
Note that a test has no state outcome (the state remains the
same), and that its observation outcome is considered as de-
terministic: given the—real, but hidden—configuration of a

computer, a given test always returns the same observation.
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OSDetect-M0O identity

OSDetect-M0O: « * 0

OSDetect-MO: % : undetected 1
OSDetect-M0O: MO-win2000

OSDetect-MO: MO-win2000-p445
OSDetect-M0O: MO-win2000-p445-SMB
OSDetect-MO: MO-win2000-p445-SMB-vuln :
OSDetect-MO: MO-win2000-p445-SMB-agent:
OSDetect-MO: MO-win2003

OSDetect-MO: MO-win2003-p445

=
-
o}
e e e R N R S S

O O O O O O OO OO OO O0OOoOO0OO0OOoOOoOOoOOoOHH

OSDetect-MO: MO-win2003-p445-SMB win
OSDetect-MO: MO-win2003-p445-SMB-vuln : win
OSDetect-MO: MO-win2003-p445-SMB-agent: win 1
OSDetect-MO: MO-winXPsp2 : winxp 1
OSDetect-M0O: MO-winXPsp2-p445 : winxp 1
OSDetect-MO: MO-winXPsp2-p445-SMB : winxp 1
OSDetect-M0O: MO-winXPsp2-p445-SMB-vuln : winxp 1
OSDetect-MO: MO-winXPsp2-p445-SMB-agent: winxp 1
OSDetect-M0: MO-winXPsp3 : winxp 1
OSDetect-MO: MO-winXPsp3-p445 : winxp 1
OSDetect-M0: MO-winXPsp3-p445-SMB : winxp 1

Figure 4: Transition and observation models for action
OSDetect-MO0. The first line specifies that this action’s
transition matrix is the identity matrix. The remaining
lines describe this action’s observation function by giv-
ing the probability (here O or 1) of each possible state-
observation pair, defaulting to the undetected obser-
vation for all states.

Probe-M0-p445
Probe-M0-p445: =« * 0

Probe-M0-p445: % : closed-port 1
Probe-M0-p445: MO-win2000-p445
Probe-M0-p445: MO-win2000-p445-SMB
Probe-M0-p445: MO-win2000-p445-SMB-vuln
Probe-M0-p445: MO-win2000-p445-SMB-agent
Probe-M0-p445: MO-win2003-p445
Probe-M0-p445: MO-win2003-p445-SMB
Probe-M0-p445: MO-win2003-p445-SMB-vuln
Probe-M0-p445: MO-win2003-p445-SMB-agent
Probe-M0-p445: MO-winXPsp2-p445
Probe-M0-p445: MO-winXPsp2-p445-SMB : open-port
Probe-M0-p445: MO-winXPsp2-p445-SMB-vuln :
Probe-M0-p445: MO-winXPsp2-p445-SMB-agent:
Probe-M0-p445: MO-winXPsp3-p445
Probe-M0-p445: MO-winXPsp3-p445-SMB

identity

: open-port
: open-port
: open-port
: open-port
: open-port
: open-port
: open-port
: open-port
: open-port

open-port
open-port
: open-port

O O O O O O O O O O O O o o o o X
L e e e e e e e i

: open-port

Figure 5: Transition and observation models for action
Probe-M0-p445. The transition is again the identity,
and the observation is closed-port by default, and
open-port for all states in which port 445 is open.

Another interesting point is that (i) tests provide information
about computer configurations and (ii) computer configura-
tions are static, so that there is no use repeating a test as it
cannot provide or update any information.

Exploits Exploits make use of an application’s vulnerabil-
ity to gain (i) some control over a computer from another
computer (remote exploit), or (ii) more control over a com-
puter (local exploit / privilege escalation). Local exploits do
not differ significantly from remote exploits since it amounts
to considering each privilege level as a different (virtual)



T: Exploit-M0-win2003-SMB
T: Exploit-M0-win2003-SMB:

identity
MO-win2003-p445-SMB-vuln

HEE
MO-win2003-p445-SMB-vuln

: MO-win2003-p445-SMB-agent 1
0: Exploit-MO-win2003-SMB: % : * 0
O: Exploit-MO0-win2003-SMB: * : no-agent 1
0: Exploit-MO0-win2003-SMB: MO-win2003-p445-SMB-agent
: agent-installed 1

T: Exploit-M0-win2003-SMB:

Figure 6: Transition and observation models for action
Exploit-M0-win2003-SMB. The transition is the iden-
tity except if MO is vulnerable, where an agent gets in-
stalled. The observation is no—-agent by default and
agent-installed if the exploit is successful.

computer in a sub-network. As a consequence, for the sake
of clarity, we only consider one privilege level per computer.

More precisely, we consider that any successful exploit
will provide the same control over the target computer, what-
ever the exploit and whatever its configuration. This allows
(i) to assume that the same set of actions is available on any
controlled computer, and (ii) to avoid giving details about
which type of agent is installed on a computer.

The success of a given exploit action E depends deter-
ministically on the configuration of the target computer, so
that: (i) there is no use in attempting an exploit F if none
of the probable configurations is compatible with this ex-
ploit, and (ii) the outcome of F—either success or failure—
provides information about the configuration of the target.
In the present paper, we even assume that a computer’s con-
figuration is completely observed once it is under control.

Exploit-M0-win2003-SMB is modeled in Fig. 6,
and an example evolution of the belief under this action is:
initial ~ (0,0,0,0,0,0,4,2,1,2,0,4,2,1,1.0,00,0)
success (0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,1,0,0,0)
failure (0,0.0.0.00,2,2,2,2.0,2,1.1,0.0.0.0.0)

N O ool
Nl O ool

il
il

Rewards

First, no reward is received when the Terminate action is
used, or once the terminal state is reached. Otherwise, the
reward function has to account for various things:

Value of a computer (r.): The objective of a pentest is to
gain access to a number of computers. Here we thus pro-
pose to assign a fixed reward for each successful exploit
(on a previously uncontrolled machine). In a more realis-
tic setting, one could reward accessing for the first time a
given valuable data, whatever computer hosts these data.

Time is money (7;): Each action—may it be a test or an
exploit—has a duration, so that the expected duration of
the pentest may be minimized by assigning each transi-
tion a cost (negative reward) proportional to its duration.
One could also consider a maximum time for the pentest
rather than minimizing it.

Risk of detection (r;): We do not explicitely model the
event of being detected (that would lead to the terminal
state with an important cost), but simply consider transi-
tion costs that depend on the probability of being detected.
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As a result, a transition s,a,s’ comes with a reward that
is the sum of these three components: r = r. + r, + rg.
Although some rewards are positive, we are still solving an
SSP since such positive rewards cannot be received multiple
times and thus cyclic behavior is not sensible.

POMDP Model Generation

Generating a POMDP model for pentesting requires knowl-
edge about possible states, actions, and observations, plus
the reward function and the initial belief state. Note first that
the POMDP model may evolve from one pentest to the next
due to new applications, exploits or tests.

Action and observation models for the various possible
tests and exploits can be derived from the documentation of
testing tools (see, e.g., nmap’s manpage) and databases such
as CVE (Common Vulnerabilities and Exposures)*. Infor-
mation could presumably be automatically extracted from
such databases, which are already very structured. In our
experiments, we start from a proprietary database of Core
Security Technologies. The two remaining components of
the model—the reward function and the initial belief state—
involve quantitative information which is more difficult to
acquire. In our experiments, this information is estimated
based on expert knowledge.

Regarding rewards, statistical models can be used to esti-
mate, for any particular action, the probability of being de-
tected, and the probabilistic model of its duration. But a
human decision is required to assign a value for the cost of
a detection, for gaining control over one target computer or
the other, and for spending a certain amount of time.

The definition of the initial belief state is linked to the
fact that penetration testing is a task repeated regularly, and
has access to previous pentesting reports on the same net-
work. The pentester thus has knowledge about the previ-
ous configuration of the network (topology and machines),
and which weaknesses have been reported. This informa-
tion, plus knowledge of typical update behaviors (applying
patches or not, downloading service packs...), allows an in-
formed guess on the current configuration of the network.

We propose to mimick this reasoning to compute the ini-
tial belief state. To keep things simple, we only consider
a basic software update behavior (assuming that softwares
are independent from each other): each day, an application
may probabilistically stay unchanged, or be upgraded to the
next version or to the latest version. The updating process
of a given application can then be viewed as a Markov chain
as illustrated in Fig. 7. Assuming that (i) the belief about a
given application version was, at the end of the last pentest,
some vector vy, and (ii) 7" days (the time unit in the Markov
chain) have passed, then this belief will have to be updated
as vy = UT vy, where U is the matrix representation of the
chain. For Fig. 7, this matrix reads:

P11 0 0 0 0
pi2 p22 O 0 0
U= 0 p23 p33 O 0
0 0 p34 pasa O
P15 P25 P35 P45 P55

“http://cve.mitre.org/
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Figure 7: Markov Chain modeling an application’s updat-
ing process. Vertices are marked with version numbers, and
edges with transition probabilities per time step.

This provides a factored approach to compute initial belief
states. Of course, in this form the approach is very simplis-
tic. A realistic method would involve elaborating a realistic
model of system development. This is a research direction
in its own right. We come back to this at the end of the paper.

Solving Penetration Testing with POMDPs

We now describe our experiments. We first fill in some de-
tails on the setup, then discuss different scaling scenarios,
before having a closer look at some example policies gener-
ated by the POMDP solver.

Experiments Setup

The experiments are run on a machine with an Intel Core2
Duo CPU at 2.2 GHz and 3 GB of RAM. We use the APPL
(Approximate POMDP Planning) toolkit>. This C++ imple-
mentation of the SARSOP algorithm is easy to compile and
use, and has reasonable performance. The solver is run with-
out time horizon limit, until a target precision ¢ = 0.001
is reached. Since we are solving a stochastic shortest path
problem, a discount factor is not required, however we use
v = 0.95 to improve performance. We will briefly discuss
below the effect of changing e and ~.

Our problem generator is implemented in Python. It has
3 parameters:

e number of machines M in the target network,

e number of exploits F in the pentesting tool, that are ap-
plicable in the target network,

e time delay 7T since the last pentest, measured in days.

For simplicity we assume that, at time 7" = 0, the informa-
tion about the network is perfect, i.e., there is no uncertainty.
As T grows, uncertainty increases as described in the previ-
ous section, where the parameters of the underlying model,
cf. Fig. 7, are estimated by hand. The network topology
consists of 1 outside machine and M — 1 other machines
in a fully connected network. The configuration details are
scaled along with E, i.e., details are added as relevant for
the exploits (note that irrelevant configuration details would
not serve any purpose in this application). As indicated, the
exploits are taken from a Core Security database which con-
tains the supported systems for each exploit (specific OS and
application versions that are vulnerable). The £ exploits are
distributed evenly over the M machines. We require that
E > M so that each machine gets at least one exploit (oth-
erwise the machine could be removed from the encoding).

5 APPL 0.93 at http://bigbird.comp.nus.edu.sg/pmwiki/farm/appl/
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Combined Scaling

We discuss performance—solver runtime—as a function of
M, E, and T'. To make data presentation feasible, at any one
time we scale only 2 of the parameters.

Consider first Figure 8 (a), which scales M and 7. E is
fixed to the minimum value, i.e., each machine has a fixed
OS version and one target application. In this setting, there
are 3M states. For M = 8, the generated POMDP file has
6562 states and occupies 71 MB on disk; the APPL solver
runs out of memory when attempting to parse it. Thus, in
this and all experiments to follow, M < 7.

Naturally, runtime grows exponentially with A —after
all, even the solver input does. As for 7', interestingly this
exhibits a very pronounced easy-hard-easy pattern. Inves-
tigating the reasons for this, we found that it is due to a
low-high-low pattern of the “amount of uncertainty” as a
function of 7'. Intuitively, as T increases, the probability
distribution in the initial belief state first becomes “broader”
because more application updates are possible. Then, af-
ter a certain point, the probability mass accumulates more
and more “at the end”, i.e., at the latest application versions,
and the uncertainty decreases again. Formally, this can be
captured in terms of the entropy of by, which exhibits a low-
high-low pattern reflecting that of Figure 8 (a).

In Figure 8 (b), scaling the number E of exploits as well
as T, the number of machines is fixed to 2 (the localhost
of the pentester, and one target machine). We observe the
same easy-hard-easy pattern over 7. As with M, runtime
grows exponentially with E' (and must do so since the solver
input does). However, with small or large 7', the exponen-
tial behavior does not kick in until the maximum number of
exploits, 10, that we consider here. This is important for
practice since small values of T' (up to 7' = 50) are rather
realistic in regular pentesting. In the next sub-section, we
will examine this in more detail to see how far we can scale
F, in the 2-machines case, with small 7.

Figure 8 (c) and (d) show the combined scaling over ma-
chines and exploits, for a favorable value of T (1" = 10, (c))
and an unfavorable one (7' = 80, (d)). Here the behavior is
rather regular. By all appearances, it grows exponentially in
both parameters. An interesting observation is that, in (c),
the growth in M kicks in earlier, and rather more steeply,
for M. This is not as much the case for the larger 7" value in
(d). Note though that, there, the curve over E flattens around
T = 10. It is not clear to us what is causing this behavior;
cf. the next sub-section.

To give an impression on the effect of the discount factor
on solver performance, with M = 2, F = 11,7 = 40,
solver runtime goes from 17.77 s (with v = 0.95) to 279.65
s (with v = 0.99). APPL explicitly checks that v < 1, so
v = 1 could not be tried. With our choice v = 0.95 we still
get good policies (cf. further below).

The 2-Machines Case

As hinted, the 2-machines case is relevant because it may
serve as the “atomic building block” in an industrial-scale
solution, cf. also the discussion in the outlook below. The
question then is whether or not we can scale the number of
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Figure 8: POMDP solver runtime (z axis) when scaling: (a) time delay vs. the number of machines, (b) time delay vs. the
number of exploits, (c) machines vs. exploits with time delay 10, and (d) machines vs. exploits with time delay 80.

exploits into a realistic region. We have seen above already
that this is not possible for unfavorable values of 7. How-
ever, are these values to be expected in practice? As far as
Core Security’s “Core Insight Enterprise” tool goes, the an-
swer is “no”. In security aware environments, pentesting
should be performed at regular intervals of at most 1 month.
Consequently, Figure 9 shows data for 7' < 50.
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Figure 9: POMDP solver runtime when scaling the number
of exploits, for different realistically small settings of the
time delay, in the 2-machines case.

For the larger values of 7', the data shows a very steep in-
cline between E = 5 and E = 10, followed by what appears
to be linear growth. This behavior is caused by an unwanted
bias in our current generator.® Ignoring this phenomenon,

The exploits to be added are ordered in a way so that their
likelihood of succeeding decreases monotonically with |E|. After
a certain point, they are too unlikely to affect the policy quality by
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what matters to us here is that, for the most realistic values
of T' (T = 10, 20), scaling is very good indeed, showing no
sign of hitting a barrier even at £ = 50. Of course, this re-
sult must be qualified against the realism of the current gen-
erator. It remains an open question whether similar scaling
will be achieved for more realistic simulations of network
development.

POMDPs make Better Hackers

As an illustration of the policies found by the POMDP
solver, consider a simple example wherein the pentester has
4 exploits: an SSH exploit (on OpenBSD, port 22), a wu-
ftpd exploit (on Linux, port 21), an IIS exploit (on Windows,
port 80), and an Apache exploit (on Linux, port 80). The
probability of the target machine being Windows is higher
than the probability of the other OSes.

Previous automated pentesting methods, e.g. Lucangeli et
al. (2010), proceed by first performing a port scan on com-
mon ports, then executing OS detection module(s), and fi-
nally launching exploits for potentially vulnerable services.

With our POMDP model, the policy obtained is to first
test whether port 80 is open, because the expected reward
is greater for the two exploits which target port 80, than for
each of the exploits for port 21 or 22. If port 80 is open,
the next action is to launch the IIS exploit for port 80, skip-
ping the OS detection because Windows is more probable
than Linux, and the additional information that OS Detect
can provide doesn’t justify its cost (additional running time).
If the exploit is successful, terminate. Otherwise, continue
with the Apache exploit (not probing port 80 since that was
already done), and if that fails then probe port 21, etc.

more than the target precision e. The POMDP solver appears to
determine this effectively.



In summary, the policy orders exploits by promise, and
executes port probe and OS detection actions on demand
where they are cost-effective. This improves on Sarraute
et al. (2011), whose technique is capable only of ordering
exploits by promise. What’s more, practical cases typically
involve exploits whose outcome delivers information about
the success probability of other exploits, due to common rea-
sons for failure—exploitation prevention techniques. Then
the best ordering of exploits depends on previous exploits’
outcome. POMDP policies handle this naturally, however it
is well beyond the capabilities of Sarraute et al.’s approach.
We omit the details for space reasons.

Discussion

POMDPs can model pentesting more naturally and accu-
rately than previously proposed planning-based models (Lu-
cangeli et al. 2010; Sarraute et al. 2011). While, in gen-
eral, scaling is limited, we have seen that it appears rea-
sonable in the 2-machines case where we are considering
only how to get from one machine to another. An idea to
use POMDP reasoning in practice is thus to perform it for
all connected pairs of machines in the network, and there-
after use these solutions as the input for a high-level plan-
ning procedure. That procedure would consider the pair-
wise solutions to be atomic, i.e., no backtracking over these
decisions would be made. Indeed, this is one of the abstrac-
tions made—successfully, as far as runtime performance is
concerned—by Sarraute et al. (2011). Our immediate future
work will be to explore whether a POMDP-based solution
of this type is useful, the question being how large the over-
head for planning all pairs is, and how much of the solution
quality gets retained at the global level.

A line of basic research highlighted by our work is the
exploitation of special structures in POMDPs. First, in our
model, all actions are deterministic. Second, some of the
uncertain parts of the state (e.g. the operating systems) are
static, for the purpose of pentesting, in the sense that none of
the actions affect them. Third, unless one models possible
detrimental side-effects of exploits (cf. directly below), pen-
testing is “monotonic”: accessibility, and thus the set of ac-
tions applicable, can only grow. Fourth, any optimal policy
will apply each action at most once. Finally, some aspects
of the state—in particular, which computers are controlled
and reachable—are directly visible and could be separately
modeled as being such. To our knowledge, this last property
alone has been exploited in POMDP solvers (e.g., (Araya-
Loépez et al. 2010)), and the only other property mentioned in
the literature appears to be the first one (e.g., (Bonet 2009)).

While accurate, our current model is of course not “the
final word” on modeling pentesting with POMDPs. As al-
ready mentioned, we currently do not explicitly model the
detrimental side-effects exploits may have, i.e., the cases
where they are detected (spawning a reaction of the network
defense) or where they crash a machine/application. An-
other important aspect that could be modeled in the POMDP
framework is that machines are not independent. Knowing
the configuration of some computers in the network provides
information about the configuration of other computers in
the same network. This can be modeled in terms of the
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probability distribution given in the initial belief. An inter-
esting question for future research then is how to generate
these dependencies—and thus the initial belief—in a realis-
tic way. Answering this question could go hand in hand with
more realistically simulating the effect of the “time delay” in
pentesting. Both could potentially be adressed by learning
appropriate graphical models (Koller and Friedman 2009),
based on up-to-date real-world statistics.

To close the paper, it must be admitted that, in general,
“pentesting # POMDP solving”, by contrast to our paper
title (hence the question mark). Computer security is al-
ways evolving, so that the probability of meeting certain
computer configurations changes with time. An ideal at-
tacker should continuously learn the probability distribu-
tions describing the network and computer configurations it
can encounter. This kind of learning can be done outside the
POMDP model, but there may be better solutions doing it
more natively. Furthermore, if the administrator of a target
network reacts to an attack, running specific counter-attacks,
then the problem turns into an adversarial game.
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Abstract

Smartphones are becoming an integral part of mod-
ern communication and thus a potential target for at-
tacks. The multitude of interfaces and apps makes it
hard to keep an overview of potential threats. Neverthe-
less, these devices are increasingly used even in safety-
critical domains. Even though typical operating sys-
tems for smartphones include features intended to pre-
vent malicious applications from running, hackers have
found ways to circumvent these security mechanisms.
Results from our research show that the situation wor-
sens once the attacker has system-level (or root) privi-
leges. Two major smartphone platforms (10S and An-
droid) do not provide any means to indicate to the user
that her phone has been compromised in such a way.
To illustrate this point, we wrote an undetectable data-
collecting piece of malware. We argue that the security
mechanisms of these operating systems thus do not only
fail to fully prevent unauthorized access, but also hinder
security tools that could detect such access. Finally, we
suggest possible improvements to smartphone security
that might mitigate this situation.

Introduction

Smartphones changed the way in which mobile communi-
cation devices are used. Calling and texting are no longer
the primary purposes of these phones. Quite contrary: since
a user may install additional applications, they have turned
into small personal computers. As with those, a modern
phone is used to access very personal data, such as emails,
photos or web sites. However, in contrast to a personal com-
puter, the user only has limited access to the internals of
the hardware or the operating system. The choice of addi-
tional software suffers from this approach. Usually, there
is a predefined source from which software can be installed
(App store or Android market). Even if other sources are
available (Android offers the opportunity to install software
from other markets), some functionality may be missing if
the provider does not offer it.

This has not hindered the uptake of smartphone usage. More
and more users replace their old feature phone with a smart-
phone. However, this sometimes happens without consider-
ing the security implications that arise through such a device.
We argue that upon such a change, people need to reconsider
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the data that could be obtained through access to their phone.
This is especially true if they use it to access sensitive data.

Vulnerability demonstration

To illustrate this problem, we have created a software wire-
tap for iOS devices. This application accesses a number of
data sources within the phone and makes them available to
other interested parties. Currently, it can read the data stores
for the user’s address book, browser history, keyboard cache,
captured photos and movies, text messages, phone history,
bookmarks and emails. It also can access the camera and
audio hardware as well as the GPS module. Finally, some
additional data such as serial number, OS version and bat-
tery level is read. When the device is connected to the in-
ternet, it is possible to transmit this information to another
system.

To install this application on a machine, any security ex-
ploit can be used that allows the execution of random code.
Currently, we use a customized version of the redsnOw jail-
break.! This enables us to jailbreak the phone and install our
wiretap with a single click. The whole process takes about
two minutes and can conceivable to be done while a device
is left unattended for a short time. Depending on the exploit
used, other attack vectors may become available. To further
emphasize how easily data can be accessed once the wiretap
is installed on a device, we have created an iPad application
that serves as a client to display the gathered information
(see figure 1). All functionality of the wiretap can easily be
controlled through a touch-based interface. A demonstration
of this has been documented in (Schwirblat 2011).

The impossibility of anti-malware apps

Both Android and iOS currently limit the rights of the ac-
count that is running user-installed programs. Such a pro-
gram is saved to a reserved part of the system that acts as
a sandbox. A program is only given permission to read
and write data within this location. Additionally, an iOS
application installed through the AppStore may not use the
full Application Programming Interface (API) provided for
the system, but just a “public” subset of it. These limita-
tions are supposed to increase the users security. As Ap-

"http://blog.iphone-dev.org
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Figure 1: The iPad client, displaying a GPS trace created by
our wiretap

ple states?, ”Applications on the device are ’sandboxed’ so
they cannot access data stored by other applications. In ad-
dition, system files, resources, and the kernel are shielded
from the user’s application space.” During a court hearing
to establish the legality of jailbreak software, Apples Greg
Joswiak stated: "Why do we have these security mecha-
nisms in [the iPhone]? Well, one is we want to protect the
product from modification and copying, protect our software
from being modified and copied, because these OS modifi-
cations can cause damage. And we want to secure the user’s
data. Again, their E-mail, their context, their pictures, et
cetera.”(Leonard 2009)

As we demonstrated above, however, there are ways to run
software on a smartphone that bypasses these restrictions.
In this regard, the security mechanisms intended to protect
the device from malicious software turn into limitations that
prevent the detection and elimination of such software.

Countermeasures

Since our wiretap does not alter the behaviour of the phone
or the appearance of its software, it is not easily detectable
by the user. For this reason, the user has to reinstall the
operating system of the phone to make sure that such an ap-
plication is removed from the device. This can be a lengthy
process, depending on the amount of data stored on the sys-
tem, and may take upwards of 30 minutes. It is thus imprac-
tical to perform as a daily routine.

To prevent infection with software comparable to ours, we
suggest to make sure that control over the physical device is
maintained at all times. Furthermore, it is advisable to up-
date to new versions of the operating system as they become
available. Usually, these fix security flaws and require the
tools used to install unauthorized software to be updated be-
fore they can be used again. However, even doing so cannot
guarantee that a system will never be compromised by mal-
ware. As it is generally considered impossible to produce
error-free software, exploits will continue to allow the exe-
cution of unsigned code on these platforms. For example,

Zhttp://images.apple.com/iphone/business/docs/iPhone_Security.pdf
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a bug in a previous version of iOS used a flaw in the han-
dling of PDF files to inject software into the runtime.® Just
visiting a website could execute arbitary code. It would thus
have been possible to install our wiretap through this mech-
anism.

To adequately scan for and act against such attacks, the limi-
tations on 3rd party software as stated in the previous section
would need to be removed. Whether this may ever happen
is questionable at this time. At this moment, these develop-
ments have not encouraged Apple to open up their system
any further.

Conclusion and Outlook

Our evaluated smartphone platforms are designed to secure
the system and its content by limiting the access to library
functions that can be used by 3rd party programmers. Today,
however, it can be seen that this limitations have not pre-
vented those with sufficient motivation and resources from
accessing data on the device that should be unaccessible to
them. Furthermore, the lack of complete system access pre-
vents the creation and usage of tools which would be able to
detect code running out of its designated sandbox.

This demonstrates that the attempt to create a secure plat-
form through closing down the system has proven unsuc-
cessful. Therefore, we propose to remove these limitations
in order to allow security tools to be created. While this may
change the perceived security of a platform, we feel that it
would benefit the customer and allow for more secure use of
smartphones in sensitive areas.

Another possible approach is the inclusion of a trusted hard-
ware module that maintains control over the system. One
might conceive a smartphone platform which deeply inte-
grates a Trusted Platform Module (TPM) to ensure only soft-
ware is executed which is included on the device’s whitelist.
Currently, research is trying to determine ways in which
such a module could, for example, be integrated into busi-
ness processes.*
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